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A. The Cybersecurity Act of 2015 
 

The full text of CISA can be found at the following:   

 

 Link: https://www.congress.gov/114/bills/hr2029/BILLS-114hr2029enr.pdf.  

 

o Note: This is a link to the Consolidated Appropriations Act of 2016. CISA was 

passed as a part of this larger bill.  

 

o The version that follows is an excerpt containing only the pages of CISA. If you 

wish to see the law in context, use the link above to the Consolidated 

Appropriations Act of 2016. CISA begins on page 694.  

 

B. Recent Legal Commentary on CISA 
 

Alston & Bird’s Cybersecurity Preparedness & Response Team, The Cybersecurity Information 

Sharing Act is Now Law, Cyber Alert, Dec. 23, 2015.  

 

 Available electronically.  

 

 Summary: This article provides a high-level overview of the major components of 

CISA, and it addresses privacy and civil liberties issues implicated by the new law.  

 

David N. Fagan, Ashden Fein, David J. Bender, Closer Look at CISA’s Cybersecurity 

Information-Sharing Provisions, The National Law Review, Nov. 9, 2015.  

 

 Available at http://www.natlawreview.com/article/closer-look-cisa-s-cybersecurity-

information-sharing-provisions.  

 

 Summary: This articles provides a deeper legal analysis of the four major Titles of CISA 

and how each one purports to enhance cybersecurity. 

   

Eric A. Fischer, Cybersecurity and Information Sharing: Comparison of H.R. 1560 (PCNA and 

NCPAA) and S. 754 (CISA), Congressional Research Service, Nov. 6, 2015.  

 

 Available electronically.  

 

 Summary: This paper provides a comparison of two House bills and one Senate bill that 

addressed information sharing and related activities in cybersecurity. It also reviews the 

issues addressed in each bill. This may be helpful for understanding how the different 
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legislative branches wanted to address cybersecurity, in comparison with the law in its 

final form.  

 

Frederick Ding, Senate Passes Cybersecurity Information Sharing Act, JOLT Digest, Harvard 

Journal of Law & Technology, Nov. 18, 2015.  

 

 Available: http://jolt.law.harvard.edu/digest/legislation/senate-passes-cybersecurity-

information-sharing-act.  

 

 Summary: Provides a brief overview of the law and some insight into legal implications 

of the new law.  

 

Sara Peters, No Safe Harbor is Coming – CISA Made Sure of It, Information Week, Jan. 22, 

2016.  

 

 Available: http://www.darkreading.com/threat-intelligence/no-safe-harbor-is-coming----

cisa-made-sure-of-it/d/d-id/1323930.  

 

 Summary: Provides an interesting commentary on the implications of CISA for 

international corporations and US companies doing business in Europe. The article 

examines how CISA may further complicate the ability of US companies to comply with 

European data privacy laws.   

 

C. Data Breach Notification Law Requirements 
 

 Ian C. Ballon, State Security Breach Notification Compliance, in E-COMMERCE AND 

INTERNET LAW: A LEGAL TREATISE WITH FORMS (2015). 

 

o This paper is an excerpt from the 2015 update to E-Commerce and Internet Law: 

Treatise with Forms. The paper is exhaustive in its coverage of state breach 

notification laws (analyzing each state in turn). A compliance checklist is 

included at the end of the paper to answer frequently asked questions related to 

breach notification issues. 

 

 Paul H. Luehr & Linda Clark, Data Breach Outline, IN FOURTEENTH ANNUAL INSTITUTE 

ON PRIVACY AND DATA SECURITY LAW (2013).  

 

o This resource was created as a part of a seminar on data breaches.  The outline 

covers “data breach trends, common challenges, and common security mistakes.” 

The outline describes state and federal disclosure laws that apply when entities are 

hacked and provides discussion about “how to manage data security risks 

effectively.” 

 

 Michael G. Morgan, Jessica M. Sawyer, & Eli A. Alcaraz, Data Streams: The State of 

Data Collection and Marketing, Protecting Data, and Responding to Data Breach, in 

19TH
 ANNUAL CONSUMER FINANCIAL SERVICES INSTITUTE (2014). 
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o Part V beginning on page 18 is the most relevant section for research into data 

breach notification rules. The section begins with recommendations for 

responding to a data breach and then discusses state and international laws related 

to notification. The authors have provided citations to these laws in large table 

organized by state or country. 

 

 Stephen J. Newman, President Obama’s Proposed Personal Data Notification & 

Protection Act (Jan. 12, 2015 Draft), in 20TH
 ANNUAL CONSUMER FINANCIAL SERVICES 

INSTITUTE (2015).  

 

o This draft act sets requirements for notice to individuals in situations of data 

security breach. The act sets out to whom noticed must be given, the timeframe 

during which notice is required, the content of the notice, and the manner form in 

which notice should be given. 

 

  

D. Best Practices for Data Breaches 
 

 UNITED STATES DEPARTMENT OF JUSTICE, BEST PRACTICES FOR VICTIM RESPONSE AND 

REPORTING OF CYBER INCIDENTS (2015), 

http://www.justice.gov/sites/default/files/opa/speeches/attachments/2015/04/29/criminal_

division_guidance_on_best_practices_for_victim_response_and_reporting_cyber_inciden

ts.pdf  

 

o The Department of Justice’s Cybersecurity Unit of the Computer Crime & 

Intellectual Property Section issued this brief guidance document about 

responding to data breaches. This resource is likely to be most useful in setting a 

foundation for more detailed recommendations in other best practices documents.  

 

 Mauricio F. Paez, Jay Johnson, & Nicole Perry, Practical Considerations in Developing 

a Cyber Incident Response and Compliance Program, in CORPORATE COUNSEL 

INSTITUTE (2014). 

 

o This white paper aims to provide advice to entities for minimizing the cost of data 

breaches. The authors discuss effective implementation of prevention, response, 

and mitigation techniques. Following are the sections in order of how they appear 

in the white paper:  “threats,” “prevention,” “response,” “mitigation and 

aftermath.” 

 

 EXPERIAN, DATA BREACH RESPONSE GUIDE (2013-2014), 

http://www.experian.com/assets/data-breach/brochures/response-guide.pdf.  

 

o This guide provides recommendations about how to create an incident response 

plan and how to respond to data breaches within the first 24 hours of the breach.  

The guide addresses notification requirements and other statutes that mandate 

certain response steps in breach situations.  

 

E. Gramm-Leach-Bliley Act  
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 ECORA, PRACTICAL GUIDE TO UNDERSTANDING THE COMPLYING WITH THE GRAMM-

LEACH-BLILEY ACT, http://www.ecora.com/Ecora/whitepapers/IDRS_GLBA.pdf.  

 

o This is a whitepaper published by the Ecora company for customers.  The guide 

provides easy-to-read explanations of the GLBA and what steps companies must 

take to ensure protection of personal data and, thus, be in compliance with the 

GLBA. 

 

 Kathleen  A. Hardee, The Gramm-Leach-Bliley Act: Five Years After Implementation, 

Does the Emperor Wear Clothes?, 39 CREIGHTON L. REV. 915 (2006). 

 

o This article evaluates the Gramm-Leach_Bliley Act in how well the act achieved 

its goals of protecting personal and confidential financial information.  The article 

is a bit dated (2006), but I did not find a similar evaluation of the GLBA from 

more recent years.  

 

 Paul M. Schwartz & Daniel J. Solove, PII 2.0: Privacy and a New Approach to Personal 

information, in PRIVACY AND DATA SECURITY LAW INSTITUTE (THIRTEENTH ANNUAL) 

(2012).  

 

o Part B of Section 1 is most relevant to the GLBA’s treatment of personal data 

issues. This is a short section that focuses on how the Act defines “personally 

identifiable financial information.” 

 

  Melissa C. Brown, Privacy and Identity Theft, in Consumer Financial Services Answer 

Book 2014 (2013).  

 

o This article includes on overview of federal privacy and identify theft laws 

including the GLBA. The author discusses the basics of the GLBA and notice, 

disclosure, enforcement, and preemption issues related to the GLBA.  

 

F. Data Broker Liability Issue  
 

 Christopher Mims, The Hacked Data Broker? Be Very Afraid, THE WALL STREET 

JOURNAL (Sept. 8, 2015), http://www.wsj.com/articles/the-hacked-data-broker-be-very-

afraid-1441684860.  

 

 Danielle Keats Citron, Mainstreaming Privacy Torts, 98 CALIF. L. REV. 1805 (2010).  

o This article discusses how courts might invoke traditional tort remedies to address 

personal information data breaches, rather than inventing new privacy torts. 

 

 Michael L. Rustad & Thomas H. Koenig, Extending Learned Hand’s Negligence 

Formula to Information Security Breaches, 3 J.L. & POL’Y FOR THE INFO. SOC’Y 237 

(2007).  

 

o This article examines the possibility of permitting individuals who are the victims 

of data breaches to bring negligence suits against data brokers. While this does 
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not touch directly on the companies who sell the data to the brokers, the reasoning 

behind the negligence cause of action could easily be extended to cover those 

companies who negligently sell information to data brokers.  

 

 Natasha Singer, A Data Broker Offers a Peek behind the Curtain, The New York Times 

(Aug. 31, 2013), http://www.nytimes.com/2013/09/01/business/a-data-broker-offers-a-

peek-behind-the-curtain.html?_r=0.  

 

o This is an interesting article that interviews a data broker and provides insight into 

the process of buying/selling personal information and what happens when a data 

breach occurs.  

 

G. European Court of Justice’s “Safe Harbor” Decision on Data Privacy  
 

Note: This decision was announced on October 6, 2015, so the ramifications of the decision 

are still largely unknown and even the U.S. government is still in the process of formulating a 

cogent response. Moreover, because it is so recent, there is not much scholarly work on the 

issue.  

 

 Case File and U.S. Government Materials  
 

o Case C-362/14, Schrems v. Data Protection Comm’r, ___ E.C.R. ___ (Oct. 6, 2016).  

  

  A copy of the ECJ opinion follows.  

 

o U.S.-EU & U.S. – Swiss Safe Harbor Frameworks, U.S. Department of Commerce 

(updated Oct. 9, 2015), http://www.export.gov/safeharbor/index.asp.   

 

 This website provides several instructional resources for how businesses can 

comply with the Safe Harbor program.  

 

 However, the website now warns that due to the “current rapidly changing 

environment, the Department of Commerce will continue to administer the 

Safe Harbor program, including processing submissions for self-certification 

to the Safe Harbor Framework.” It directs all questions to the European 

Commission.  

 

 Older Law Review Articles (providing context for the Safe Harbor program, 

discussing/anticipating the revocation of the program, and providing alternatives 

for businesses) 

 

 Marcela Mendez and Angela Matney, The Future of the Safe Harbor Agreement, 32 

No. 7 ACC Docket 88 (Sept. 2014).  

 

 This is an article published by the Association of Corporate Counsel. While it 

takes the perspective that the EU is unlikely to revoke the Safe Harbor 

program (which we now know is inaccurate), it does propose several 

alternative mechanisms for the transfer of personal data outside of the 

European Union aside from the Safe Harbor program. See id. at 6-7. These 

The 26th Annual Festival of Legal Learning February 12, 2016

http://www.nytimes.com/2013/09/01/business/a-data-broker-offers-a-peek-behind-the-curtain.html?_r=0
http://www.nytimes.com/2013/09/01/business/a-data-broker-offers-a-peek-behind-the-curtain.html?_r=0
http://www.export.gov/safeharbor/index.asp


6 
 

mechanisms are now likely more important as the ECJ has revoked the Safe 

Harbor program.  

 

 Paul M. Schwartz and Daniel J. Solove, Reconciling Personal Information in the 

United States and European Union, 102 Cal. L. Rev. 877 (2014).  

 

 This article examines personally identifiable information (“PII”) legislation in the 

United States and Europe, and provides an interesting comparison between the 

two.  The article then discusses the “safe harbor” provision and its gradual 

unravelling, including a prediction that it would soon be invalidated.  Finally, this 

article suggests possible revisions to U.S. law that would allow for a bridge 

between the differences in U.S. and European privacy law.  

 

 News Articles  

 

 Christopher Surdak and Robert Owen, Safe Harbor Ruling: A Digital Pearl Harbor?, 

LAW TECHNOLOGY NEWS, Oct. 12, 2015. 

 

 This article provides an overview of the ECJ decision and also discusses some 

of the events that contributed to the European court’s decision to revoke the 

Safe Harbor program.  

 

 Kolvin Stone and Paul Hansford, Inside the 2 Main Findings of the European Union’s 

Privacy Ruling: Thousands of E.U. and U.S. Companies That Rely on Safe Harbor 

will Need to Rethink How They Legalize the Transfer of Personal Data Across the 

Atlantic, LAW TECHNOLOGY NEWS, Oct. 9, 2015.  

 

 This news article provides an overview of the Safe Harbor decision and also 

notes that the European Commission has reaffirmed its intention to renegotiate 

the Safe Harbor and work with U.S. officials to make data transfers safer.  

 

 So Long, Safe Harbor (For Now, Anyway), Practical Law Intellectual Property & 

Technology, Oct. 13, 2015.  

 

 This article discusses the alternatives to the Safe Harbor and also highlights 

some of the practical implications of the decision for American businesses.  

 

H. General Books on Cybersecurity 
 

 Cybersecurity and Cyberwar: What Everyone Needs to Know, Singer & Friedman 

(Oxford 2014) 

 

 Secrets and Lies: Digital Security in a Networked World, Bruce Schneier  (Wiley 2000) 

 

 The ABA Cybersecurity Handbook: A Resource for Attorneys, Law Firms, and Business 

Professionals, Rhodes & Polley (ABA 2013) 

 

The 26th Annual Festival of Legal Learning February 12, 2016



7 
 

 Thomas On Databreach: A Practical Guide to Handling Worldwide Data Breach 

Notifications, Lisa Thomas (Thomson Reuters 2015) 

 

 Internet Crimes,, Torts and Scams: Investigations and Remedies, Melise R. Blakeslee 

(Oxford 2012) 

 

 Privacy in the Age of Big Data: Recognizing Threats, Defending Your Rights, and 

Protecting Your Family, Payton &* Claypoole, (Rowman & Lifflefield 2014) 
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February 12, 2014 Cybersecurity Framework Version 1.0 

Executive Summary
 

The national and economic security of the United States depends on the reliable functioning of 
critical infrastructure. Cybersecurity threats exploit the increased complexity and connectivity of 
critical infrastructure systems, placing the Nation’s security, economy, and public safety and 
health at risk. Similar to financial and reputational risk, cybersecurity risk affects a company’s 
bottom line. It can drive up costs and impact revenue. It can harm an organization’s ability to 
innovate and to gain and maintain customers. 

To better address these risks, the President issued Executive Order 13636, “Improving Critical 
Infrastructure Cybersecurity,” on February 12, 2013, which established that “[i]t is the Policy of 
the United States to enhance the security and resilience of the Nation’s critical infrastructure and 
to maintain a cyber environment that encourages efficiency, innovation, and economic prosperity 
while promoting safety, security, business confidentiality, privacy, and civil liberties.” In 
enacting this policy, the Executive Order calls for the development of a voluntary risk-based 
Cybersecurity Framework – a set of industry standards and best practices to help organizations 
manage cybersecurity risks. The resulting Framework, created through collaboration between 
government and the private sector, uses a common language to address and manage 
cybersecurity risk in a cost-effective way based on business needs without placing additional 
regulatory requirements on businesses. 

The Framework focuses on using business drivers to guide cybersecurity activities and 
considering cybersecurity risks as part of the organization’s risk management processes. The 
Framework consists of three parts: the Framework Core, the Framework Profile, and the 
Framework Implementation Tiers. The Framework Core is a set of cybersecurity activities, 
outcomes, and informative references that are common across critical infrastructure sectors, 
providing the detailed guidance for developing individual organizational Profiles. Through use of 
the Profiles, the Framework will help the organization align its cybersecurity activities with its 
business requirements, risk tolerances, and resources. The Tiers provide a mechanism for 
organizations to view and understand the characteristics of their approach to managing 
cybersecurity risk. 

The Executive Order also requires that the Framework include a methodology to protect 
individual privacy and civil liberties when critical infrastructure organizations conduct 
cybersecurity activities. While processes and existing needs will differ, the Framework can assist 
organizations in incorporating privacy and civil liberties as part of a comprehensive 
cybersecurity program. 

The Framework enables organizations – regardless of size, degree of cybersecurity risk, or 
cybersecurity sophistication – to apply the principles and best practices of risk management to 
improving the security and resilience of critical infrastructure. The Framework provides 
organization and structure to today’s multiple approaches to cybersecurity by assembling 
standards, guidelines, and practices that are working effectively in industry today. Moreover, 
because it references globally recognized standards for cybersecurity, the Framework can also be 
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February 12, 2014 Cybersecurity Framework Version 1.0 

used by organizations located outside the United States and can serve as a model for 
international cooperation on strengthening critical infrastructure cybersecurity. 

The Framework is not a one-size-fits-all approach to managing cybersecurity risk for critical 
infrastructure. Organizations will continue to have unique risks – different threats, different 
vulnerabilities, different risk tolerances – and how they implement the practices in the 
Framework will vary. Organizations can determine activities that are important to critical service 
delivery and can prioritize investments to maximize the impact of each dollar spent. Ultimately, 
the Framework is aimed at reducing and better managing cybersecurity risks. 

The Framework is a living document and will continue to be updated and improved as industry 
provides feedback on implementation. As the Framework is put into practice, lessons learned 
will be integrated into future versions. This will ensure it is meeting the needs of critical 
infrastructure owners and operators in a dynamic and challenging environment of new threats, 
risks, and solutions. 

Use of this voluntary Framework is the next step to improve the cybersecurity of our Nation’s 
critical infrastructure – providing guidance for individual organizations, while increasing the 
cybersecurity posture of the Nation’s critical infrastructure as a whole. 

2
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February 12, 2014 Cybersecurity Framework Version 1.0 

1.0 Framework Introduction 

The national and economic security of the United States depends on the reliable functioning of 
critical infrastructure. To strengthen the resilience of this infrastructure, President Obama issued 
Executive Order 13636 (EO), “Improving Critical Infrastructure Cybersecurity,” on February 12, 
2013.1 This Executive Order calls for the development of a voluntary Cybersecurity Framework 
(“Framework”) that provides a “prioritized, flexible, repeatable, performance-based, and cost-
effective approach” to manage cybersecurity risk for those processes, information, and systems 
directly involved in the delivery of critical infrastructure services. The Framework, developed in 
collaboration with industry, provides guidance to an organization on managing cybersecurity 
risk. 
Critical infrastructure is defined in the EO as “systems and assets, whether physical or virtual, so 
vital to the United States that the incapacity or destruction of such systems and assets would have 
a debilitating impact on security, national economic security, national public health or safety, or 
any combination of those matters.” Due to the increasing pressures from external and internal 
threats, organizations responsible for critical infrastructure need to have a consistent and iterative 
approach to identifying, assessing, and managing cybersecurity risk. This approach is necessary 
regardless of an organization’s size, threat exposure, or cybersecurity sophistication today. 
The critical infrastructure community includes public and private owners and operators, and 
other entities with a role in securing the Nation’s infrastructure. Members of each critical 
infrastructure sector perform functions that are supported by information technology (IT) and 
industrial control systems (ICS).2 This reliance on technology, communication, and the 
interconnectivity of IT and ICS has changed and expanded the potential vulnerabilities and 
increased potential risk to operations. For example, as ICS and the data produced in ICS 
operations are increasingly used to deliver critical services and support business decisions, the 
potential impacts of a cybersecurity incident on an organization’s business, assets, health and 
safety of individuals, and the environment should be considered. To manage cybersecurity risks, 
a clear understanding of the organization’s business drivers and security considerations specific 
to its use of IT and ICS is required. Because each organization’s risk is unique, along with its use 
of IT and ICS, the tools and methods used to achieve the outcomes described by the Framework 
will vary. 
Recognizing the role that the protection of privacy and civil liberties plays in creating greater 
public trust, the Executive Order requires that the Framework include a methodology to protect 
individual privacy and civil liberties when critical infrastructure organizations conduct 
cybersecurity activities. Many organizations already have processes for addressing privacy and 
civil liberties. The methodology is designed to complement such processes and provide guidance 
to facilitate privacy risk management consistent with an organization’s approach to cybersecurity 
risk management. Integrating privacy and cybersecurity can benefit organizations by increasing 
customer confidence, enabling more standardized sharing of information, and simplifying 
operations across legal regimes. 

1 Executive Order no. 13636, Improving Critical Infrastructure Cybersecurity, DCPD-201300091, February 12, 
2013. http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf 

2 The DHS Critical Infrastructure program provides a listing of the sectors and their associated critical functions 
and value chains. http://www.dhs.gov/critical-infrastructure-sectors 
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February 12, 2014 Cybersecurity Framework	 Version 1.0 

To ensure extensibility and enable technical innovation, the Framework is technology neutral. 
The Framework relies on a variety of existing standards, guidelines, and practices to enable 
critical infrastructure providers to achieve resilience. By relying on those global standards, 
guidelines, and practices developed, managed, and updated by industry, the tools and methods 
available to achieve the Framework outcomes will scale across borders, acknowledge the global 
nature of cybersecurity risks, and evolve with technological advances and business requirements. 
The use of existing and emerging standards will enable economies of scale and drive the 
development of effective products, services, and practices that meet identified market needs. 
Market competition also promotes faster diffusion of these technologies and practices and 
realization of many benefits by the stakeholders in these sectors. 
Building from those standards, guidelines, and practices, the Framework provides a common 
taxonomy and mechanism for organizations to: 

1) Describe their current cybersecurity posture; 
2) Describe their target state for cybersecurity; 
3) Identify and prioritize opportunities for improvement within the context of a 

continuous and repeatable process; 
4) Assess progress toward the target state; 
5) Communicate among internal and external stakeholders about cybersecurity risk. 

The Framework complements, and does not replace, an organization’s risk management process 
and cybersecurity program. The organization can use its current processes and leverage the 
Framework to identify opportunities to strengthen and communicate its management of 
cybersecurity risk while aligning with industry practices. Alternatively, an organization without 
an existing cybersecurity program can use the Framework as a reference to establish one. 
Just as the Framework is not industry-specific, the common taxonomy of standards, guidelines, 
and practices that it provides also is not country-specific. Organizations outside the United States 
may also use the Framework to strengthen their own cybersecurity efforts, and the Framework 
can contribute to developing a common language for international cooperation on critical 
infrastructure cybersecurity. 

1.1 Overview of the Framework 

The Framework is a risk-based approach to managing cybersecurity risk, and is composed of 
three parts: the Framework Core, the Framework Implementation Tiers, and the Framework 
Profiles. Each Framework component reinforces the connection between business drivers and 
cybersecurity activities. These components are explained below. 

•	 The Framework Core is a set of cybersecurity activities, desired outcomes, and 
applicable references that are common across critical infrastructure sectors. The Core 
presents industry standards, guidelines, and practices in a manner that allows for 
communication of cybersecurity activities and outcomes across the organization from the 
executive level to the implementation/operations level. The Framework Core consists of 
five concurrent and continuous Functions—Identify, Protect, Detect, Respond, Recover. 
When considered together, these Functions provide a high-level, strategic view of the 
lifecycle of an organization’s management of cybersecurity risk. The Framework Core 
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then identifies underlying key Categories and Subcategories for each Function, and 
matches them with example Informative References such as existing standards, 
guidelines, and practices for each Subcategory. 

•	 Framework Implementation Tiers (“Tiers”) provide context on how an organization 
views cybersecurity risk and the processes in place to manage that risk. Tiers describe the 
degree to which an organization’s cybersecurity risk management practices exhibit the 
characteristics defined in the Framework (e.g., risk and threat aware, repeatable, and 
adaptive). The Tiers characterize an organization’s practices over a range, from Partial 
(Tier 1) to Adaptive (Tier 4). These Tiers reflect a progression from informal, reactive 
responses to approaches that are agile and risk-informed. During the Tier selection 
process, an organization should consider its current risk management practices, threat 
environment, legal and regulatory requirements, business/mission objectives, and 
organizational constraints. 

•	 A Framework Profile (“Profile”) represents the outcomes based on business needs that an 
organization has selected from the Framework Categories and Subcategories. The Profile 
can be characterized as the alignment of standards, guidelines, and practices to the 
Framework Core in a particular implementation scenario. Profiles can be used to identify 
opportunities for improving cybersecurity posture by comparing a “Current” Profile (the 
“as is” state) with a “Target” Profile (the “to be” state). To develop a Profile, an 
organization can review all of the Categories and Subcategories and, based on business 
drivers and a risk assessment, determine which are most important; they can add 
Categories and Subcategories as needed to address the organization’s risks. The Current 
Profile can then be used to support prioritization and measurement of progress toward the 
Target Profile, while factoring in other business needs including cost-effectiveness and 
innovation. Profiles can be used to conduct self-assessments and communicate within an 
organization or between organizations. 

1.2 Risk Management and the Cybersecurity Framework 

Risk management is the ongoing process of identifying, assessing, and responding to risk. To 
manage risk, organizations should understand the likelihood that an event will occur and the 
resulting impact. With this information, organizations can determine the acceptable level of risk 
for delivery of services and can express this as their risk tolerance. 

With an understanding of risk tolerance, organizations can prioritize cybersecurity activities, 
enabling organizations to make informed decisions about cybersecurity expenditures. 
Implementation of risk management programs offers organizations the ability to quantify and 
communicate adjustments to their cybersecurity programs. Organizations may choose to handle 
risk in different ways, including mitigating the risk, transferring the risk, avoiding the risk, or 
accepting the risk, depending on the potential impact to the delivery of critical services. 

The Framework uses risk management processes to enable organizations to inform and prioritize 
decisions regarding cybersecurity. It supports recurring risk assessments and validation of 
business drivers to help organizations select target states for cybersecurity activities that reflect 
desired outcomes. Thus, the Framework gives organizations the ability to dynamically select and 
direct improvement in cybersecurity risk management for the IT and ICS environments. 
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The Framework is adaptive to provide a flexible and risk-based implementation that can be used 
with a broad array of cybersecurity risk management processes. Examples of cybersecurity risk 
management processes include International Organization for Standardization (ISO) 
31000:20093, ISO/IEC 27005:20114, National Institute of Standards and Technology (NIST) 
Special Publication (SP) 800-395, and the Electricity Subsector Cybersecurity Risk Management 
Process (RMP) guideline6 . 

1.3 Document Overview 

The remainder of this document contains the following sections and appendices: 
•	 Section 2 describes the Framework components: the Framework Core, the Tiers, and the 

Profiles. 
•	 Section 3 presents examples of how the Framework can be used. 
•	 Appendix A presents the Framework Core in a tabular format: the Functions, Categories, 

Subcategories, and Informative References. 
•	 Appendix B contains a glossary of selected terms. 
•	 Appendix C lists acronyms used in this document. 

3	 International Organization for Standardization, Risk management – Principles and guidelines, ISO 31000:2009, 
2009. http://www.iso.org/iso/home/standards/iso31000.htm 

4	 International Organization for Standardization/International Electrotechnical Commission, Information 
technology – Security techniques – Information security risk management, ISO/IEC 27005:2011, 2011. 
http://www.iso.org/iso/catalogue_detail?csnumber=56742 

5	 Joint Task Force Transformation Initiative, Managing Information Security Risk: Organization, Mission, and 
Information System View, NIST Special Publication 800-39, March 2011. 
http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-final.pdf 

6	 U.S. Department of Energy, Electricity Subsector Cybersecurity Risk Management Process, DOE/OE-0003, May 
2012. http://energy.gov/sites/prod/files/Cybersecurity%20Risk%20Management%20Process%20Guideline%20
%20Final%20-%20May%202012.pdf 
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2.0 Framework Basics 

The Framework provides a common language for understanding, managing, and expressing 
cybersecurity risk both internally and externally. It can be used to help identify and prioritize 
actions for reducing cybersecurity risk, and it is a tool for aligning policy, business, and 
technological approaches to managing that risk. It can be used to manage cybersecurity risk 
across entire organizations or it can be focused on the delivery of critical services within an 
organization. Different types of entities – including sector coordinating structures, associations, 
and organizations – can use the Framework for different purposes, including the creation of 
common Profiles. 

2.1 Framework Core 

The Framework Core provides a set of activities to achieve specific cybersecurity outcomes, and 
references examples of guidance to achieve those outcomes. The Core is not a checklist of 
actions to perform. It presents key cybersecurity outcomes identified by industry as helpful in 
managing cybersecurity risk. The Core comprises four elements: Functions, Categories, 
Subcategories, and Informative References, depicted in Figure 1: 

Figure 1: Framework Core Structure 

The Framework Core elements work together as follows: 

•	 Functions organize basic cybersecurity activities at their highest level. These Functions 
are Identify, Protect, Detect, Respond, and Recover. They aid an organization in 
expressing its management of cybersecurity risk by organizing information, enabling risk 
management decisions, addressing threats, and improving by learning from previous 
activities. The Functions also align with existing methodologies for incident management 
and help show the impact of investments in cybersecurity. For example, investments in 
planning and exercises support timely response and recovery actions, resulting in reduced 
impact to the delivery of services. 

•	 Categories are the subdivisions of a Function into groups of cybersecurity outcomes 
closely tied to programmatic needs and particular activities. Examples of Categories 
include “Asset Management,” “Access Control,” and “Detection Processes.” 

7
 
The 26th Annual Festival of Legal Learning February 12, 2016



   

   

       

  
   

  

     

  
    

  
   

     
  

     

   
  

     
  

    
    

      
    

        
  

      
     

   
    

     
  

     
      

   

       
    

                                                 
   

  
  

   
    

February 12, 2014 Cybersecurity Framework	 Version 1.0 

•	 Subcategories further divide a Category into specific outcomes of technical and/or 
management activities. They provide a set of results that, while not exhaustive, help 
support achievement of the outcomes in each Category. Examples of Subcategories 
include “External information systems are catalogued,” “Data-at-rest is protected,” and 
“Notifications from detection systems are investigated.” 

•	 Informative References are specific sections of standards, guidelines, and practices 
common among critical infrastructure sectors that illustrate a method to achieve the 
outcomes associated with each Subcategory. The Informative References presented in the 
Framework Core are illustrative and not exhaustive. They are based upon cross-sector 
guidance most frequently referenced during the Framework development process.7 

The five Framework Core Functions are defined below. These Functions are not intended to 
form a serial path, or lead to a static desired end state. Rather, the Functions can be performed 
concurrently and continuously to form an operational culture that addresses the dynamic 
cybersecurity risk. See Appendix A for the complete Framework Core listing. 

•	 Identify – Develop the organizational understanding to manage cybersecurity risk to 
systems, assets, data, and capabilities. 
The activities in the Identify Function are foundational for effective use of the 
Framework. Understanding the business context, the resources that support critical 
functions, and the related cybersecurity risks enables an organization to focus and 
prioritize its efforts, consistent with its risk management strategy and business needs. 
Examples of outcome Categories within this Function include: Asset Management; 
Business Environment; Governance; Risk Assessment; and Risk Management Strategy. 

•	 Protect – Develop and implement the appropriate safeguards to ensure delivery of 
critical infrastructure services. 
The Protect Function supports the ability to limit or contain the impact of a potential 
cybersecurity event. Examples of outcome Categories within this Function include: 
Access Control; Awareness and Training; Data Security; Information Protection 
Processes and Procedures; Maintenance; and Protective Technology. 

•	 Detect – Develop and implement the appropriate activities to identify the occurrence of a 
cybersecurity event. 
The Detect Function enables timely discovery of cybersecurity events. Examples of 
outcome Categories within this Function include: Anomalies and Events; Security 
Continuous Monitoring; and Detection Processes. 

•	 Respond – Develop and implement the appropriate activities to take action regarding a 
detected cybersecurity event. 

NIST developed a Compendium of informative references gathered from the Request for Information (RFI) 
input, Cybersecurity Framework workshops, and stakeholder engagement during the Framework development 
process. The Compendium includes standards, guidelines, and practices to assist with implementation. The 
Compendium is not intended to be an exhaustive list, but rather a starting point based on initial stakeholder 
input. The Compendium and other supporting material can be found at http://www.nist.gov/cyberframework/. 
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The Respond Function supports the ability to contain the impact of a potential 
cybersecurity event. Examples of outcome Categories within this Function include: 
Response Planning; Communications; Analysis; Mitigation; and Improvements. 

•	 Recover – Develop and implement the appropriate activities to maintain plans for
 
resilience and to restore any capabilities or services that were impaired due to a 

cybersecurity event.
 
The Recover Function supports timely recovery to normal operations to reduce the 
impact from a cybersecurity event. Examples of outcome Categories within this Function 
include: Recovery Planning; Improvements; and Communications. 

2.2 Framework Implementation Tiers 

The Framework Implementation Tiers (“Tiers”) provide context on how an organization views 
cybersecurity risk and the processes in place to manage that risk. The Tiers range from Partial 
(Tier 1) to Adaptive (Tier 4) and describe an increasing degree of rigor and sophistication in 
cybersecurity risk management practices and the extent to which cybersecurity risk management 
is informed by business needs and is integrated into an organization’s overall risk management 
practices. Risk management considerations include many aspects of cybersecurity, including the 
degree to which privacy and civil liberties considerations are integrated into an organization’s 
management of cybersecurity risk and potential risk responses. 

The Tier selection process considers an organization’s current risk management practices, threat 
environment, legal and regulatory requirements, business/mission objectives, and organizational 
constraints. Organizations should determine the desired Tier, ensuring that the selected level 
meets the organizational goals, is feasible to implement, and reduces cybersecurity risk to critical 
assets and resources to levels acceptable to the organization. Organizations should consider 
leveraging external guidance obtained from Federal government departments and agencies, 
Information Sharing and Analysis Centers (ISACs), existing maturity models, or other sources to 
assist in determining their desired tier. 

While organizations identified as Tier 1 (Partial) are encouraged to consider moving toward Tier 
2 or greater, Tiers do not represent maturity levels. Progression to higher Tiers is encouraged 
when such a change would reduce cybersecurity risk and be cost effective. Successful 
implementation of the Framework is based upon achievement of the outcomes described in the 
organization’s Target Profile(s) and not upon Tier determination. 
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The Tier definitions are as follows: 

Tier 1: Partial 

•	 Risk Management Process – Organizational cybersecurity risk management practices are 
not formalized, and risk is managed in an ad hoc and sometimes reactive manner. 
Prioritization of cybersecurity activities may not be directly informed by organizational 
risk objectives, the threat environment, or business/mission requirements. 

•	 Integrated Risk Management Program – There is limited awareness of cybersecurity risk 
at the organizational level and an organization-wide approach to managing cybersecurity 
risk has not been established. The organization implements cybersecurity risk 
management on an irregular, case-by-case basis due to varied experience or information 
gained from outside sources. The organization may not have processes that enable 
cybersecurity information to be shared within the organization. 

•	 External Participation – An organization may not have the processes in place to 

participate in coordination or collaboration with other entities.
 

Tier 2: Risk Informed 

•	 Risk Management Process – Risk management practices are approved by management 
but may not be established as organizational-wide policy. Prioritization of cybersecurity 
activities is directly informed by organizational risk objectives, the threat environment, or 
business/mission requirements. 

•	 Integrated Risk Management Program – There is an awareness of cybersecurity risk at 
the organizational level but an organization-wide approach to managing cybersecurity 
risk has not been established. Risk-informed, management-approved processes and 
procedures are defined and implemented, and staff has adequate resources to perform 
their cybersecurity duties. Cybersecurity information is shared within the organization on 
an informal basis. 

•	 External Participation – The organization knows its role in the larger ecosystem, but has 
not formalized its capabilities to interact and share information externally. 

Tier 3: Repeatable 

•	 Risk Management Process – The organization’s risk management practices are formally 
approved and expressed as policy. Organizational cybersecurity practices are regularly 
updated based on the application of risk management processes to changes in 
business/mission requirements and a changing threat and technology landscape. 

•	 Integrated Risk Management Program – There is an organization-wide approach to 
manage cybersecurity risk. Risk-informed policies, processes, and procedures are 
defined, implemented as intended, and reviewed. Consistent methods are in place to 
respond effectively to changes in risk. Personnel possess the knowledge and skills to 
perform their appointed roles and responsibilities. 

•	 External Participation – The organization understands its dependencies and partners and 
receives information from these partners that enables collaboration and risk-based 
management decisions within the organization in response to events. 
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Tier 4: Adaptive 

•	 Risk Management Process – The organization adapts its cybersecurity practices based on 
lessons learned and predictive indicators derived from previous and current cybersecurity 
activities. Through a process of continuous improvement incorporating advanced 
cybersecurity technologies and practices, the organization actively adapts to a changing 
cybersecurity landscape and responds to evolving and sophisticated threats in a timely 
manner. 

•	 Integrated Risk Management Program – There is an organization-wide approach to 
managing cybersecurity risk that uses risk-informed policies, processes, and procedures 
to address potential cybersecurity events. Cybersecurity risk management is part of the 
organizational culture and evolves from an awareness of previous activities, information 
shared by other sources, and continuous awareness of activities on their systems and 
networks. 

•	 External Participation – The organization manages risk and actively shares information 
with partners to ensure that accurate, current information is being distributed and 
consumed to improve cybersecurity before a cybersecurity event occurs. 

2.3 Framework Profile 

The Framework Profile (“Profile”) is the alignment of the Functions, Categories, and 
Subcategories with the business requirements, risk tolerance, and resources of the organization. 
A Profile enables organizations to establish a roadmap for reducing cybersecurity risk that is well 
aligned with organizational and sector goals, considers legal/regulatory requirements and 
industry best practices, and reflects risk management priorities. Given the complexity of many 
organizations, they may choose to have multiple profiles, aligned with particular components and 
recognizing their individual needs. 
Framework Profiles can be used to describe the current state or the desired target state of specific 
cybersecurity activities. The Current Profile indicates the cybersecurity outcomes that are 
currently being achieved. The Target Profile indicates the outcomes needed to achieve the 
desired cybersecurity risk management goals. Profiles support business/mission requirements 
and aid in the communication of risk within and between organizations. This Framework 
document does not prescribe Profile templates, allowing for flexibility in implementation. 
Comparison of Profiles (e.g., the Current Profile and Target Profile) may reveal gaps to be 
addressed to meet cybersecurity risk management objectives. An action plan to address these 
gaps can contribute to the roadmap described above. Prioritization of gap mitigation is driven by 
the organization’s business needs and risk management processes. This risk-based approach 
enables an organization to gauge resource estimates (e.g., staffing, funding) to achieve 
cybersecurity goals in a cost-effective, prioritized manner. 

11
 
The 26th Annual Festival of Legal Learning February 12, 2016



   

   

  

     
 

  
  
  

    
     

  
     

 
  

     
   

 

  
 

February 12, 2014 Cybersecurity Framework Version 1.0 

2.4 Coordination of Framework Implementation 

Figure 2 describes a common flow of information and decisions at the following levels within an 
organization: 

• Executive 
• Business/Process 
• Implementation/Operations 

The executive level communicates the mission priorities, available resources, and overall risk 
tolerance to the business/process level. The business/process level uses the information as inputs 
into the risk management process, and then collaborates with the implementation/operations 
level to communicate business needs and create a Profile. The implementation/operations level 
communicates the Profile implementation progress to the business/process level. The 
business/process level uses this information to perform an impact assessment. Business/process 
level management reports the outcomes of that impact assessment to the executive level to 
inform the organization’s overall risk management process and to the implementation/operations 
level for awareness of business impact. 

Figure 2: Notional Information and Decision Flows within an Organization 
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3.0 How to Use the Framework 

An organization can use the Framework as a key part of its systematic process for identifying, 
assessing, and managing cybersecurity risk. The Framework is not designed to replace existing 
processes; an organization can use its current process and overlay it onto the Framework to 
determine gaps in its current cybersecurity risk approach and develop a roadmap to 
improvement. Utilizing the Framework as a cybersecurity risk management tool, an organization 
can determine activities that are most important to critical service delivery and prioritize 
expenditures to maximize the impact of the investment. 
The Framework is designed to complement existing business and cybersecurity operations. It can 
serve as the foundation for a new cybersecurity program or a mechanism for improving an 
existing program. The Framework provides a means of expressing cybersecurity requirements to 
business partners and customers and can help identify gaps in an organization’s cybersecurity 
practices. It also provides a general set of considerations and processes for considering privacy 
and civil liberties implications in the context of a cybersecurity program. 
The following sections present different ways in which organizations can use the Framework. 

3.1 Basic Review of Cybersecurity Practices 

The Framework can be used to compare an organization’s current cybersecurity activities with 
those outlined in the Framework Core. Through the creation of a Current Profile, organizations 
can examine the extent to which they are achieving the outcomes described in the Core 
Categories and Subcategories, aligned with the five high-level Functions: Identify, Protect, 
Detect, Respond, and Recover. An organization may find that it is already achieving the desired 
outcomes, thus managing cybersecurity commensurate with the known risk. Conversely, an 
organization may determine that it has opportunities to (or needs to) improve. The organization 
can use that information to develop an action plan to strengthen existing cybersecurity practices 
and reduce cybersecurity risk. An organization may also find that it is overinvesting to achieve 
certain outcomes. The organization can use this information to reprioritize resources to 
strengthen other cybersecurity practices. 

While they do not replace a risk management process, these five high-level Functions will 
provide a concise way for senior executives and others to distill the fundamental concepts of 
cybersecurity risk so that they can assess how identified risks are managed, and how their 
organization stacks up at a high level against existing cybersecurity standards, guidelines, and 
practices. The Framework can also help an organization answer fundamental questions, 
including “How are we doing?” Then they can move in a more informed way to strengthen their 
cybersecurity practices where and when deemed necessary. 

3.2 Establishing or Improving a Cybersecurity Program 

The following steps illustrate how an organization could use the Framework to create a new 
cybersecurity program or improve an existing program. These steps should be repeated as 
necessary to continuously improve cybersecurity. 
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Step 1: Prioritize and Scope. The organization identifies its business/mission objectives and 
high-level organizational priorities. With this information, the organization makes strategic 
decisions regarding cybersecurity implementations and determines the scope of systems and 
assets that support the selected business line or process. The Framework can be adapted to 
support the different business lines or processes within an organization, which may have 
different business needs and associated risk tolerance. 

Step 2: Orient. Once the scope of the cybersecurity program has been determined for the 
business line or process, the organization identifies related systems and assets, regulatory 
requirements, and overall risk approach. The organization then identifies threats to, and 
vulnerabilities of, those systems and assets. 

Step 3: Create a Current Profile. The organization develops a Current Profile by indicating 
which Category and Subcategory outcomes from the Framework Core are currently being 
achieved. 

Step 4: Conduct a Risk Assessment. This assessment could be guided by the organization’s 
overall risk management process or previous risk assessment activities. The organization 
analyzes the operational environment in order to discern the likelihood of a cybersecurity event 
and the impact that the event could have on the organization. It is important that organizations 
seek to incorporate emerging risks and threat and vulnerability data to facilitate a robust 
understanding of the likelihood and impact of cybersecurity events. 

Step 5: Create a Target Profile. The organization creates a Target Profile that focuses on the 
assessment of the Framework Categories and Subcategories describing the organization’s desired 
cybersecurity outcomes. Organizations also may develop their own additional Categories and 
Subcategories to account for unique organizational risks. The organization may also consider 
influences and requirements of external stakeholders such as sector entities, customers, and 
business partners when creating a Target Profile. 

Step 6: Determine, Analyze, and Prioritize Gaps. The organization compares the Current 
Profile and the Target Profile to determine gaps. Next it creates a prioritized action plan to 
address those gaps that draws upon mission drivers, a cost/benefit analysis, and understanding of 
risk to achieve the outcomes in the Target Profile. The organization then determines resources 
necessary to address the gaps. Using Profiles in this manner enables the organization to make 
informed decisions about cybersecurity activities, supports risk management, and enables the 
organization to perform cost-effective, targeted improvements. 

Step 7: Implement Action Plan. The organization determines which actions to take in regards 
to the gaps, if any, identified in the previous step. It then monitors its current cybersecurity 
practices against the Target Profile. For further guidance, the Framework identifies example 
Informative References regarding the Categories and Subcategories, but organizations should 
determine which standards, guidelines, and practices, including those that are sector specific, 
work best for their needs. 

An organization may repeat the steps as needed to continuously assess and improve its 
cybersecurity. For instance, organizations may find that more frequent repetition of the orient 
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step improves the quality of risk assessments. Furthermore, organizations may monitor progress 
through iterative updates to the Current Profile, subsequently comparing the Current Profile to 
the Target Profile. Organizations may also utilize this process to align their cybersecurity 
program with their desired Framework Implementation Tier. 

3.3 Communicating Cybersecurity Requirements with Stakeholders 

The Framework provides a common language to communicate requirements among 
interdependent stakeholders responsible for the delivery of essential critical infrastructure 
services. Examples include: 

•	 An organization may utilize a Target Profile to express cybersecurity risk management 
requirements to an external service provider (e.g., a cloud provider to which it is 
exporting data). 

•	 An organization may express its cybersecurity state through a Current Profile to report 
results or to compare with acquisition requirements. 

•	 A critical infrastructure owner/operator, having identified an external partner on whom 
that infrastructure depends, may use a Target Profile to convey required Categories and 
Subcategories. 

•	 A critical infrastructure sector may establish a Target Profile that can be used among its 
constituents as an initial baseline Profile to build their tailored Target Profiles. 

3.4 Identifying Opportunities for New or Revised Informative 
References 

The Framework can be used to identify opportunities for new or revised standards, guidelines, or 
practices where additional Informative References would help organizations address emerging 
needs. An organization implementing a given Subcategory, or developing a new Subcategory, 
might discover that there are few Informative References, if any, for a related activity. To 
address that need, the organization might collaborate with technology leaders and/or standards 
bodies to draft, develop, and coordinate standards, guidelines, or practices. 

3.5 Methodology to Protect Privacy and Civil Liberties 

This section describes a methodology as required by the Executive Order to address individual 
privacy and civil liberties implications that may result from cybersecurity operations. This 
methodology is intended to be a general set of considerations and processes since privacy and 
civil liberties implications may differ by sector or over time and organizations may address these 
considerations and processes with a range of technical implementations. Nonetheless, not all 
activities in a cybersecurity program may give rise to these considerations. Consistent with 
Section 3.4, technical privacy standards, guidelines, and additional best practices may need to be 
developed to support improved technical implementations. 

Privacy and civil liberties implications may arise when personal information is used, collected, 
processed, maintained, or disclosed in connection with an organization’s cybersecurity activities. 
Some examples of activities that bear privacy or civil liberties considerations may include: 
cybersecurity activities that result in the over-collection or over-retention of personal 
information; disclosure or use of personal information unrelated to cybersecurity activities; 
cybersecurity mitigation activities that result in denial of service or other similar potentially 
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adverse impacts, including activities such as some types of incident detection or monitoring that 
may impact freedom of expression or association. 

The government and agents of the government have a direct responsibility to protect civil 
liberties arising from cybersecurity activities. As referenced in the methodology below, 
government or agents of the government that own or operate critical infrastructure should have a 
process in place to support compliance of cybersecurity activities with applicable privacy laws, 
regulations, and Constitutional requirements. 

To address privacy implications, organizations may consider how, in circumstances where such 
measures are appropriate, their cybersecurity program might incorporate privacy principles such 
as: data minimization in the collection, disclosure, and retention of personal information material 
related to the cybersecurity incident; use limitations outside of cybersecurity activities on any 
information collected specifically for cybersecurity activities; transparency for certain 
cybersecurity activities; individual consent and redress for adverse impacts arising from use of 
personal information in cybersecurity activities; data quality, integrity, and security; and 
accountability and auditing. 

As organizations assess the Framework Core in Appendix A, the following processes and 
activities may be considered as a means to address the above-referenced privacy and civil 
liberties implications: 

Governance of cybersecurity risk 

•	 An organization’s assessment of cybersecurity risk and potential risk responses considers 
the privacy implications of its cybersecurity program 

•	 Individuals with cybersecurity-related privacy responsibilities report to appropriate 
management and are appropriately trained 

•	 Process is in place to support compliance of cybersecurity activities with applicable 
privacy laws, regulations, and Constitutional requirements 

•	 Process is in place to assess implementation of the foregoing organizational measures and 
controls 

Approaches to identifying and authorizing individuals to access organizational assets and 
systems 

•	 Steps are taken to identify and address the privacy implications of access control
 
measures to the extent that they involve collection, disclosure, or use of personal
 
information
 

Awareness and training measures 

•	 Applicable information from organizational privacy policies is included in cybersecurity 
workforce training and awareness activities 

•	 Service providers that provide cybersecurity-related services for the organization are 
informed about the organization’s applicable privacy policies 
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February 12, 2014 Cybersecurity Framework	 Version 1.0 

Anomalous activity detection and system and assets monitoring 

•	 Process is in place to conduct a privacy review of an organization’s anomalous activity 
detection and cybersecurity monitoring 

Response activities, including information sharing or other mitigation efforts 

•	 Process is in place to assess and address whether, when, how, and the extent to which 
personal information is shared outside the organization as part of cybersecurity 
information sharing activities 

•	 Process is in place to conduct a privacy review of an organization’s cybersecurity 
mitigation efforts 
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February 12, 2014 Cybersecurity Framework Version 1.0 

Appendix A: Framework Core 

This appendix presents the Framework Core: a listing of Functions, Categories, Subcategories, 
and Informative References that describe specific cybersecurity activities that are common 
across all critical infrastructure sectors. The chosen presentation format for the Framework Core 
does not suggest a specific implementation order or imply a degree of importance of the 
Categories, Subcategories, and Informative References. The Framework Core presented in this 
appendix represents a common set of activities for managing cybersecurity risk. While the 
Framework is not exhaustive, it is extensible, allowing organizations, sectors, and other entities 
to use Subcategories and Informative References that are cost-effective and efficient and that 
enable them to manage their cybersecurity risk. Activities can be selected from the Framework 
Core during the Profile creation process and additional Categories, Subcategories, and 
Informative References may be added to the Profile. An organization’s risk management 
processes, legal/regulatory requirements, business/mission objectives, and organizational 
constraints guide the selection of these activities during Profile creation. Personal information is 
considered a component of data or assets referenced in the Categories when assessing security 
risks and protections. 
While the intended outcomes identified in the Functions, Categories, and Subcategories are the 
same for IT and ICS, the operational environments and considerations for IT and ICS differ. ICS 
have a direct effect on the physical world, including potential risks to the health and safety of 
individuals, and impact on the environment. Additionally, ICS have unique performance and 
reliability requirements compared with IT, and the goals of safety and efficiency must be 
considered when implementing cybersecurity measures. 
For ease of use, each component of the Framework Core is given a unique identifier. Functions 
and Categories each have a unique alphabetic identifier, as shown in Table 1. Subcategories 
within each Category are referenced numerically; the unique identifier for each Subcategory is 
included in Table 2. 
Additional supporting material relating to the Framework can be found on the NIST website at 
http://www.nist.gov/cyberframework/. 
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February 12, 2014 Cybersecurity Framework Version 1.0 

Table 1: Function and Category Unique Identifiers 

Function 
Function 

Category 
Unique Unique Category 

Identifier Identifier 

Identify 

ID.AM Asset Management 

ID.BE Business Environment 
ID ID.GV Governance 

ID.RA Risk Assessment 

ID.RM Risk Management Strategy 

Protect 

PR.AC Access Control 

PR.AT Awareness and Training 

PR.DS Data Security PR 
PR.IP Information Protection Processes and Procedures 

PR.MA Maintenance 

PR.PT Protective Technology 

DE Detect 
DE.AE Anomalies and Events 

DE.CM Security Continuous Monitoring 

DE.DP Detection Processes 

Respond 

RS.RP Response Planning 

RS.CO Communications 
RS RS.AN Analysis 

RS.MI Mitigation 

RS.IM Improvements 

Recover 
RC.RP Recovery Planning 

RC RC.IM Improvements 

RC.CO Communications 
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February 12, 2014 Cybersecurity Framework Version 1.0 

Table 2: Framework Core 

Function Category Subcategory Informative References 

Asset Management (ID.AM): 
The data, personnel, devices, 

systems, and facilities that enable 
the organization to achieve 

business purposes are identified 
and managed consistent with their 

relative importance to business 
objectives and the organization’s 

risk strategy. 

ID.AM-1: Physical devices and systems 
within the organization are inventoried 

• CCS CSC 1 
• COBIT 5 BAI09.01, BAI09.02 
• ISA 62443-2-1:2009 4.2.3.4 
• ISA 62443-3-3:2013 SR 7.8 
• ISO/IEC 27001:2013 A.8.1.1, A.8.1.2 
• NIST SP 800-53 Rev. 4 CM-8 

ID.AM-2: Software platforms and 
applications within the organization are 
inventoried 

• CCS CSC 2 
• COBIT 5 BAI09.01, BAI09.02, BAI09.05 
• ISA 62443-2-1:2009 4.2.3.4 
• ISA 62443-3-3:2013 SR 7.8 
• ISO/IEC 27001:2013 A.8.1.1, A.8.1.2 
• NIST SP 800-53 Rev. 4 CM-8 

ID.AM-3: Organizational communication 
and data flows are mapped 

• CCS CSC 1 
• COBIT 5 DSS05.02 
• ISA 62443-2-1:2009 4.2.3.4 
• ISO/IEC 27001:2013 A.13.2.1 
• NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, 

PL-8 

IDENTIFY 
(ID) 

ID.AM-4: External information systems 
are catalogued 

• COBIT 5 APO02.02 
• ISO/IEC 27001:2013 A.11.2.6 
• NIST SP 800-53 Rev. 4 AC-20, SA-9 

ID.AM-5: Resources (e.g., hardware, • COBIT 5 APO03.03, APO03.04, BAI09.02 
devices, data, and software) are prioritized • ISA 62443-2-1:2009 4.2.3.6 
based on their classification, criticality, and • ISO/IEC 27001:2013 A.8.2.1 
business value • NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14 
ID.AM-6: Cybersecurity roles and 
responsibilities for the entire workforce and 
third-party stakeholders (e.g., suppliers, 
customers, partners) are established 

• COBIT 5 APO01.02, DSS06.03 
• ISA 62443-2-1:2009 4.3.2.3.3 
• ISO/IEC 27001:2013 A.6.1.1 
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February 12, 2014 Cybersecurity Framework Version 1.0 

Function Category Subcategory Informative References 

• NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11 

Business Environment (ID.BE): 
The organization’s mission, 
objectives, stakeholders, and 
activities are understood and 

prioritized; this information is 
used to inform cybersecurity 

roles, responsibilities, and risk 
management decisions. 

ID.BE-1: The organization’s role in the 
supply chain is identified and 
communicated 

• COBIT 5 APO08.04, APO08.05, APO10.03, 
APO10.04, APO10.05 

• ISO/IEC 27001:2013 A.15.1.3, A.15.2.1, 
A.15.2.2 

• NIST SP 800-53 Rev. 4 CP-2, SA-12 
ID.BE-2: The organization’s place in 
critical infrastructure and its industry sector 
is identified and communicated 

• COBIT 5 APO02.06, APO03.01 
• NIST SP 800-53 Rev. 4 PM-8 

ID.BE-3: Priorities for organizational 
mission, objectives, and activities are 
established and communicated 

• COBIT 5 APO02.01, APO02.06, APO03.01 
• ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6 
• NIST SP 800-53 Rev. 4 PM-11, SA-14 

ID.BE-4: Dependencies and critical 
functions for delivery of critical services 
are established 

• ISO/IEC 27001:2013 A.11.2.2, A.11.2.3, 
A.12.1.3 

• NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11, 
PM-8, SA-14 

ID.BE-5: Resilience requirements to 
support delivery of critical services are 
established 

• COBIT 5 DSS04.02 
• ISO/IEC 27001:2013 A.11.1.4, A.17.1.1, 

A.17.1.2, A.17.2.1 
• NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-14 

Governance (ID.GV): The 
policies, procedures, and 

processes to manage and monitor 
the organization’s regulatory, 
legal, risk, environmental, and 
operational requirements are 
understood and inform the 

management of cybersecurity 
risk. 

ID.GV-1: Organizational information 
security policy is established 

• COBIT 5 APO01.03, EDM01.01, EDM01.02 
• ISA 62443-2-1:2009 4.3.2.6 
• ISO/IEC 27001:2013 A.5.1.1 
• NIST SP 800-53 Rev. 4 -1 controls from all 

families 

ID.GV-2: Information security roles & 
responsibilities are coordinated and aligned 
with internal roles and external partners 

• COBIT 5 APO13.12 
• ISA 62443-2-1:2009 4.3.2.3.3 
• ISO/IEC 27001:2013 A.6.1.1, A.7.2.1 
• NIST SP 800-53 Rev. 4 PM-1, PS-7 

ID.GV-3: Legal and regulatory 
requirements regarding cybersecurity, 

• COBIT 5 MEA03.01, MEA03.04 
• ISA 62443-2-1:2009 4.4.3.7 

21
 
The 26th Annual Festival of Legal Learning February 12, 2016



   

   

    

 
 

   
    

 

 
 

   
    

 
   

 

  
 

 
 

 
 

 
 

  
  

    
    

 
    

 
    
   

 

  
  

 

    
   
     

  
  

    
 

    
    

 

  
 

   
    
   

 

 
 

 

   
  
   

      

February 12, 2014 Cybersecurity Framework Version 1.0 

Function Category Subcategory Informative References 

including privacy and civil liberties 
obligations, are understood and managed 

• ISO/IEC 27001:2013 A.18.1 
• NIST SP 800-53 Rev. 4 -1 controls from all 

families (except PM-1) 

ID.GV-4: Governance and risk 
management processes address 
cybersecurity risks 

• COBIT 5 DSS04.02 
• ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3, 4.2.3.8, 

4.2.3.9, 4.2.3.11, 4.3.2.4.3, 4.3.2.6.3 
• NIST SP 800-53 Rev. 4 PM-9, PM-11 

Risk Assessment (ID.RA): The 
organization understands the 

cybersecurity risk to 
organizational operations 

(including mission, functions, 
image, or reputation), 

organizational assets, and 
individuals. 

ID.RA-1: Asset vulnerabilities are 
identified and documented 

• CCS CSC 4 
• COBIT 5 APO12.01, APO12.02, APO12.03, 

APO12.04 
• ISA 62443-2-1:2009 4.2.3, 4.2.3.7, 4.2.3.9, 

4.2.3.12 
• ISO/IEC 27001:2013 A.12.6.1, A.18.2.3 
• NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, 

RA-3, RA-5, SA-5, SA-11, SI-2, SI-4, SI-5 

ID.RA-2: Threat and vulnerability 
information is received from information 
sharing forums and sources 

• ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12 
• ISO/IEC 27001:2013 A.6.1.4 
• NIST SP 800-53 Rev. 4 PM-15, PM-16, SI-5 

ID.RA-3: Threats, both internal and 
external, are identified and documented 

• COBIT 5 APO12.01, APO12.02, APO12.03, 
APO12.04 

• ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12 
• NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12, 

PM-16 

ID.RA-4: Potential business impacts and 
likelihoods are identified 

• COBIT 5 DSS04.02 
• ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12 
• NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-9, 

PM-11, SA-14 

ID.RA-5: Threats, vulnerabilities, 
likelihoods, and impacts are used to 
determine risk 

• COBIT 5 APO12.02 
• ISO/IEC 27001:2013 A.12.6.1 
• NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16 

ID.RA-6: Risk responses are identified and • COBIT 5 APO12.05, APO13.02 
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Function Category Subcategory Informative References 

prioritized • NIST SP 800-53 Rev. 4 PM-4, PM-9 

Risk Management Strategy 
(ID.RM): The organization’s 

priorities, constraints, risk 
tolerances, and assumptions are 
established and used to support 

operational risk decisions. 

ID.RM-1: Risk management processes are 
established, managed, and agreed to by 
organizational stakeholders 

• COBIT 5 APO12.04, APO12.05, APO13.02, 
BAI02.03, BAI04.02 

• ISA 62443-2-1:2009 4.3.4.2 
• NIST SP 800-53 Rev. 4 PM-9 

ID.RM-2: Organizational risk tolerance is 
determined and clearly expressed 

• COBIT 5 APO12.06 
• ISA 62443-2-1:2009 4.3.2.6.5 
• NIST SP 800-53 Rev. 4 PM-9 

ID.RM-3: The organization’s 
determination of risk tolerance is informed 
by its role in critical infrastructure and 
sector specific risk analysis 

• NIST SP 800-53 Rev. 4 PM-8, PM-9, PM-11, 
SA-14 

Access Control (PR.AC): Access 
to assets and associated facilities 

is limited to authorized users, 
processes, or devices, and to 

authorized activities and 
transactions. 

PR.AC-1: Identities and credentials are 
managed for authorized devices and users 

• CCS CSC 16 
• COBIT 5 DSS05.04, DSS06.03 
• ISA 62443-2-1:2009 4.3.3.5.1 
• ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, 

SR 1.4, SR 1.5, SR 1.7, SR 1.8, SR 1.9 
• ISO/IEC 27001:2013 A.9.2.1, A.9.2.2, A.9.2.4, 

A.9.3.1, A.9.4.2, A.9.4.3 
• NIST SP 800-53 Rev. 4 AC-2, IA Family 

PR.AC-2: Physical access to assets is 
managed and protected 

• COBIT 5 DSS01.04, DSS05.05 
• ISA 62443-2-1:2009 4.3.3.3.2, 4.3.3.3.8 
• ISO/IEC 27001:2013 A.11.1.1, A.11.1.2, 

A.11.1.4, A.11.1.6, A.11.2.3 
• NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE

5, PE-6, PE-9 

PROTECT (PR) 

PR.AC-3: Remote access is managed 

• COBIT 5 APO13.01, DSS01.04, DSS05.03 
• ISA 62443-2-1:2009 4.3.3.6.6 
• ISA 62443-3-3:2013 SR 1.13, SR 2.6 
• ISO/IEC 27001:2013 A.6.2.2, A.13.1.1, 

A.13.2.1 
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Function Category Subcategory Informative References 

• NIST SP 800-53 Rev. 4 AC-17, AC-19, AC-20 

PR.AC-4: Access permissions are 
managed, incorporating the principles of 
least privilege and separation of duties 

• CCS CSC 12, 15 
• ISA 62443-2-1:2009 4.3.3.7.3 
• ISA 62443-3-3:2013 SR 2.1 
• ISO/IEC 27001:2013 A.6.1.2, A.9.1.2, A.9.2.3, 

A.9.4.1, A.9.4.4 
• NIST SP 800-53 Rev. 4 AC-2, AC-3, AC-5, 

AC-6, AC-16 

PR.AC-5: Network integrity is protected, 
incorporating network segregation where 
appropriate 

• ISA 62443-2-1:2009 4.3.3.4 
• ISA 62443-3-3:2013 SR 3.1, SR 3.8 
• ISO/IEC 27001:2013 A.13.1.1, A.13.1.3, 

A.13.2.1 
• NIST SP 800-53 Rev. 4 AC-4, SC-7 

Awareness and Training 
(PR.AT): The organization’s 

personnel and partners are 
provided cybersecurity awareness 

education and are adequately 
trained to perform their 

information security-related 
duties and responsibilities 

consistent with related policies, 
procedures, and agreements. 

PR.AT-1: All users are informed and 
trained 

• CCS CSC 9 
• COBIT 5 APO07.03, BAI05.07 
• ISA 62443-2-1:2009 4.3.2.4.2 
• ISO/IEC 27001:2013 A.7.2.2 
• NIST SP 800-53 Rev. 4 AT-2, PM-13 

PR.AT-2: Privileged users understand 
roles & responsibilities 

• CCS CSC 9 
• COBIT 5 APO07.02, DSS06.03 
• ISA 62443-2-1:2009 4.3.2.4.2, 4.3.2.4.3 
• ISO/IEC 27001:2013 A.6.1.1, A.7.2.2 
• NIST SP 800-53 Rev. 4 AT-3, PM-13 

PR.AT-3: Third-party stakeholders (e.g., 
suppliers, customers, partners) understand 
roles & responsibilities 

• CCS CSC 9 
• COBIT 5 APO07.03, APO10.04, APO10.05 
• ISA 62443-2-1:2009 4.3.2.4.2 
• ISO/IEC 27001:2013 A.6.1.1, A.7.2.2 
• NIST SP 800-53 Rev. 4 PS-7, SA-9 

PR.AT-4: Senior executives understand 
roles & responsibilities 

• CCS CSC 9 
• COBIT 5 APO07.03 
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Function Category Subcategory Informative References 

• ISA 62443-2-1:2009 4.3.2.4.2 
• ISO/IEC 27001:2013 A.6.1.1, A.7.2.2, 
• NIST SP 800-53 Rev. 4 AT-3, PM-13 

PR.AT-5: Physical and information 
security personnel understand roles & 
responsibilities 

• CCS CSC 9 
• COBIT 5 APO07.03 
• ISA 62443-2-1:2009 4.3.2.4.2 
• ISO/IEC 27001:2013 A.6.1.1, A.7.2.2, 
• NIST SP 800-53 Rev. 4 AT-3, PM-13 

Data Security (PR.DS): 
Information and records (data) are 

managed consistent with the 
organization’s risk strategy to 

protect the confidentiality, 
integrity, and availability of 

information. 

PR.DS-1: Data-at-rest is protected 

• CCS CSC 17 
• COBIT 5 APO01.06, BAI02.01, BAI06.01, 

DSS06.06 
• ISA 62443-3-3:2013 SR 3.4, SR 4.1 
• ISO/IEC 27001:2013 A.8.2.3 
• NIST SP 800-53 Rev. 4 SC-28 

PR.DS-2: Data-in-transit is protected 

• CCS CSC 17 
• COBIT 5 APO01.06, DSS06.06 
• ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR 4.1, 

SR 4.2 
• ISO/IEC 27001:2013 A.8.2.3, A.13.1.1, 

A.13.2.1, A.13.2.3, A.14.1.2, A.14.1.3 
• NIST SP 800-53 Rev. 4 SC-8 

PR.DS-3: Assets are formally managed 
throughout removal, transfers, and 
disposition 

• COBIT 5 BAI09.03 
• ISA 62443-2-1:2009 4. 4.3.3.3.9, 4.3.4.4.1 
• ISA 62443-3-3:2013 SR 4.2 
• ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2, 

A.8.3.3, A.11.2.7 
• NIST SP 800-53 Rev. 4 CM-8, MP-6, PE-16 

PR.DS-4: Adequate capacity to ensure 
availability is maintained 

• COBIT 5 APO13.01 
• ISA 62443-3-3:2013 SR 7.1, SR 7.2 
• ISO/IEC 27001:2013 A.12.3.1 
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Function Category Subcategory Informative References 

• NIST SP 800-53 Rev. 4 AU-4, CP-2, SC-5 

PR.DS-5: Protections against data leaks 
are implemented 

• CCS CSC 17 
• COBIT 5 APO01.06 
• ISA 62443-3-3:2013 SR 5.2 
• ISO/IEC 27001:2013 A.6.1.2, A.7.1.1, A.7.1.2, 

A.7.3.1, A.8.2.2, A.8.2.3, A.9.1.1, A.9.1.2, 
A.9.2.3, A.9.4.1, A.9.4.4, A.9.4.5, A.13.1.3, 
A.13.2.1, A.13.2.3, A.13.2.4, A.14.1.2, A.14.1.3 

• NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6, 
PE-19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31, 
SI-4 

PR.DS-6: Integrity checking mechanisms 
are used to verify software, firmware, and 
information integrity 

• ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR 3.4, 
SR 3.8 

• ISO/IEC 27001:2013 A.12.2.1, A.12.5.1, 
A.14.1.2, A.14.1.3 

• NIST SP 800-53 Rev. 4 SI-7 

PR.DS-7: The development and testing 
environment(s) are separate from the 
production environment 

• COBIT 5 BAI07.04 
• ISO/IEC 27001:2013 A.12.1.4 
• NIST SP 800-53 Rev. 4 CM-2 

Information Protection 
Processes and Procedures 

(PR.IP): Security policies (that 
address purpose, scope, roles, 
responsibilities, management 

commitment, and coordination 
among organizational entities), 
processes, and procedures are 

maintained and used to manage 
protection of information systems 

and assets. 

PR.IP-1: A baseline configuration of 
information technology/industrial control 
systems is created and maintained 

• CCS CSC 3, 10 
• COBIT 5 BAI10.01, BAI10.02, BAI10.03, 

BAI10.05 
• ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3 
• ISA 62443-3-3:2013 SR 7.6 
• ISO/IEC 27001:2013 A.12.1.2, A.12.5.1, 

A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4 
• NIST SP 800-53 Rev. 4 CM-2, CM-3, CM-4, 

CM-5, CM-6, CM-7, CM-9, SA-10 

PR.IP-2: A System Development Life 
Cycle to manage systems is implemented 

• COBIT 5 APO13.01 
• ISA 62443-2-1:2009 4.3.4.3.3 
• ISO/IEC 27001:2013 A.6.1.5, A.14.1.1, 

A.14.2.1, A.14.2.5 
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Function Category Subcategory Informative References 

• NIST SP 800-53 Rev. 4 SA-3, SA-4, SA-8, SA
10, SA-11, SA-12, SA-15, SA-17, PL-8 

PR.IP-3: Configuration change control 
processes are in place 

• COBIT 5 BAI06.01, BAI01.06 
• ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3 
• ISA 62443-3-3:2013 SR 7.6 
• ISO/IEC 27001:2013 A.12.1.2, A.12.5.1, 

A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4 
• NIST SP 800-53 Rev. 4 CM-3, CM-4, SA-10 

PR.IP-4: Backups of information are 
conducted, maintained, and tested 
periodically 

• COBIT 5 APO13.01 
• ISA 62443-2-1:2009 4.3.4.3.9 
• ISA 62443-3-3:2013 SR 7.3, SR 7.4 
• ISO/IEC 27001:2013 A.12.3.1, 

A.17.1.2A.17.1.3, A.18.1.3 
• NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9 

PR.IP-5: Policy and regulations regarding 
the physical operating environment for 
organizational assets are met 

• COBIT 5 DSS01.04, DSS05.05 
• ISA 62443-2-1:2009 4.3.3.3.1 4.3.3.3.2, 

4.3.3.3.3, 4.3.3.3.5, 4.3.3.3.6 
• ISO/IEC 27001:2013 A.11.1.4, A.11.2.1, 

A.11.2.2, A.11.2.3 
• NIST SP 800-53 Rev. 4 PE-10, PE-12, PE-13, 

PE-14, PE-15, PE-18 

PR.IP-6: Data is destroyed according to 
policy 

• COBIT 5 BAI09.03 
• ISA 62443-2-1:2009 4.3.4.4.4 
• ISA 62443-3-3:2013 SR 4.2 
• ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2, 

A.11.2.7 
• NIST SP 800-53 Rev. 4 MP-6 

PR.IP-7: Protection processes are 
continuously improved 

• COBIT 5 APO11.06, DSS04.05 
• ISA 62443-2-1:2009 4.4.3.1, 4.4.3.2, 4.4.3.3, 

4.4.3.4, 4.4.3.5, 4.4.3.6, 4.4.3.7, 4.4.3.8 
• NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR
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February 12, 2014 Cybersecurity Framework Version 1.0 

Function Category Subcategory Informative References 

8, PL-2, PM-6 
PR.IP-8: Effectiveness of protection 
technologies is shared with appropriate 
parties 

• ISO/IEC 27001:2013 A.16.1.6 
• NIST SP 800-53 Rev. 4 AC-21, CA-7, SI-4 

PR.IP-9: Response plans (Incident • COBIT 5 DSS04.03 
Response and Business Continuity) and • ISA 62443-2-1:2009 4.3.2.5.3, 4.3.4.5.1 
recovery plans (Incident Recovery and • ISO/IEC 27001:2013 A.16.1.1, A.17.1.1, 
Disaster Recovery) are in place and A.17.1.2 
managed • NIST SP 800-53 Rev. 4 CP-2, IR-8 

PR.IP-10: Response and recovery plans 
are tested 

• ISA 62443-2-1:2009 4.3.2.5.7, 4.3.4.5.11 
• ISA 62443-3-3:2013 SR 3.3 
• ISO/IEC 27001:2013 A.17.1.3 
• NIST SP 800-53 Rev.4 CP-4, IR-3, PM-14 

PR.IP-11: Cybersecurity is included in 
human resources practices (e.g., 
deprovisioning, personnel screening) 

• COBIT 5 APO07.01, APO07.02, APO07.03, 
APO07.04, APO07.05 

• ISA 62443-2-1:2009 4.3.3.2.1, 4.3.3.2.2, 
4.3.3.2.3 

• ISO/IEC 27001:2013 A.7.1.1, A.7.3.1, A.8.1.4 
• NIST SP 800-53 Rev. 4 PS Family 

PR.IP-12: A vulnerability management 
plan is developed and implemented 

• ISO/IEC 27001:2013 A.12.6.1, A.18.2.2 
• NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-2 

Maintenance (PR.MA): 
Maintenance and repairs of 

industrial control and information 
system components is performed 

consistent with policies and 
procedures. 

PR.MA-1: Maintenance and repair of 
organizational assets is performed and 
logged in a timely manner, with approved 
and controlled tools 

• COBIT 5 BAI09.03 
• ISA 62443-2-1:2009 4.3.3.3.7 
• ISO/IEC 27001:2013 A.11.1.2, A.11.2.4, 

A.11.2.5 
• NIST SP 800-53 Rev. 4 MA-2, MA-3, MA-5 

PR.MA-2: Remote maintenance of 
organizational assets is approved, logged, 
and performed in a manner that prevents 
unauthorized access 

• COBIT 5 DSS05.04 
• ISA 62443-2-1:2009 4.3.3.6.5, 4.3.3.6.6, 

4.3.3.6.7, 4.4.4.6.8 
• ISO/IEC 27001:2013 A.11.2.4, A.15.1.1, 

A.15.2.1 
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February 12, 2014 Cybersecurity Framework Version 1.0 

Function Category Subcategory Informative References 

• NIST SP 800-53 Rev. 4 MA-4 

Protective Technology (PR.PT): 
Technical security solutions are 
managed to ensure the security 
and resilience of systems and 
assets, consistent with related 

policies, procedures, and 
agreements. 

PR.PT-1: Audit/log records are 
determined, documented, implemented, 
and reviewed in accordance with policy 

• CCS CSC 14 
• COBIT 5 APO11.04 
• ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.8, 

4.3.4.4.7, 4.4.2.1, 4.4.2.2, 4.4.2.4 
• ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, 

SR 2.11, SR 2.12 
• ISO/IEC 27001:2013 A.12.4.1, A.12.4.2, 

A.12.4.3, A.12.4.4, A.12.7.1 
• NIST SP 800-53 Rev. 4 AU Family 

PR.PT-2: Removable media is protected 
and its use restricted according to policy 

• COBIT 5 DSS05.02, APO13.01 
• ISA 62443-3-3:2013 SR 2.3 
• ISO/IEC 27001:2013 A.8.2.2, A.8.2.3, A.8.3.1, 

A.8.3.3, A.11.2.9 
• NIST SP 800-53 Rev. 4 MP-2, MP-4, MP-5, 

MP-7 

PR.PT-3: Access to systems and assets is 
controlled, incorporating the principle of 
least functionality 

• COBIT 5 DSS05.02 
• ISA 62443-2-1:2009 4.3.3.5.1, 4.3.3.5.2, 

4.3.3.5.3, 4.3.3.5.4, 4.3.3.5.5, 4.3.3.5.6, 
4.3.3.5.7, 4.3.3.5.8, 4.3.3.6.1, 4.3.3.6.2, 
4.3.3.6.3, 4.3.3.6.4, 4.3.3.6.5, 4.3.3.6.6, 
4.3.3.6.7, 4.3.3.6.8, 4.3.3.6.9, 4.3.3.7.1, 
4.3.3.7.2, 4.3.3.7.3, 4.3.3.7.4 

• ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, 
SR 1.4, SR 1.5, SR 1.6, SR 1.7, SR 1.8, SR 1.9, 
SR 1.10, SR 1.11, SR 1.12, SR 1.13, SR 2.1, SR 
2.2, SR 2.3, SR 2.4, SR 2.5, SR 2.6, SR 2.7 

• ISO/IEC 27001:2013 A.9.1.2 
• NIST SP 800-53 Rev. 4 AC-3, CM-7 

PR.PT-4: Communications and control 
networks are protected 

• CCS CSC 7 
• COBIT 5 DSS05.02, APO13.01 
• ISA 62443-3-3:2013 SR 3.1, SR 3.5, SR 3.8, 

SR 4.1, SR 4.3, SR 5.1, SR 5.2, SR 5.3, SR 7.1, 
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February 12, 2014 Cybersecurity Framework Version 1.0 

Function Category Subcategory Informative References 

SR 7.6 
• ISO/IEC 27001:2013 A.13.1.1, A.13.2.1 
• NIST SP 800-53 Rev. 4 AC-4, AC-17, AC-18, 

CP-8, SC-7 

DETECT (DE) 

Anomalies and Events (DE.AE): 
Anomalous activity is detected in 
a timely manner and the potential 
impact of events is understood. 

DE.AE-1: A baseline of network 
operations and expected data flows for 
users and systems is established and 
managed 

• COBIT 5 DSS03.01 
• ISA 62443-2-1:2009 4.4.3.3 
• NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2, 

SI-4 

DE.AE-2: Detected events are analyzed to 
understand attack targets and methods 

• ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, 
4.3.4.5.8 

• ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, 
SR 2.11, SR 2.12, SR 3.9, SR 6.1, SR 6.2 

• ISO/IEC 27001:2013 A.16.1.1, A.16.1.4 
• NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, SI

4 

DE.AE-3: Event data are aggregated and 
correlated from multiple sources and 
sensors 

• ISA 62443-3-3:2013 SR 6.1 
• NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR

5, IR-8, SI-4 

DE.AE-4: Impact of events is determined 
• COBIT 5 APO12.06 
• NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, SI 

4 

DE.AE-5: Incident alert thresholds are 
established 

• COBIT 5 APO12.06 
• ISA 62443-2-1:2009 4.2.3.10 
• NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8 

Security Continuous 
Monitoring (DE.CM): The 

information system and assets are 
monitored at discrete intervals to 
identify cybersecurity events and 

verify the effectiveness of 
protective measures. 

DE.CM-1: The network is monitored to 
detect potential cybersecurity events 

• CCS CSC 14, 16 
• COBIT 5 DSS05.07 
• ISA 62443-3-3:2013 SR 6.2 
• NIST SP 800-53 Rev. 4 AC-2, AU-12, CA-7, 

CM-3, SC-5, SC-7, SI-4 

DE.CM-2: The physical environment is • ISA 62443-2-1:2009 4.3.3.3.8 
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Function Category Subcategory Informative References 

monitored to detect potential cybersecurity 
events 

• NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE
20 

DE.CM-3: Personnel activity is monitored 
to detect potential cybersecurity events 

• ISA 62443-3-3:2013 SR 6.2 
• ISO/IEC 27001:2013 A.12.4.1 
• NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13, 

CA-7, CM-10, CM-11 

DE.CM-4: Malicious code is detected 

• CCS CSC 5 
• COBIT 5 DSS05.01 
• ISA 62443-2-1:2009 4.3.4.3.8 
• ISA 62443-3-3:2013 SR 3.2 
• ISO/IEC 27001:2013 A.12.2.1 
• NIST SP 800-53 Rev. 4 SI-3 

DE.CM-5: Unauthorized mobile code is 
detected 

• ISA 62443-3-3:2013 SR 2.4 
• ISO/IEC 27001:2013 A.12.5.1 
• NIST SP 800-53 Rev. 4 SC-18, SI-4. SC-44 

DE.CM-6: External service provider 
activity is monitored to detect potential 
cybersecurity events 

• COBIT 5 APO07.06 
• ISO/IEC 27001:2013 A.14.2.7, A.15.2.1 
• NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA

9, SI-4 
DE.CM-7: Monitoring for unauthorized 
personnel, connections, devices, and 
software is performed 

• NIST SP 800-53 Rev. 4 AU-12, CA-7, CM-3, 
CM-8, PE-3, PE-6, PE-20, SI-4 

DE.CM-8: Vulnerability scans are 
performed 

• COBIT 5 BAI03.10 
• ISA 62443-2-1:2009 4.2.3.1, 4.2.3.7 
• ISO/IEC 27001:2013 A.12.6.1 
• NIST SP 800-53 Rev. 4 RA-5 

Detection Processes (DE.DP): 
Detection processes and 

procedures are maintained and 
tested to ensure timely and 

DE.DP-1: Roles and responsibilities for 
detection are well defined to ensure 
accountability 

• CCS CSC 5 
• COBIT 5 DSS05.01 
• ISA 62443-2-1:2009 4.4.3.1 
• ISO/IEC 27001:2013 A.6.1.1 
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Function Category Subcategory Informative References 

adequate awareness of anomalous 
events. 

• NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14 

DE.DP-2: Detection activities comply with 
all applicable requirements 

• ISA 62443-2-1:2009 4.4.3.2 
• ISO/IEC 27001:2013 A.18.1.4 
• NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14, 

SI-4 

DE.DP-3: Detection processes are tested 

• COBIT 5 APO13.02 
• ISA 62443-2-1:2009 4.4.3.2 
• ISA 62443-3-3:2013 SR 3.3 
• ISO/IEC 27001:2013 A.14.2.8 
• NIST SP 800-53 Rev. 4 CA-2, CA-7, PE-3, 

PM-14, SI-3, SI-4 

DE.DP-4: Event detection information is 
communicated to appropriate parties 

• COBIT 5 APO12.06 
• ISA 62443-2-1:2009 4.3.4.5.9 
• ISA 62443-3-3:2013 SR 6.1 
• ISO/IEC 27001:2013 A.16.1.2 
• NIST SP 800-53 Rev. 4 AU-6, CA-2, CA-7,  

RA-5, SI-4 

DE.DP-5: Detection processes are 
continuously improved 

• COBIT 5 APO11.06, DSS04.05 
• ISA 62443-2-1:2009 4.4.3.4 
• ISO/IEC 27001:2013 A.16.1.6 
• NIST SP 800-53 Rev. 4, CA-2, CA-7, PL-2, 

RA-5, SI-4, PM-14 
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February 12, 2014 Cybersecurity Framework Version 1.0 

Function Category Subcategory Informative References 

Response Planning (RS.RP): 
Response processes and 

procedures are executed and 
maintained, to ensure timely 

response to detected cybersecurity 
events. 

RS.RP-1: Response plan is executed 
during or after an event 

• COBIT 5 BAI01.10 
• CCS CSC 18 
• ISA 62443-2-1:2009 4.3.4.5.1 
• ISO/IEC 27001:2013 A.16.1.5 
• NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR

8 

Communications (RS.CO): 
Response activities are 

coordinated with internal and 
external stakeholders, as 

appropriate, to include external 
support from law enforcement 

agencies. 

RS.CO-1: Personnel know their roles and 
order of operations when a response is 
needed 

• ISA 62443-2-1:2009 4.3.4.5.2, 4.3.4.5.3, 
4.3.4.5.4 

• ISO/IEC 27001:2013 A.6.1.1, A.16.1.1 
• NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-3, IR-8 

RS.CO-2: Events are reported consistent 
with established criteria 

• ISA 62443-2-1:2009 4.3.4.5.5 
• ISO/IEC 27001:2013 A.6.1.3, A.16.1.2 
• NIST SP 800-53 Rev. 4 AU-6, IR-6, IR-8 

RS.CO-3: Information is shared consistent 
with response plans 

• ISA 62443-2-1:2009 4.3.4.5.2 
• ISO/IEC 27001:2013 A.16.1.2 
• NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR

4, IR-8, PE-6, RA-5, SI-4 

RESPOND (RS) 

RS.CO-4: Coordination with stakeholders 
occurs consistent with response plans 

• ISA 62443-2-1:2009 4.3.4.5.5 
• NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8 

RS.CO-5: Voluntary information sharing 
occurs with external stakeholders to 
achieve broader cybersecurity situational 
awareness 

• NIST SP 800-53 Rev. 4 PM-15, SI-5 

Analysis (RS.AN): Analysis is 
conducted to ensure adequate 
response and support recovery 

activities. 

RS.AN-1: Notifications from detection 
systems are investigated 

• COBIT 5 DSS02.07 
• ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, 

4.3.4.5.8 
• ISA 62443-3-3:2013 SR 6.1 
• ISO/IEC 27001:2013 A.12.4.1, A.12.4.3, 

A.16.1.5 
• NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR
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Function Category Subcategory Informative References 

5, PE-6, SI-4 

RS.AN-2: The impact of the incident is 
understood 

• ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, 
4.3.4.5.8 

• ISO/IEC 27001:2013 A.16.1.6 
• NIST SP 800-53 Rev. 4 CP-2, IR-4 

RS.AN-3: Forensics are performed 

• ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, 
SR 2.11, SR 2.12, SR 3.9, SR 6.1 

• ISO/IEC 27001:2013 A.16.1.7 
• NIST SP 800-53 Rev. 4 AU-7, IR-4 

RS.AN-4: Incidents are categorized 
consistent with response plans 

• ISA 62443-2-1:2009 4.3.4.5.6 
• ISO/IEC 27001:2013 A.16.1.4 
• NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-8 

Mitigation (RS.MI): Activities 
are performed to prevent 

expansion of an event, mitigate its 
effects, and eradicate the incident. 

RS.MI-1: Incidents are contained 

• ISA 62443-2-1:2009 4.3.4.5.6 
• ISA 62443-3-3:2013 SR 5.1, SR 5.2, SR 5.4 
• ISO/IEC 27001:2013 A.16.1.5 
• NIST SP 800-53 Rev. 4 IR-4 

RS.MI-2: Incidents are mitigated 
• ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.10 
• ISO/IEC 27001:2013 A.12.2.1, A.16.1.5 
• NIST SP 800-53 Rev. 4 IR-4 

RS.MI-3: Newly identified vulnerabilities 
are mitigated or documented as accepted 
risks 

• ISO/IEC 27001:2013 A.12.6.1 
• NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5 

Improvements (RS.IM): 
Organizational response activities 

are improved by incorporating 
lessons learned from current and 

previous detection/response 
activities. 

RS.IM-1: Response plans incorporate 
lessons learned 

• COBIT 5 BAI01.13 
• ISA 62443-2-1:2009 4.3.4.5.10, 4.4.3.4 
• ISO/IEC 27001:2013 A.16.1.6 
• NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8 

RS.IM-2: Response strategies are updated • NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8 

RECOVER (RC) 
Recovery Planning (RC.RP): 

Recovery processes and 
procedures are executed and 
maintained to ensure timely 

RC.RP-1: Recovery plan is executed 
during or after an event 

• CCS CSC 8 
• COBIT 5 DSS02.05, DSS03.04 
• ISO/IEC 27001:2013 A.16.1.5 
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Function Category Subcategory Informative References 

restoration of systems or assets 
affected by cybersecurity events. 

• NIST SP 800-53 Rev. 4 CP-10, IR-4, IR-8 

Improvements (RC.IM): 
Recovery planning and processes 

are improved by incorporating 
lessons learned into future 

activities. 

RC.IM-1: Recovery plans incorporate 
lessons learned 

• COBIT 5 BAI05.07 
• ISA 62443-2-1:2009 4.4.3.4 
• NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8 

RC.IM-2: Recovery strategies are updated 
• COBIT 5 BAI07.08 
• NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8 

Communications (RC.CO): 
Restoration activities are 

coordinated with internal and 
external parties, such as 

coordinating centers, Internet 
Service Providers, owners of 

attacking systems, victims, other 
CSIRTs, and vendors. 

RC.CO-1: Public relations are managed • COBIT 5 EDM03.02 

RC.CO-2: Reputation after an event is 
repaired • COBIT 5 MEA03.02 

RC.CO-3: Recovery activities are 
communicated to internal stakeholders and 
executive and management teams 

• NIST SP 800-53 Rev. 4 CP-2, IR-4 

Information regarding Informative References described in Appendix A may be found at the following locations: 
•	 Control Objectives for Information and Related Technology (COBIT): http://www.isaca.org/COBIT/Pages/default.aspx 
•	 Council on CyberSecurity (CCS) Top 20 Critical Security Controls (CSC): http://www.counciloncybersecurity.org 
•	 ANSI/ISA-62443-2-1 (99.02.01)-2009, Security for Industrial Automation and Control Systems: Establishing an Industrial 

Automation and Control Systems Security Program: 
http://www.isa.org/Template.cfm?Section=Standards8&Template=/Ecommerce/ProductDisplay.cfm&ProductID=10243 

•	 ANSI/ISA-62443-3-3 (99.03.03)-2013, Security for Industrial Automation and Control Systems: System Security Requirements 
and Security Levels: 
http://www.isa.org/Template.cfm?Section=Standards2&template=/Ecommerce/ProductDisplay.cfm&ProductID=13420 

• ISO/IEC 27001, Information technology -- Security techniques -- Information security management systems -- Requirements: 
http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=54534 

•	 NIST SP 800-53 Rev. 4: NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal Information 
Systems and Organizations, April 2013 (including updates as of January 15, 2014). http://dx.doi.org/10.6028/NIST.SP.800
53r4. 
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Mappings between the Framework Core Subcategories and the specified sections in the Informative References represent a general 
correspondence and are not intended to definitively determine whether the specified sections in the Informative References provide 
the desired Subcategory outcome. 
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February 12, 2014 Cybersecurity Framework Version 1.0 

Appendix B: Glossary 

This appendix defines selected terms used in the publication. 

Category The subdivision of a Function into groups of cybersecurity outcomes, 
closely tied to programmatic needs and particular activities. Examples 
of Categories include “Asset Management,” “Access Control,” and 
“Detection Processes.” 

Critical 
Infrastructure 

Systems and assets, whether physical or virtual, so vital to the United 
States that the incapacity or destruction of such systems and assets 
would have a debilitating impact on cybersecurity, national economic 
security, national public health or safety, or any combination of those 
matters. 

Cybersecurity The process of protecting information by preventing, detecting, and 
responding to attacks. 

Cybersecurity 
Event 

A cybersecurity change that may have an impact on organizational 
operations (including mission, capabilities, or reputation). 

Detect (function) Develop and implement the appropriate activities to identify the 
occurrence of a cybersecurity event. 

Framework A risk-based approach to reducing cybersecurity risk composed of 
three parts: the Framework Core, the Framework Profile, and the 
Framework Implementation Tiers. Also known as the “Cybersecurity 
Framework.” 

Framework Core A set of cybersecurity activities and references that are common 
across critical infrastructure sectors and are organized around 
particular outcomes. The Framework Core comprises four types of 
elements: Functions, Categories, Subcategories, and Informative 
References. 

Framework 
Implementation 
Tier 

A lens through which to view the characteristics of an organization’s 
approach to risk—how an organization views cybersecurity risk and 
the processes in place to manage that risk. 

Framework 
Profile 

A representation of the outcomes that a particular system or 
organization has selected from the Framework Categories and 
Subcategories. 

Function One of the main components of the Framework. Functions provide the 
highest level of structure for organizing basic cybersecurity activities 
into Categories and Subcategories. The five functions are Identify, 
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Protect, Detect, Respond, and Recover. 

Identify (function) Develop the organizational understanding to manage cybersecurity 
risk to systems, assets, data, and capabilities. 

Informative 
Reference 

A specific section of standards, guidelines, and practices common 
among critical infrastructure sectors that illustrates a method to 
achieve the outcomes associated with each Subcategory. 

Mobile Code A program (e.g., script, macro, or other portable instruction) that can 
be shipped unchanged to a heterogeneous collection of platforms and 
executed with identical semantics. 

Protect (function) Develop and implement the appropriate safeguards to ensure delivery 
of critical infrastructure services. 

Privileged User A user that is authorized (and, therefore, trusted) to perform security-
relevant functions that ordinary users are not authorized to perform. 

Recover (function) Develop and implement the appropriate activities to maintain plans for 
resilience and to restore any capabilities or services that were impaired 
due to a cybersecurity event. 

Respond 
(function) 

Develop and implement the appropriate activities to take action 
regarding a detected cybersecurity event. 

Risk A measure of the extent to which an entity is threatened by a potential 
circumstance or event, and typically a function of: (i) the adverse 
impacts that would arise if the circumstance or event occurs; and (ii) 
the likelihood of occurrence. 

Risk Management The process of identifying, assessing, and responding to risk. 

Subcategory The subdivision of a Category into specific outcomes of technical 
and/or management activities. Examples of Subcategories include 
“External information systems are catalogued,” “Data-at-rest is 
protected,” and “Notifications from detection systems are 
investigated.” 
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Appendix C: Acronyms 

This appendix defines selected acronyms used in the publication. 

CCS Council on CyberSecurity 
COBIT Control Objectives for Information and Related Technology 
DCS Distributed Control System 
DHS Department of Homeland Security 
EO Executive Order 
ICS Industrial Control Systems 
IEC International Electrotechnical Commission 
IR Interagency Report 
ISA International Society of Automation 
ISAC Information Sharing and Analysis Center 
ISO International Organization for Standardization 
IT Information Technology 
NIST National Institute of Standards and Technology 
RFI Request for Information 
RMP Risk Management Process 
SCADA Supervisory Control and Data Acquisition 
SP Special Publication 
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Home > Search form > List of results > Documents 

Language of document : English 

JUDGMENT OF THE COURT (Grand Chamber)
6 October 2015 (*)

(Reference for a preliminary ruling — Personal data — Protection of individuals with regard to the 
processing of such data — Charter of Fundamental Rights of the European Union — Articles 7, 8 and 47 — 

Directive 95/46/EC — Articles 25 and 28 — Transfer of personal data to third countries — Decision 
2000/520/EC — Transfer of personal data to the United States — Inadequate level of protection — 

Validity — Complaint by an individual whose data has been transferred from the European Union to the 
United States — Powers of the national supervisory authorities)

In Case C-362/14,
REQUEST for a preliminary ruling under Article 267 TFEU from the High Court (Ireland), made by decision 
of 17 July 2014, received at the Court on 25 July 2014, in the proceedings
Maximillian Schrems

v
Data Protection Commissioner,

joined party:
Digital Rights Ireland Ltd,

THE COURT (Grand Chamber),
composed of V. Skouris, President, K. Lenaerts, Vice-President, A. Tizzano, R. Silva de Lapuerta, T. von 
Danwitz (Rapporteur), S. Rodin and K. Jürimäe, Presidents of Chambers, A. Rosas, E. Juhász, A. Borg 
Barthet, J. Malenovský, D. Šváby, M. Berger, F. Biltgen and C. Lycourgos, Judges,
Advocate General: Y. Bot,
Registrar: L. Hewlett, Principal Administrator,
having regard to the written procedure and further to the hearing on 24 March 2015,
after considering the observations submitted on behalf of:

–        Mr Schrems, by N. Travers, Senior Counsel, P. O’Shea, Barrister-at-Law, G. Rudden, Solicitor, and 
H. Hofmann, Rechtsanwalt,

–        the Data Protection Commissioner, by P. McDermott, Barrister-at-Law, S. More O’Ferrall and D. Young, 
Solicitors,

–        Digital Rights Ireland Ltd, by F. Crehan, Barrister-at-Law, and S. McGarr and E. McGarr, Solicitors, 
–        Ireland, by A. Joyce, B. Counihan and E. Creedon, acting as Agents, and D. Fennelly, Barrister-at-Law, 
–        the Belgian Government, by J.-C. Halleux and C. Pochet, acting as Agents,
–        the Czech Government, by M. Smolek and J. Vláčil, acting as Agents,
–        the Italian Government, by G. Palmieri, acting as Agent, and P. Gentili, avvocato dello Stato,
–        the Austrian Government, by G. Hesse and G. Kunnert, acting as Agents,
–        the Polish Government, by M. Kamejsza, M. Pawlicka and B. Majczyna, acting as Agents,
–        the Slovenian Government, by A. Grum and V. Klemenc, acting as Agents,
–        the United Kingdom Government, by L. Christie and J. Beeko, acting as Agents, and J. Holmes, Barrister,
–        the European Parliament, by D. Moore, A. Caiola and M. Pencheva, acting as Agents,
–        the European Commission, by B. Schima, B. Martenczuk, B. Smulders and J. Vondung, acting as Agents,
–        the European Data Protection Supervisor (EDPS), by C. Docksey, A. Buchta and V. Pérez Asinari, acting as 

Agents,
after hearing the Opinion of the Advocate General at the sitting on 23 September 2015,
gives the following

Judgment

        This request for a preliminary ruling relates to the interpretation, in the light of Articles 7, 8 and 47 of the 
Charter of Fundamental Rights of the European Union (‘the Charter’), of Articles 25(6) and 28 of Directive 
95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals 
with regard to the processing of personal data and on the free movement of such data (OJ 1995 L 281, 
p. 31), as amended by Regulation (EC) No 1882/2003 of the European Parliament and of the Council of 
29 September 2003 (OJ 2003 L 284, p. 1) (‘Directive 95/46’), and, in essence, to the validity of 
Commission Decision 2000/520/EC of 26 July 2000 pursuant to Directive 95/46 on the adequacy of the 
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protection provided by the safe harbour privacy principles and related frequently asked questions issued by 
the US Department of Commerce (OJ 2000 L 215, p. 7).

        The request has been made in proceedings between Mr Schrems and the Data Protection Commissioner 
(‘the Commissioner’) concerning the latter’s refusal to investigate a complaint made by Mr Schrems 
regarding the fact that Facebook Ireland Ltd (‘Facebook Ireland’) transfers the personal data of its users to 
the United States of America and keeps it on servers located in that country.
Legal context

 Directive 95/46
        Recitals 2, 10, 56, 57, 60, 62 and 63 in the preamble to Directive 95/46 are worded as follows:

‘(2)      ... data-processing systems are designed to serve man; … they must, whatever the nationality or 
residence of natural persons, respect their fundamental rights and freedoms, notably the right to privacy, 
and contribute to … the well-being of individuals; 

(10)      … the object of the national laws on the processing of personal data is to protect fundamental rights and 
freedoms, notably the right to privacy, which is recognised both in Article 8 of the European Convention for 
the Protection of Human Rights and Fundamental Freedoms[, signed in Rome on 4 November 1950,] and in 
the general principles of Community law; …, for that reason, the approximation of those laws must not 
result in any lessening of the protection they afford but must, on the contrary, seek to ensure a high level 
of protection in the Community;

(56)      … cross-border flows of personal data are necessary to the expansion of international trade; … the 
protection of individuals guaranteed in the Community by this Directive does not stand in the way of 
transfers of personal data to third countries which ensure an adequate level of protection; … the adequacy 
of the level of protection afforded by a third country must be assessed in the light of all the circumstances 
surrounding the transfer operation or set of transfer operations;

(57)      … on the other hand, the transfer of personal data to a third country which does not ensure an adequate 
level of protection must be prohibited;

(60)      … in any event, transfers to third countries may be effected only in full compliance with the provisions 
adopted by the Member States pursuant to this Directive, and in particular Article 8 thereof;

(62)      … the establishment in Member States of supervisory authorities, exercising their functions with complete 
independence, is an essential component of the protection of individuals with regard to the processing of 
personal data;

(63)      … such authorities must have the necessary means to perform their duties, including powers of 
investigation and intervention, particularly in cases of complaints from individuals, and powers to engage in 
legal proceedings; ...’

        Articles 1, 2, 25, 26, 28 and 31 of Directive 95/46 provide:
‘Article 1
Object of the Directive
1.      In accordance with this Directive, Member States shall protect the fundamental rights and freedoms 
of natural persons, and in particular their right to privacy with respect to the processing of personal data.
...
Article 2
Definitions
For the purposes of this Directive:

(a)      “personal data” shall mean any information relating to an identified or identifiable natural person (“data 
subject”); an identifiable person is one who can be identified, directly or indirectly, in particular by 
reference to an identification number or to one or more factors specific to his physical, physiological, 
mental, economic, cultural or social identity;

(b)      “processing of personal data” (“processing”) shall mean any operation or set of operations which is 
performed upon personal data, whether or not by automatic means, such as collection, recording, 
organisation, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction;
...

(d)      “controller” shall mean the natural or legal person, public authority, agency or any other body which alone 
or jointly with others determines the purposes and means of the processing of personal data; where the 
purposes and means of processing are determined by national or Community laws or regulations, the 
controller or the specific criteria for his nomination may be designated by national or Community law;
...
Article 25
Principles
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1.      The Member States shall provide that the transfer to a third country of personal data which are 
undergoing processing or are intended for processing after transfer may take place only if, without 
prejudice to compliance with the national provisions adopted pursuant to the other provisions of this 
Directive, the third country in question ensures an adequate level of protection.
2.      The adequacy of the level of protection afforded by a third country shall be assessed in the light of all 
the circumstances surrounding a data transfer operation or set of data transfer operations; particular 
consideration shall be given to the nature of the data, the purpose and duration of the proposed processing 
operation or operations, the country of origin and country of final destination, the rules of law, both general 
and sectoral, in force in the third country in question and the professional rules and security measures 
which are complied with in that country.
3.      The Member States and the Commission shall inform each other of cases where they consider that a 
third country does not ensure an adequate level of protection within the meaning of paragraph 2.
4.      Where the Commission finds, under the procedure provided for in Article 31(2), that a third country 
does not ensure an adequate level of protection within the meaning of paragraph 2 of this Article, Member 
States shall take the measures necessary to prevent any transfer of data of the same type to the third 
country in question.
5.      At the appropriate time, the Commission shall enter into negotiations with a view to remedying the 
situation resulting from the finding made pursuant to paragraph 4.
6.      The Commission may find, in accordance with the procedure referred to in Article 31(2), that a third 
country ensures an adequate level of protection within the meaning of paragraph 2 of this Article, by reason 
of its domestic law or of the international commitments it has entered into, particularly upon conclusion of 
the negotiations referred to in paragraph 5, for the protection of the private lives and basic freedoms and 
rights of individuals.
Member States shall take the measures necessary to comply with the Commission’s decision.
Article 26
Derogations 
1.       By way of derogation from Article 25 and save where otherwise provided by domestic law governing 
particular cases, Member States shall provide that a transfer or a set of transfers of personal data to a third 
country which does not ensure an adequate level of protection within the meaning of Article 25(2) may take 
place on condition that:

(a)      the data subject has given his consent unambiguously to the proposed transfer; or
(b)      the transfer is necessary for the performance of a contract between the data subject and the controller or 

the implementation of precontractual measures taken in response to the data subject’s request; or
(c)      the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the 

data subject between the controller and a third party; or
(d)      the transfer is necessary or legally required on important public interest grounds, or for the establishment, 

exercise or defence of legal claims; or
(e)      the transfer is necessary in order to protect the vital interests of the data subject; or
(f)       the transfer is made from a register which according to laws or regulations is intended to provide 

information to the public and which is open to consultation either by the public in general or by any person 
who can demonstrate legitimate interest, to the extent that the conditions laid down in law for consultation 
are fulfilled in the particular case.
2.      Without prejudice to paragraph 1, a Member State may authorise a transfer or a set of transfers of 
personal data to a third country which does not ensure an adequate level of protection within the meaning 
of Article 25(2), where the controller adduces adequate safeguards with respect to the protection of the 
privacy and fundamental rights and freedoms of individuals and as regards the exercise of the 
corresponding rights; such safeguards may in particular result from appropriate contractual clauses.
3.      The Member State shall inform the Commission and the other Member States of the authorisations it 
grants pursuant to paragraph 2.
If a Member State or the Commission objects on justified grounds involving the protection of the privacy 
and fundamental rights and freedoms of individuals, the Commission shall take appropriate measures in 
accordance with the procedure laid down in Article 31(2).
Member States shall take the necessary measures to comply with the Commission’s decision.
...
Article 28 
Supervisory authority
1.      Each Member State shall provide that one or more public authorities are responsible for monitoring 
the application within its territory of the provisions adopted by the Member States pursuant to this 
Directive.
These authorities shall act with complete independence in exercising the functions entrusted to them.
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2.      Each Member State shall provide that the supervisory authorities are consulted when drawing up 
administrative measures or regulations relating to the protection of individuals’ rights and freedoms with 
regard to the processing of personal data.
3.      Each authority shall in particular be endowed with:

–        investigative powers, such as powers of access to data forming the subject-matter of processing operations 
and powers to collect all the information necessary for the performance of its supervisory duties,

–        effective powers of intervention, such as, for example, that of delivering opinions before processing 
operations are carried out, in accordance with Article 20, and ensuring appropriate publication of such 
opinions, of ordering the blocking, erasure or destruction of data, of imposing a temporary or definitive ban 
on processing, of warning or admonishing the controller, or that of referring the matter to national 
parliaments or other political institutions,

–        the power to engage in legal proceedings where the national provisions adopted pursuant to this Directive 
have been violated or to bring these violations to the attention of the judicial authorities.
Decisions by the supervisory authority which give rise to complaints may be appealed against through the 
courts.
4.      Each supervisory authority shall hear claims lodged by any person, or by an association representing 
that person, concerning the protection of his rights and freedoms in regard to the processing of personal 
data. The person concerned shall be informed of the outcome of the claim.
Each supervisory authority shall, in particular, hear claims for checks on the lawfulness of data processing 
lodged by any person when the national provisions adopted pursuant to Article 13 of this Directive apply. 
The person shall at any rate be informed that a check has taken place.
...
6.      Each supervisory authority is competent, whatever the national law applicable to the processing in 
question, to exercise, on the territory of its own Member State, the powers conferred on it in accordance 
with paragraph 3. Each authority may be requested to exercise its powers by an authority of another 
Member State.
...
Article 31
...
2.       Where reference is made to this Article, Articles 4 and 7 of [Council] Decision 1999/468/EC [of 
28 June 1999 laying down the procedures for the exercise of implementing powers conferred on the 
Commission (OJ 1999 L 184, p. 23)] shall apply, having regard to the provisions of Article 8 thereof.
...’
 Decision 2000/520

        Decision 2000/520 was adopted by the Commission on the basis of Article 25(6) of Directive 95/46. 
        Recitals 2, 5 and 8 in the preamble to that decision are worded as follows:

‘(2)      The Commission may find that a third country ensures an adequate level of protection. In that case 
personal data may be transferred from the Member States without additional guarantees being necessary.

(5)      The adequate level of protection for the transfer of data from the Community to the United States 
recognised by this Decision, should be attained if organisations comply with the safe harbour privacy 
principles for the protection of personal data transferred from a Member State to the United States 
(hereinafter “the Principles”) and the frequently asked questions (hereinafter “the FAQs”) providing 
guidance for the implementation of the Principles issued by the Government of the United States on 21 July 
2000. Furthermore the organisations should publicly disclose their privacy policies and be subject to the 
jurisdiction of the Federal Trade Commission (FTC) under Section 5 of the Federal Trade Commission Act 
which prohibits unfair or deceptive acts or practices in or affecting commerce, or that of another statutory 
body that will effectively ensure compliance with the Principles implemented in accordance with the FAQs.

(8)      In the interests of transparency and in order to safeguard the ability of the competent authorities in the 
Member States to ensure the protection of individuals as regards the processing of their personal data, it is 
necessary to specify in this Decision the exceptional circumstances in which the suspension of specific data 
flows should be justified, notwithstanding the finding of adequate protection.’

        Articles 1 to 4 of Decision 2000/520 provide:
‘Article 1
1.      For the purposes of Article 25(2) of Directive 95/46/EC, for all the activities falling within the scope of 
that Directive, the “Safe Harbour Privacy Principles” (hereinafter “the Principles”), as set out in Annex I to 
this Decision, implemented in accordance with the guidance provided by the frequently asked questions 
(hereinafter “the FAQs”) issued by the US Department of Commerce on 21 July 2000 as set out in Annex II 
to this Decision are considered to ensure an adequate level of protection for personal data transferred from 
the Community to organisations established in the United States, having regard to the following documents 
issued by the US Department of Commerce:
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(a)      the safe harbour enforcement overview set out in Annex III;
(b)      a memorandum on damages for breaches of privacy and explicit authorisations in US law set out in Annex 

IV;
(c)      a letter from the Federal Trade Commission set out in Annex V;
(d)      a letter from the US Department of Transportation set out in Annex VI.

2.      In relation to each transfer of data the following conditions shall be met:
(a)      the organisation receiving the data has unambiguously and publicly disclosed its commitment to comply 

with the Principles implemented in accordance with the FAQs; and
(b)      the organisation is subject to the statutory powers of a government body in the United States listed in 

Annex VII to this Decision which is empowered to investigate complaints and to obtain relief against unfair 
or deceptive practices as well as redress for individuals, irrespective of their country of residence or 
nationality, in case of non-compliance with the Principles implemented in accordance with the FAQs.
3.      The conditions set out in paragraph 2 are considered to be met for each organisation that self-
certifies its adherence to the Principles implemented in accordance with the FAQs from the date on which 
the organisation notifies to the US Department of Commerce (or its designee) the public disclosure of the 
commitment referred to in paragraph 2(a) and the identity of the government body referred to in 
paragraph 2(b).
Article 2
This Decision concerns only the adequacy of protection provided in the United States under the Principles 
implemented in accordance with the FAQs with a view to meeting the requirements of Article 25(1) of 
Directive 95/46/EC and does not affect the application of other provisions of that Directive that pertain to 
the processing of personal data within the Member States, in particular Article 4 thereof.
Article 3
1.      Without prejudice to their powers to take action to ensure compliance with national provisions 
adopted pursuant to provisions other than Article 25 of Directive 95/46/EC, the competent authorities in 
Member States may exercise their existing powers to suspend data flows to an organisation that has self-
certified its adherence to the Principles implemented in accordance with the FAQs in order to protect 
individuals with regard to the processing of their personal data in cases where:

(a)      the government body in the United States referred to in Annex VII to this Decision or an independent 
recourse mechanism within the meaning of letter (a) of the Enforcement Principle set out in Annex I to this 
Decision has determined that the organisation is violating the Principles implemented in accordance with 
the FAQs; or

(b)      there is a substantial likelihood that the Principles are being violated; there is a reasonable basis for 
believing that the enforcement mechanism concerned is not taking or will not take adequate and timely 
steps to settle the case at issue; the continuing transfer would create an imminent risk of grave harm to 
data subjects; and the competent authorities in the Member State have made reasonable efforts under the 
circumstances to provide the organisation with notice and an opportunity to respond.
The suspension shall cease as soon as compliance with the Principles implemented in accordance with the 
FAQs is assured and the competent authorities concerned in the Community are notified thereof.
2.      Member States shall inform the Commission without delay when measures are adopted on the basis 
of paragraph 1.
3.      The Member States and the Commission shall also inform each other of cases where the action of 
bodies responsible for ensuring compliance with the Principles implemented in accordance with the FAQs in 
the United States fails to secure such compliance.
4.      If the information collected under paragraphs 1, 2 and 3 provides evidence that any body responsible 
for ensuring compliance with the Principles implemented in accordance with the FAQs in the United States is 
not effectively fulfilling its role, the Commission shall inform the US Department of Commerce and, if 
necessary, present draft measures in accordance with the procedure referred to in Article 31 of Directive 
95/46/EC with a view to reversing or suspending the present Decision or limiting its scope.
Article 4
1.      This Decision may be adapted at any time in the light of experience with its implementation and/or if 
the level of protection provided by the Principles and the FAQs is overtaken by the requirements of US 
legislation.
The Commission shall in any case evaluate the implementation of the present Decision on the basis of 
available information three years after its notification to the Member States and report any pertinent 
findings to the Committee established under Article 31 of Directive 95/46/EC, including any evidence that 
could affect the evaluation that the provisions set out in Article 1 of this Decision provide adequate 
protection within the meaning of Article 25 of Directive 95/46/EC and any evidence that the present 
Decision is being implemented in a discriminatory way.
2.      The Commission shall, if necessary, present draft measures in accordance with the procedure 
referred to in Article 31 of Directive 95/46/EC.’

        Annex I to Decision 2000/520 is worded as follows:
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‘Safe Harbour Privacy Principles
issued by the US Department of Commerce on 21 July 2000
... the Department of Commerce is issuing this document and Frequently Asked Questions (“the Principles”) 
under its statutory authority to foster, promote, and develop international commerce. The Principles were 
developed in consultation with industry and the general public to facilitate trade and commerce between the 
United States and European Union. They are intended for use solely by US organisations receiving personal 
data from the European Union for the purpose of qualifying for the safe harbour and the presumption of 
“adequacy” it creates. Because the Principles were solely designed to serve this specific purpose, their 
adoption for other purposes may be inappropriate. …
Decisions by organisations to qualify for the safe harbour are entirely voluntary, and organisations may 
qualify for the safe harbour in different ways. ...
Adherence to these Principles may be limited: (a) to the extent necessary to meet national security, public 
interest, or law enforcement requirements; (b) by statute, government regulation, or case-law that create 
conflicting obligations or explicit authorisations, provided that, in exercising any such authorisation, an 
organisation can demonstrate that its non-compliance with the Principles is limited to the extent necessary 
to meet the overriding legitimate interests furthered by such authorisation; or (c) if the effect of the 
Directive [or] Member State law is to allow exceptions or derogations, provided such exceptions or 
derogations are applied in comparable contexts. Consistent with the goal of enhancing privacy protection, 
organisations should strive to implement these Principles fully and transparently, including indicating in 
their privacy policies where exceptions to the Principles permitted by (b) above will apply on a regular 
basis. For the same reason, where the option is allowable under the Principles and/or US law, organisations 
are expected to opt for the higher protection where possible.
...’

        Annex II to Decision 2000/520 reads as follows:
‘Frequently Asked Questions (FAQs)
...
FAQ 6 — Self-Certification
How does an organisation self-certify that it adheres to the Safe Harbour Principles? 

A:      Safe harbour benefits are assured from the date on which an organisation self-certifies to the Department 
of Commerce (or its designee) its adherence to the Principles in accordance with the guidance set forth 
below.
To self-certify for the safe harbour, organisations can provide to the Department of Commerce (or its 
designee) a letter, signed by a corporate officer on behalf of the organisation that is joining the safe 
harbour, that contains at least the following information:

1.      name of organisation, mailing address, e-mail address, telephone and fax numbers;
2.      description of the activities of the organisation with respect to personal information received from the 

[European Union]; and
3.      description of the organisation’s privacy policy for such personal information, including: (a) where the 

privacy policy is available for viewing by the public, (b) its effective date of implementation, (c) a contact 
office for the handling of complaints, access requests, and any other issues arising under the safe harbour, 
(d) the specific statutory body that has jurisdiction to hear any claims against the organisation regarding 
possible unfair or deceptive practices and violations of laws or regulations governing privacy (and that is 
listed in the annex to the Principles), (e) name of any privacy programmes in which the organisation is a 
member, (f) method of verification (e.g. in-house, third party) …, and (g) the independent recourse 
mechanism that is available to investigate unresolved complaints.
Where the organisation wishes its safe harbour benefits to cover human resources information transferred 
from the [European Union] for use in the context of the employment relationship, it may do so where there 
is a statutory body with jurisdiction to hear claims against the organisation arising out of human resources 
information that is listed in the annex to the Principles. ...
The Department (or its designee) will maintain a list of all organisations that file such letters, thereby 
assuring the availability of safe harbour benefits, and will update such list on the basis of annual letters and 
notifications received pursuant to FAQ 11. ...
...
FAQ 11 — Dispute Resolution and Enforcement
How should the dispute resolution requirements of the Enforcement Principle be implemented, and how will 
an organisation’s persistent failure to comply with the Principles be handled? 

A:      The Enforcement Principle sets out the requirements for safe harbour enforcement. How to meet the 
requirements of point (b) of the Principle is set out in the FAQ on verification (FAQ 7). This FAQ 11 
addresses points (a) and (c), both of which require independent recourse mechanisms. These mechanisms 
may take different forms, but they must meet the Enforcement Principle’s requirements. Organisations may 
satisfy the requirements through the following: (1) compliance with private sector developed privacy 
programmes that incorporate the Safe Harbour Principles into their rules and that include effective 
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enforcement mechanisms of the type described in the Enforcement Principle; (2) compliance with legal or 
regulatory supervisory authorities that provide for handling of individual complaints and dispute resolution; 
or (3) commitment to cooperate with data protection authorities located in the European Union or their 
authorised representatives. This list is intended to be illustrative and not limiting. The private sector may 
design other mechanisms to provide enforcement, so long as they meet the requirements of the 
Enforcement Principle and the FAQs. Please note that the Enforcement Principle’s requirements are 
additional to the requirements set forth in paragraph 3 of the introduction to the Principles that self-
regulatory efforts must be enforceable under Article 5 of the Federal Trade Commission Act or similar 
statute.
Recourse Mechanisms
Consumers should be encouraged to raise any complaints they may have with the relevant organisation 
before proceeding to independent recourse mechanisms. ...
...
FTC Action
The FTC has committed to reviewing on a priority basis referrals received from privacy self-regulatory 
organisations, such as BBBOnline and TRUSTe, and EU Member States alleging non-compliance with the 
Safe Harbour Principles to determine whether Section 5 of the FTC Act prohibiting unfair or deceptive acts 
or practices in commerce has been violated. ...
…’

      Annex IV to Decision 2000/520 states:
‘Damages for Breaches of Privacy, Legal Authorisations and Mergers and Takeovers in US Law
This responds to the request by the European Commission for clarification of US law with respect to (a) 
claims for damages for breaches of privacy, (b) “explicit authorisations” in US law for the use of personal 
information in a manner inconsistent with the safe harbour principles, and (c) the effect of mergers and 
takeovers on obligations undertaken pursuant to the safe harbour principles.
...
B.      Explicit Legal Authorisations 
The safe harbour principles contain an exception where statute, regulation or case-law create “conflicting 
obligations or explicit authorisations, provided that, in exercising any such authorisation, an organisation 
can demonstrate that its non-compliance with the principles is limited to the extent necessary to meet the 
overriding legitimate interests further[ed] by such authorisation”. Clearly, where US law imposes a 
conflicting obligation, US organisations whether in the safe harbour or not must comply with the law. As for 
explicit authorisations, while the safe harbour principles are intended to bridge the differences between the 
US and European regimes for privacy protection, we owe deference to the legislative prerogatives of our 
elected lawmakers. The limited exception from strict adherence to the safe harbour principles seeks to 
strike a balance to accommodate the legitimate interests on each side.
The exception is limited to cases where there is an explicit authorisation. Therefore, as a threshold matter, 
the relevant statute, regulation or court decision must affirmatively authorise the particular conduct by safe 
harbour organisations ... In other words, the exception would not apply where the law is silent. In addition, 
the exception would apply only if the explicit authorisation conflicts with adherence to the safe harbour 
principles. Even then, the exception “is limited to the extent necessary to meet the overriding legitimate 
interests furthered by such authorisation”. By way of illustration, where the law simply authorises a 
company to provide personal information to government authorities, the exception would not apply. 
Conversely, where the law specifically authorises the company to provide personal information to 
government agencies without the individual’s consent, this would constitute an “explicit authorisation” to 
act in a manner that conflicts with the safe harbour principles. Alternatively, specific exceptions from 
affirmative requirements to provide notice and consent would fall within the exception (since it would be 
the equivalent of a specific authorisation to disclose the information without notice and consent). For 
example, a statute which authorises doctors to provide their patients’ medical records to health officials 
without the patients’ prior consent might permit an exception from the notice and choice principles. This 
authorisation would not permit a doctor to provide the same medical records to health maintenance 
organisations or commercial pharmaceutical research laboratories, which would be beyond the scope of the 
purposes authorised by the law and therefore beyond the scope of the exception ... The legal authority in 
question can be a “stand alone” authorisation to do specific things with personal information, but, as the 
examples below illustrate, it is likely to be an exception to a broader law which proscribes the collection, 
use, or disclosure of personal information.
...’
 Communication COM(2013) 846 final

      On 27 November 2013 the Commission adopted the communication to the European Parliament and the 
Council entitled ‘Rebuilding Trust in EU-US Data Flows’ (COM(2013) 846 final) (‘Communication COM(2013) 
846 final’). The communication was accompanied by the ‘Report on the Findings by the EU Co-chairs of the 
ad hoc EU-US Working Group on Data Protection’, also dated 27 November 2013. That report was drawn 
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up, as stated in point 1 thereof, in cooperation with the United States after the existence in that country of 
a number of surveillance programmes involving the large-scale collection and processing of personal data 
had been revealed. The report contained inter alia a detailed analysis of United States law as regards, in 
particular, the legal bases authorising the existence of surveillance programmes and the collection and 
processing of personal data by United States authorities. 

      In point 1 of Communication COM(2013) 846 final, the Commission stated that ‘[c]ommercial exchanges 
are addressed by Decision [2000/520]’, adding that ‘[t]his Decision provides a legal basis for transfers of 
personal data from the [European Union] to companies established in the [United States] which have 
adhered to the Safe Harbour Privacy Principles’. In addition, the Commission underlined in point 1 the 
increasing relevance of personal data flows, owing in particular to the development of the digital economy 
which has indeed ‘led to exponential growth in the quantity, quality, diversity and nature of data processing 
activities’.

      In point 2 of that communication, the Commission observed that ‘concerns about the level of protection of 
personal data of [Union] citizens transferred to the [United States] under the Safe Harbour scheme have 
grown’ and that ‘[t]he voluntary and declaratory nature of the scheme has sharpened focus on its 
transparency and enforcement’.

      It further stated in point 2 that ‘[t]he personal data of [Union] citizens sent to the [United States] under 
the Safe Harbour may be accessed and further processed by US authorities in a way incompatible with the 
grounds on which the data was originally collected in the [European Union] and the purposes for which it 
was transferred to the [United States]’ and that ‘[a] majority of the US internet companies that appear to 
be more directly concerned by [the surveillance] programmes are certified under the Safe Harbour scheme’.

      In point 3.2 of Communication COM(2013) 846 final, the Commission noted a number of weaknesses in 
the application of Decision 2000/520. It stated, first, that some certified United States companies did not 
comply with the principles referred to in Article 1(1) of Decision 2000/520 (‘the safe harbour principles’) 
and that improvements had to be made to that decision regarding ‘structural shortcomings related to 
transparency and enforcement, the substantive Safe Harbour principles and the operation of the national 
security exception’. It observed, secondly, that ‘Safe Harbour also acts as a conduit for the transfer of the 
personal data of EU citizens from the [European Union] to the [United States] by companies required to 
surrender data to US intelligence agencies under the US intelligence collection programmes’.

      The Commission concluded in point 3.2 that whilst, ‘[g]iven the weaknesses identified, the current 
implementation of Safe Harbour cannot be maintained, ... its revocation would[, however,] adversely affect 
the interests of member companies in the [European Union] and in the [United States]’. Finally, the 
Commission added in that point that it would ‘engage with the US authorities to discuss the shortcomings 
identified’.
 Communication COM(2013) 847 final

      On the same date, 27 November 2013, the Commission adopted the communication to the European 
Parliament and the Council on the Functioning of the Safe Harbour from the Perspective of EU Citizens and 
Companies Established in the [European Union] (COM(2013) 847 final) (‘Communication COM(2013) 847 
final’). As is clear from point 1 thereof, that communication was based inter alia on information received in 
the ad hoc EU-US Working Group and followed two Commission assessment reports published in 2002 and 
2004 respectively.

      Point 1 of Communication COM(2013) 847 final explains that the functioning of Decision 2000/520 ‘relies 
on commitments and self-certification of adhering companies’, adding that ‘[s]igning up to these 
arrangements is voluntary, but the rules are binding for those who sign up’.

      In addition, it is apparent from point 2.2 of Communication COM(2013) 847 final that, as at 26 September 
2013, 3 246 companies, falling within many industry and services sectors, were certified. Those companies 
mainly provided services in the EU internal market, in particular in the internet sector, and some of them 
were EU companies which had subsidiaries in the United States. Some of those companies processed the 
data of their employees in Europe which was transferred to the United States for human resource purposes.

      The Commission stated in point 2.2 that ‘[a]ny gap in transparency or in enforcement on the US side 
results in responsibility being shifted to European data protection authorities and to the companies which 
use the scheme’.

      It is apparent, in particular, from points 3 to 5 and 8 of Communication COM(2013) 847 final that, in 
practice, a significant number of certified companies did not comply, or did not comply fully, with the safe 
harbour principles.

      In addition, the Commission stated in point 7 of Communication COM(2013) 847 final that ‘all companies 
involved in the PRISM programme [a large-scale intelligence collection programme], and which grant 
access to US authorities to data stored and processed in the [United States], appear to be Safe Harbour 
certified’ and that ‘[t]his has made the Safe Harbour scheme one of the conduits through which access is 
given to US intelligence authorities to collecting personal data initially processed in the [European Union]’. 
In that regard, the Commission noted in point 7.1 of that communication that ‘a number of legal bases 
under US law allow large-scale collection and processing of personal data that is stored or otherwise 
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processed [by] companies based in the [United States]’ and that ‘[t]he large-scale nature of these 
programmes may result in data transferred under Safe Harbour being accessed and further processed by 
US authorities beyond what is strictly necessary and proportionate to the protection of national security as 
foreseen under the exception provided in [Decision 2000/520]’.

      In point 7.2 of Communication COM(2013) 847 final, headed ‘Limitations and redress possibilities’, the 
Commission noted that ‘safeguards that are provided under US law are mostly available to US citizens or 
legal residents’ and that, ‘[m]oreover, there are no opportunities for either EU or US data subjects to obtain 
access, rectification or erasure of data, or administrative or judicial redress with regard to collection and 
further processing of their personal data taking place under the US surveillance programmes’.

      According to point 8 of Communication COM(2013) 847 final, the certified companies included ‘[w]eb 
companies such as Google, Facebook, Microsoft, Apple, Yahoo’, which had ‘hundreds of millions of clients in 
Europe’ and transferred personal data to the United States for processing.

      The Commission concluded in point 8 that ‘the large-scale access by intelligence agencies to data 
transferred to the [United States] by Safe Harbour certified companies raises additional serious questions 
regarding the continuity of data protection rights of Europeans when their data is transferred to the [United 
States]’.
The dispute in the main proceedings and the questions referred for a preliminary ruling

      Mr Schrems, an Austrian national residing in Austria, has been a user of the Facebook social network 
(‘Facebook’) since 2008.

      Any person residing in the European Union who wishes to use Facebook is required to conclude, at the 
time of his registration, a contract with Facebook Ireland, a subsidiary of Facebook Inc. which is itself 
established in the United States. Some or all of the personal data of Facebook Ireland’s users who reside in 
the European Union is transferred to servers belonging to Facebook Inc. that are located in the United 
States, where it undergoes processing. 

      On 25 June 2013 Mr Schrems made a complaint to the Commissioner by which he in essence asked the 
latter to exercise his statutory powers by prohibiting Facebook Ireland from transferring his personal data 
to the United States. He contended in his complaint that the law and practice in force in that country did 
not ensure adequate protection of the personal data held in its territory against the surveillance activities 
that were engaged in there by the public authorities. Mr Schrems referred in this regard to the revelations 
made by Edward Snowden concerning the activities of the United States intelligence services, in particular 
those of the National Security Agency (‘the NSA’).

      Since the Commissioner took the view that he was not required to investigate the matters raised by 
Mr Schrems in the complaint, he rejected it as unfounded. The Commissioner considered that there was no 
evidence that Mr Schrems’ personal data had been accessed by the NSA. He added that the allegations 
raised by Mr Schrems in his complaint could not be profitably put forward since any question of the 
adequacy of data protection in the United States had to be determined in accordance with Decision 
2000/520 and the Commission had found in that decision that the United States ensured an adequate level 
of protection.

      Mr Schrems brought an action before the High Court challenging the decision at issue in the main 
proceedings. After considering the evidence adduced by the parties to the main proceedings, the High Court 
found that the electronic surveillance and interception of personal data transferred from the European 
Union to the United States serve necessary and indispensable objectives in the public interest. However, it 
added that the revelations made by Edward Snowden had demonstrated a ‘significant over-reach’ on the 
part of the NSA and other federal agencies.

      According to the High Court, Union citizens have no effective right to be heard. Oversight of the 
intelligence services’ actions is carried out within the framework of an ex parte and secret procedure. Once 
the personal data has been transferred to the United States, it is capable of being accessed by the NSA and 
other federal agencies, such as the Federal Bureau of Investigation (FBI), in the course of the 
indiscriminate surveillance and interception carried out by them on a large scale.

      The High Court stated that Irish law precludes the transfer of personal data outside national territory save 
where the third country ensures an adequate level of protection for privacy and fundamental rights and 
freedoms. The importance of the rights to privacy and to inviolability of the dwelling, which are guaranteed 
by the Irish Constitution, requires that any interference with those rights be proportionate and in 
accordance with the law.

      The High Court held that the mass and undifferentiated accessing of personal data is clearly contrary to the 
principle of proportionality and the fundamental values protected by the Irish Constitution. In order for 
interception of electronic communications to be regarded as consistent with the Irish Constitution, it would 
be necessary to demonstrate that the interception is targeted, that the surveillance of certain persons or 
groups of persons is objectively justified in the interests of national security or the suppression of crime and 
that there are appropriate and verifiable safeguards. Thus, according to the High Court, if the main 
proceedings were to be disposed of on the basis of Irish law alone, it would then have to be found that, 
given the existence of a serious doubt as to whether the United States ensures an adequate level of 
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protection of personal data, the Commissioner should have proceeded to investigate the matters raised by 
Mr Schrems in his complaint and that the Commissioner was wrong in rejecting the complaint. 

      However, the High Court considers that this case concerns the implementation of EU law as referred to in 
Article 51 of the Charter and that the legality of the decision at issue in the main proceedings must 
therefore be assessed in the light of EU law. According to the High Court, Decision 2000/520 does not 
satisfy the requirements flowing both from Articles 7 and 8 of the Charter and from the principles set out by 
the Court of Justice in the judgment in Digital Rights Ireland and Others (C-293/12 and C-594/12, 
EU:C:2014:238). The right to respect for private life, guaranteed by Article 7 of the Charter and by the core 
values common to the traditions of the Member States, would be rendered meaningless if the State 
authorities were authorised to access electronic communications on a casual and generalised basis without 
any objective justification based on considerations of national security or the prevention of crime that are 
specific to the individual concerned and without those practices being accompanied by appropriate and 
verifiable safeguards.

      The High Court further observes that in his action Mr Schrems in reality raises the legality of the safe 
harbour regime which was established by Decision 2000/520 and gives rise to the decision at issue in the 
main proceedings. Thus, even though Mr Schrems has not formally contested the validity of either Directive 
95/46 or Decision 2000/520, the question is raised, according to the High Court, as to whether, on account 
of Article 25(6) of Directive 95/46, the Commissioner was bound by the Commission’s finding in Decision 
2000/520 that the United States ensures an adequate level of protection or whether Article 8 of the Charter 
authorised the Commissioner to break free, if appropriate, from such a finding.

      In those circumstances the High Court decided to stay the proceedings and to refer the following questions 
to the Court of Justice for a preliminary ruling:

‘(1)      Whether in the course of determining a complaint which has been made to an independent office holder 
who has been vested by statute with the functions of administering and enforcing data protection legislation 
that personal data is being transferred to another third country (in this case, the United States of America) 
the laws and practices of which, it is claimed, do not contain adequate protections for the data subject, that 
office holder is absolutely bound by the Community finding to the contrary contained in [Decision 
2000/520] having regard to Article 7, Article 8 and Article 47 of [the Charter], the provisions of Article 25
(6) of Directive [95/46] notwithstanding?

(2)      Or, alternatively, may and/or must the office holder conduct his or her own investigation of the matter in 
the light of factual developments in the meantime since that Commission decision was first published?’
Consideration of the questions referred

      By its questions, which it is appropriate to examine together, the referring court asks, in essence, whether 
and to what extent Article 25(6) of Directive 95/46, read in the light of Articles 7, 8 and 47 of the Charter, 
must be interpreted as meaning that a decision adopted pursuant to that provision, such as Decision 
2000/520, by which the Commission finds that a third country ensures an adequate level of protection, 
prevents a supervisory authority of a Member State, within the meaning of Article 28 of that directive, from 
being able to examine the claim of a person concerning the protection of his rights and freedoms in regard 
to the processing of personal data relating to him which has been transferred from a Member State to that 
third country when that person contends that the law and practices in force in the third country do not 
ensure an adequate level of protection.
 The powers of the national supervisory authorities, within the meaning of Article 28 of Directive 95/46, 
when the Commission has adopted a decision pursuant to Article 25(6) of that directive 

      It should be recalled first of all that the provisions of Directive 95/46, inasmuch as they govern the 
processing of personal data liable to infringe fundamental freedoms, in particular the right to respect for 
private life, must necessarily be interpreted in the light of the fundamental rights guaranteed by the 
Charter (see judgments in Österreichischer Rundfunk and Others, C-465/00, C-138/01 and C-139/01, 
EU:C:2003:294, paragraph 68; Google Spain and Google, C-131/12, EU:C:2014:317, paragraph 68; and 
Ryneš, C-212/13, EU:C:2014:2428, paragraph 29).

      It is apparent from Article 1 of Directive 95/46 and recitals 2 and 10 in its preamble that that directive 
seeks to ensure not only effective and complete protection of the fundamental rights and freedoms of 
natural persons, in particular the fundamental right to respect for private life with regard to the processing 
of personal data, but also a high level of protection of those fundamental rights and freedoms. The 
importance of both the fundamental right to respect for private life, guaranteed by Article 7 of the Charter, 
and the fundamental right to the protection of personal data, guaranteed by Article 8 thereof, is, moreover, 
emphasised in the case-law of the Court (see judgments in Rijkeboer, C-553/07, EU:C:2009:293, 
paragraph 47; Digital Rights Ireland and Others, C-293/12 and C-594/12, EU:C:2014:238, paragraph 53; 
and Google Spain and Google, C-131/12, EU:C:2014:317, paragraphs, 53, 66, 74 and the case-law cited).

      As regards the powers available to the national supervisory authorities in respect of transfers of personal 
data to third countries, it should be noted that Article 28(1) of Directive 95/46 requires Member States to 
set up one or more public authorities responsible for monitoring, with complete independence, compliance 
with EU rules on the protection of individuals with regard to the processing of such data. In addition, that 

Page 10 of 17CURIA - Documents

10/20/2015http://curia.europa.eu/juris/document/document.jsf?text=&docid=169195&pageIndex=0...

The 26th Annual Festival of Legal Learning February 12, 2016



requirement derives from the primary law of the European Union, in particular Article 8(3) of the Charter 
and Article 16(2) TFEU (see, to this effect, judgments in Commission v Austria, C-614/10, EU:C:2012:631, 
paragraph 36, and Commission v Hungary, C-288/12, EU:C:2014:237, paragraph 47).

      The guarantee of the independence of national supervisory authorities is intended to ensure the 
effectiveness and reliability of the monitoring of compliance with the provisions concerning protection of 
individuals with regard to the processing of personal data and must be interpreted in the light of that aim. 
It was established in order to strengthen the protection of individuals and bodies affected by the decisions 
of those authorities. The establishment in Member States of independent supervisory authorities is 
therefore, as stated in recital 62 in the preamble to Directive 95/46, an essential component of the 
protection of individuals with regard to the processing of personal data (see judgments in Commission v 
Germany, C-518/07, EU:C:2010:125, paragraph 25, and Commission v Hungary, C-288/12, 
EU:C:2014:237, paragraph 48 and the case-law cited).

      In order to guarantee that protection, the national supervisory authorities must, in particular, ensure a fair 
balance between, on the one hand, observance of the fundamental right to privacy and, on the other hand, 
the interests requiring free movement of personal data (see, to this effect, judgments in Commission v 
Germany, C-518/07, EU:C:2010:125, paragraph 24, and Commission v Hungary, C-288/12, 
EU:C:2014:237, paragraph 51).

      The national supervisory authorities have a wide range of powers for that purpose. Those powers, listed on 
a non-exhaustive basis in Article 28(3) of Directive 95/46, constitute necessary means to perform their 
duties, as stated in recital 63 in the preamble to the directive. Thus, those authorities possess, in particular, 
investigative powers, such as the power to collect all the information necessary for the performance of their 
supervisory duties, effective powers of intervention, such as that of imposing a temporary or definitive ban 
on processing of data, and the power to engage in legal proceedings.

      It is, admittedly, apparent from Article 28(1) and (6) of Directive 95/46 that the powers of the national 
supervisory authorities concern processing of personal data carried out on the territory of their own 
Member State, so that they do not have powers on the basis of Article 28 in respect of processing of such 
data carried out in a third country.

      However, the operation consisting in having personal data transferred from a Member State to a third 
country constitutes, in itself, processing of personal data within the meaning of Article 2(b) of Directive 
95/46 (see, to this effect, judgment in Parliament v Council and Commission, C-317/04 and C-318/04, 
EU:C:2006:346, paragraph 56) carried out in a Member State. That provision defines ‘processing of 
personal data’ as ‘any operation or set of operations which is performed upon personal data, whether or not 
by automatic means’ and mentions, by way of example, ‘disclosure by transmission, dissemination or 
otherwise making available’.

      Recital 60 in the preamble to Directive 95/46 states that transfers of personal data to third countries may 
be effected only in full compliance with the provisions adopted by the Member States pursuant to the 
directive. In that regard, Chapter IV of the directive, in which Articles 25 and 26 appear, has set up a 
regime intended to ensure that the Member States oversee transfers of personal data to third countries. 
That regime is complementary to the general regime set up by Chapter II of the directive laying down the 
general rules on the lawfulness of the processing of personal data (see, to this effect, judgment in 
Lindqvist, C-101/01, EU:C:2003:596, paragraph 63).

      As, in accordance with Article 8(3) of the Charter and Article 28 of Directive 95/46, the national 
supervisory authorities are responsible for monitoring compliance with the EU rules concerning the 
protection of individuals with regard to the processing of personal data, each of them is therefore vested 
with the power to check whether a transfer of personal data from its own Member State to a third country 
complies with the requirements laid down by Directive 95/46.

      Whilst acknowledging, in recital 56 in its preamble, that transfers of personal data from the Member States 
to third countries are necessary for the expansion of international trade, Directive 95/46 lays down as a 
principle, in Article 25(1), that such transfers may take place only if the third country ensures an adequate 
level of protection.

      Furthermore, recital 57 states that transfers of personal data to third countries not ensuring an adequate 
level of protection must be prohibited.

      In order to control transfers of personal data to third countries according to the level of protection 
accorded to it in each of those countries, Article 25 of Directive 95/46 imposes a series of obligations on the 
Member States and the Commission. It is apparent, in particular, from that article that the finding that a 
third country does or does not ensure an adequate level of protection may, as the Advocate General has 
observed in point 86 of his Opinion, be made either by the Member States or by the Commission.

      The Commission may adopt, on the basis of Article 25(6) of Directive 95/46, a decision finding that a third 
country ensures an adequate level of protection. In accordance with the second subparagraph of that 
provision, such a decision is addressed to the Member States, who must take the measures necessary to 
comply with it. Pursuant to the fourth paragraph of Article 288 TFEU, it is binding on all the Member States 
to which it is addressed and is therefore binding on all their organs (see, to this effect, judgments in Albako 
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Margarinefabrik, 249/85, EU:C:1987:245, paragraph 17, and Mediaset, C-69/13, EU:C:2014:71, 
paragraph 23) in so far as it has the effect of authorising transfers of personal data from the Member 
States to the third country covered by it. 

      Thus, until such time as the Commission decision is declared invalid by the Court, the Member States and 
their organs, which include their independent supervisory authorities, admittedly cannot adopt measures 
contrary to that decision, such as acts intended to determine with binding effect that the third country 
covered by it does not ensure an adequate level of protection. Measures of the EU institutions are in 
principle presumed to be lawful and accordingly produce legal effects until such time as they are withdrawn, 
annulled in an action for annulment or declared invalid following a reference for a preliminary ruling or a 
plea of illegality (judgment in Commission v Greece, C-475/01, EU:C:2004:585, paragraph 18 and the 
case-law cited).

      However, a Commission decision adopted pursuant to Article 25(6) of Directive 95/46, such as Decision 
2000/520, cannot prevent persons whose personal data has been or could be transferred to a third country 
from lodging with the national supervisory authorities a claim, within the meaning of Article 28(4) of that 
directive, concerning the protection of their rights and freedoms in regard to the processing of that data. 
Likewise, as the Advocate General has observed in particular in points 61, 93 and 116 of his Opinion, a 
decision of that nature cannot eliminate or reduce the powers expressly accorded to the national 
supervisory authorities by Article 8(3) of the Charter and Article 28 of the directive.

      Neither Article 8(3) of the Charter nor Article 28 of Directive 95/46 excludes from the national supervisory 
authorities’ sphere of competence the oversight of transfers of personal data to third countries which have 
been the subject of a Commission decision pursuant to Article 25(6) of Directive 95/46.

      In particular, the first subparagraph of Article 28(4) of Directive 95/46, under which the national 
supervisory authorities are to hear ‘claims lodged by any person … concerning the protection of his rights 
and freedoms in regard to the processing of personal data’, does not provide for any exception in this 
regard where the Commission has adopted a decision pursuant to Article 25(6) of that directive. 

      Furthermore, it would be contrary to the system set up by Directive 95/46 and to the objective of 
Articles 25 and 28 thereof for a Commission decision adopted pursuant to Article 25(6) to have the effect of 
preventing a national supervisory authority from examining a person’s claim concerning the protection of 
his rights and freedoms in regard to the processing of his personal data which has been or could be 
transferred from a Member State to the third country covered by that decision. 

      On the contrary, Article 28 of Directive 95/46 applies, by its very nature, to any processing of personal 
data. Thus, even if the Commission has adopted a decision pursuant to Article 25(6) of that directive, the 
national supervisory authorities, when hearing a claim lodged by a person concerning the protection of his 
rights and freedoms in regard to the processing of personal data relating to him, must be able to examine, 
with complete independence, whether the transfer of that data complies with the requirements laid down by 
the directive. 

      If that were not so, persons whose personal data has been or could be transferred to the third country 
concerned would be denied the right, guaranteed by Article 8(1) and (3) of the Charter, to lodge with the 
national supervisory authorities a claim for the purpose of protecting their fundamental rights (see, by 
analogy, judgment in Digital Rights Ireland and Others, C-293/12 and C-594/12, EU:C:2014:238, 
paragraph 68).

      A claim, within the meaning of Article 28(4) of Directive 95/46, by which a person whose personal data has 
been or could be transferred to a third country contends, as in the main proceedings, that, notwithstanding 
what the Commission has found in a decision adopted pursuant to Article 25(6) of that directive, the law 
and practices of that country do not ensure an adequate level of protection must be understood as 
concerning, in essence, whether that decision is compatible with the protection of the privacy and of the 
fundamental rights and freedoms of individuals.

      In this connection, the Court’s settled case-law should be recalled according to which the European Union 
is a union based on the rule of law in which all acts of its institutions are subject to review of their 
compatibility with, in particular, the Treaties, general principles of law and fundamental rights (see, to this 
effect, judgments in Commission and Others v Kadi, C-584/10 P, C-593/10 P and C-595/10 P, 
EU:C:2013:518, paragraph 66; Inuit Tapiriit Kanatami and Others v Parliament and Council, C-583/11 P, 
EU:C:2013:625, paragraph 91; and Telefónica v Commission, C-274/12 P, EU:C:2013:852, paragraph 56). 
Commission decisions adopted pursuant to Article 25(6) of Directive 95/46 cannot therefore escape such 
review.

      That said, the Court alone has jurisdiction to declare that an EU act, such as a Commission decision 
adopted pursuant to Article 25(6) of Directive 95/46, is invalid, the exclusivity of that jurisdiction having 
the purpose of guaranteeing legal certainty by ensuring that EU law is applied uniformly (see judgments in 
Melki and Abdeli, C-188/10 and C-189/10, EU:C:2010:363, paragraph 54, and CIVAD, C-533/10, 
EU:C:2012:347, paragraph 40). 

      Whilst the national courts are admittedly entitled to consider the validity of an EU act, such as a 
Commission decision adopted pursuant to Article 25(6) of Directive 95/46, they are not, however, endowed 
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with the power to declare such an act invalid themselves (see, to this effect, judgments in Foto-Frost, 
314/85, EU:C:1987:452, paragraphs 15 to 20, and IATA and ELFAA, C-344/04, EU:C:2006:10, 
paragraph 27). A fortiori, when the national supervisory authorities examine a claim, within the meaning of 
Article 28(4) of that directive, concerning the compatibility of a Commission decision adopted pursuant to 
Article 25(6) of the directive with the protection of the privacy and of the fundamental rights and freedoms 
of individuals, they are not entitled to declare that decision invalid themselves.

      Having regard to those considerations, where a person whose personal data has been or could be 
transferred to a third country which has been the subject of a Commission decision pursuant to Article 25
(6) of Directive 95/46 lodges with a national supervisory authority a claim concerning the protection of his 
rights and freedoms in regard to the processing of that data and contests, in bringing the claim, as in the 
main proceedings, the compatibility of that decision with the protection of the privacy and of the 
fundamental rights and freedoms of individuals, it is incumbent upon the national supervisory authority to 
examine the claim with all due diligence.

      In a situation where the national supervisory authority comes to the conclusion that the arguments put 
forward in support of such a claim are unfounded and therefore rejects it, the person who lodged the claim 
must, as is apparent from the second subparagraph of Article 28(3) of Directive 95/46, read in the light of 
Article 47 of the Charter, have access to judicial remedies enabling him to challenge such a decision 
adversely affecting him before the national courts. Having regard to the case-law cited in paragraphs 61 
and 62 of the present judgment, those courts must stay proceedings and make a reference to the Court for 
a preliminary ruling on validity where they consider that one or more grounds for invalidity put forward by 
the parties or, as the case may be, raised by them of their own motion are well founded (see, to this effect, 
judgment in T & L Sugars and Sidul Açúcares v Commission, C-456/13 P, EU:C:2015:284, paragraph 48 
and the case-law cited).

      In the converse situation, where the national supervisory authority considers that the objections advanced 
by the person who has lodged with it a claim concerning the protection of his rights and freedoms in regard 
to the processing of his personal data are well founded, that authority must, in accordance with the third 
indent of the first subparagraph of Article 28(3) of Directive 95/46, read in the light in particular of Article 8
(3) of the Charter, be able to engage in legal proceedings. It is incumbent upon the national legislature to 
provide for legal remedies enabling the national supervisory authority concerned to put forward the 
objections which it considers well founded before the national courts in order for them, if they share its 
doubts as to the validity of the Commission decision, to make a reference for a preliminary ruling for the 
purpose of examination of the decision’s validity.

      Having regard to the foregoing considerations, the answer to the questions referred is that Article 25(6) of 
Directive 95/46, read in the light of Articles 7, 8 and 47 of the Charter, must be interpreted as meaning 
that a decision adopted pursuant to that provision, such as Decision 2000/520, by which the Commission 
finds that a third country ensures an adequate level of protection, does not prevent a supervisory authority 
of a Member State, within the meaning of Article 28 of that directive, from examining the claim of a person 
concerning the protection of his rights and freedoms in regard to the processing of personal data relating to 
him which has been transferred from a Member State to that third country when that person contends that 
the law and practices in force in the third country do not ensure an adequate level of protection.
 The validity of Decision 2000/520

      As is apparent from the referring court’s explanations relating to the questions submitted, Mr Schrems 
contends in the main proceedings that United States law and practice do not ensure an adequate level of 
protection within the meaning of Article 25 of Directive 95/46. As the Advocate General has observed in 
points 123 and 124 of his Opinion, Mr Schrems expresses doubts, which the referring court indeed seems 
essentially to share, concerning the validity of Decision 2000/520. In such circumstances, having regard to 
what has been held in paragraphs 60 to 63 of the present judgment and in order to give the referring court 
a full answer, it should be examined whether that decision complies with the requirements stemming from 
Directive 95/46 read in the light of the Charter.
 The requirements stemming from Article 25(6) of Directive 95/46

      As has already been pointed out in paragraphs 48 and 49 of the present judgment, Article 25(1) of 
Directive 95/46 prohibits transfers of personal data to a third country not ensuring an adequate level of 
protection.

      However, for the purpose of overseeing such transfers, the first subparagraph of Article 25(6) of Directive 
95/46 provides that the Commission ‘may find … that a third country ensures an adequate level of 
protection within the meaning of paragraph 2 of this Article, by reason of its domestic law or of the 
international commitments it has entered into …, for the protection of the private lives and basic freedoms 
and rights of individuals’.

      It is true that neither Article 25(2) of Directive 95/46 nor any other provision of the directive contains a 
definition of the concept of an adequate level of protection. In particular, Article 25(2) does no more than 
state that the adequacy of the level of protection afforded by a third country ‘shall be assessed in the light 
of all the circumstances surrounding a data transfer operation or set of data transfer operations’ and lists, 
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on a non-exhaustive basis, the circumstances to which consideration must be given when carrying out such 
an assessment.

      However, first, as is apparent from the very wording of Article 25(6) of Directive 95/46, that provision 
requires that a third country ‘ensures’ an adequate level of protection by reason of its domestic law or its 
international commitments. Secondly, according to the same provision, the adequacy of the protection 
ensured by the third country is assessed ‘for the protection of the private lives and basic freedoms and 
rights of individuals’. 

      Thus, Article 25(6) of Directive 95/46 implements the express obligation laid down in Article 8(1) of the 
Charter to protect personal data and, as the Advocate General has observed in point 139 of his Opinion, is 
intended to ensure that the high level of that protection continues where personal data is transferred to a 
third country.

      The word ‘adequate’ in Article 25(6) of Directive 95/46 admittedly signifies that a third country cannot be 
required to ensure a level of protection identical to that guaranteed in the EU legal order. However, as the 
Advocate General has observed in point 141 of his Opinion, the term ‘adequate level of protection’ must be 
understood as requiring the third country in fact to ensure, by reason of its domestic law or its international 
commitments, a level of protection of fundamental rights and freedoms that is essentially equivalent to that 
guaranteed within the European Union by virtue of Directive 95/46 read in the light of the Charter. If there 
were no such requirement, the objective referred to in the previous paragraph of the present judgment 
would be disregarded. Furthermore, the high level of protection guaranteed by Directive 95/46 read in the 
light of the Charter could easily be circumvented by transfers of personal data from the European Union to 
third countries for the purpose of being processed in those countries. 

      It is clear from the express wording of Article 25(6) of Directive 95/46 that it is the legal order of the third 
country covered by the Commission decision that must ensure an adequate level of protection. Even though 
the means to which that third country has recourse, in this connection, for the purpose of ensuring such a 
level of protection may differ from those employed within the European Union in order to ensure that the 
requirements stemming from Directive 95/46 read in the light of the Charter are complied with, those 
means must nevertheless prove, in practice, effective in order to ensure protection essentially equivalent to 
that guaranteed within the European Union.

      Accordingly, when examining the level of protection afforded by a third country, the Commission is obliged 
to assess the content of the applicable rules in that country resulting from its domestic law or international 
commitments and the practice designed to ensure compliance with those rules, since it must, under 
Article 25(2) of Directive 95/46, take account of all the circumstances surrounding a transfer of personal 
data to a third country. 

      Also, in the light of the fact that the level of protection ensured by a third country is liable to change, it is 
incumbent upon the Commission, after it has adopted a decision pursuant to Article 25(6) of Directive 
95/46, to check periodically whether the finding relating to the adequacy of the level of protection ensured 
by the third country in question is still factually and legally justified. Such a check is required, in any event, 
when evidence gives rise to a doubt in that regard.

      Moreover, as the Advocate General has stated in points 134 and 135 of his Opinion, when the validity of a 
Commission decision adopted pursuant to Article 25(6) of Directive 95/46 is examined, account must also 
be taken of the circumstances that have arisen after that decision’s adoption.

      In this regard, it must be stated that, in view of, first, the important role played by the protection of 
personal data in the light of the fundamental right to respect for private life and, secondly, the large 
number of persons whose fundamental rights are liable to be infringed where personal data is transferred to 
a third country not ensuring an adequate level of protection, the Commission’s discretion as to the 
adequacy of the level of protection ensured by a third country is reduced, with the result that review of the 
requirements stemming from Article 25 of Directive 95/46, read in the light of the Charter, should be strict 
(see, by analogy, judgment in Digital Rights Ireland and Others, C-293/12 and C-594/12, EU:C:2014:238, 
paragraphs 47 and 48).
 Article 1 of Decision 2000/520

      The Commission found in Article 1(1) of Decision 2000/520 that the principles set out in Annex I thereto, 
implemented in accordance with the guidance provided by the FAQs set out in Annex II, ensure an 
adequate level of protection for personal data transferred from the European Union to organisations 
established in the United States. It is apparent from that provision that both those principles and the FAQs 
were issued by the United States Department of Commerce.

      An organisation adheres to the safe harbour principles on the basis of a system of self-certification, as is 
apparent from Article 1(2) and (3) of Decision 2000/520, read in conjunction with FAQ 6 set out in Annex II 
thereto.

      Whilst recourse by a third country to a system of self-certification is not in itself contrary to the 
requirement laid down in Article 25(6) of Directive 95/46 that the third country concerned must ensure an 
adequate level of protection ‘by reason of its domestic law or … international commitments’, the reliability 
of such a system, in the light of that requirement, is founded essentially on the establishment of effective 
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detection and supervision mechanisms enabling any infringements of the rules ensuring the protection of 
fundamental rights, in particular the right to respect for private life and the right to protection of personal 
data, to be identified and punished in practice.

      In the present instance, by virtue of the second paragraph of Annex I to Decision 2000/520, the safe 
harbour principles are ‘intended for use solely by US organisations receiving personal data from the 
European Union for the purpose of qualifying for the safe harbour and the presumption of “adequacy” it 
creates’. Those principles are therefore applicable solely to self-certified United States organisations 
receiving personal data from the European Union, and United States public authorities are not required to 
comply with them. 

      Moreover, Decision 2000/520, pursuant to Article 2 thereof, ‘concerns only the adequacy of protection 
provided in the United States under the [safe harbour principles] implemented in accordance with the FAQs 
with a view to meeting the requirements of Article 25(1) of Directive [95/46]’, without, however, containing 
sufficient findings regarding the measures by which the United States ensures an adequate level of 
protection, within the meaning of Article 25(6) of that directive, by reason of its domestic law or its 
international commitments.

      In addition, under the fourth paragraph of Annex I to Decision 2000/520, the applicability of the safe 
harbour principles may be limited, in particular, ‘to the extent necessary to meet national security, public 
interest, or law enforcement requirements’ and ‘by statute, government regulation, or case-law that create 
conflicting obligations or explicit authorisations, provided that, in exercising any such authorisation, an 
organisation can demonstrate that its non-compliance with the Principles is limited to the extent necessary 
to meet the overriding legitimate interests furthered by such authorisation’.

      In this connection, Decision 2000/520 states in Part B of Annex IV, with regard to the limits to which the 
safe harbour principles’ applicability is subject, that, ‘[c]learly, where US law imposes a conflicting 
obligation, US organisations whether in the safe harbour or not must comply with the law’.

      Thus, Decision 2000/520 lays down that ‘national security, public interest, or law enforcement 
requirements’ have primacy over the safe harbour principles, primacy pursuant to which self-certified 
United States organisations receiving personal data from the European Union are bound to disregard those 
principles without limitation where they conflict with those requirements and therefore prove incompatible 
with them.

      In the light of the general nature of the derogation set out in the fourth paragraph of Annex I to Decision 
2000/520, that decision thus enables interference, founded on national security and public interest 
requirements or on domestic legislation of the United States, with the fundamental rights of the persons 
whose personal data is or could be transferred from the European Union to the United States. To establish 
the existence of an interference with the fundamental right to respect for private life, it does not matter 
whether the information in question relating to private life is sensitive or whether the persons concerned 
have suffered any adverse consequences on account of that interference (judgment in Digital Rights Ireland 
and Others, C-293/12 and C-594/12, EU:C:2014:238, paragraph 33 and the case-law cited).

      In addition, Decision 2000/520 does not contain any finding regarding the existence, in the United States, 
of rules adopted by the State intended to limit any interference with the fundamental rights of the persons 
whose data is transferred from the European Union to the United States, interference which the State 
entities of that country would be authorised to engage in when they pursue legitimate objectives, such as 
national security.

      Nor does Decision 2000/520 refer to the existence of effective legal protection against interference of that 
kind. As the Advocate General has observed in points 204 to 206 of his Opinion, procedures before the 
Federal Trade Commission — the powers of which, described in particular in FAQ 11 set out in Annex II to 
that decision, are limited to commercial disputes — and the private dispute resolution mechanisms concern 
compliance by the United States undertakings with the safe harbour principles and cannot be applied in 
disputes relating to the legality of interference with fundamental rights that results from measures 
originating from the State.

      Moreover, the foregoing analysis of Decision 2000/520 is borne out by the Commission’s own assessment 
of the situation resulting from the implementation of that decision. Particularly in points 2 and 3.2 of 
Communication COM(2013) 846 final and in points 7.1, 7.2 and 8 of Communication COM(2013) 847 final, 
the content of which is set out in paragraphs 13 to 16 and paragraphs 22, 23 and 25 of the present 
judgment respectively, the Commission found that the United States authorities were able to access the 
personal data transferred from the Member States to the United States and process it in a way 
incompatible, in particular, with the purposes for which it was transferred, beyond what was strictly 
necessary and proportionate to the protection of national security. Also, the Commission noted that the 
data subjects had no administrative or judicial means of redress enabling, in particular, the data relating to 
them to be accessed and, as the case may be, rectified or erased.

      As regards the level of protection of fundamental rights and freedoms that is guaranteed within the 
European Union, EU legislation involving interference with the fundamental rights guaranteed by Articles 7 
and 8 of the Charter must, according to the Court’s settled case-law, lay down clear and precise rules 
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governing the scope and application of a measure and imposing minimum safeguards, so that the persons 
whose personal data is concerned have sufficient guarantees enabling their data to be effectively protected 
against the risk of abuse and against any unlawful access and use of that data. The need for such 
safeguards is all the greater where personal data is subjected to automatic processing and where there is a 
significant risk of unlawful access to that data (judgment in Digital Rights Ireland and Others, C-293/12 
and C-594/12, EU:C:2014:238, paragraphs 54 and 55 and the case-law cited).

      Furthermore and above all, protection of the fundamental right to respect for private life at EU level 
requires derogations and limitations in relation to the protection of personal data to apply only in so far as 
is strictly necessary (judgment in Digital Rights Ireland and Others, C-293/12 and C-594/12, 
EU:C:2014:238, paragraph 52 and the case-law cited).

      Legislation is not limited to what is strictly necessary where it authorises, on a generalised basis, storage 
of all the personal data of all the persons whose data has been transferred from the European Union to the 
United States without any differentiation, limitation or exception being made in the light of the objective 
pursued and without an objective criterion being laid down by which to determine the limits of the access of 
the public authorities to the data, and of its subsequent use, for purposes which are specific, strictly 
restricted and capable of justifying the interference which both access to that data and its use entail (see, 
to this effect, concerning Directive 2006/24/EC of the European Parliament and of the Council of 15 March 
2006 on the retention of data generated or processed in connection with the provision of publicly available 
electronic communications services or of public communications networks and amending Directive 
2002/58/EC (OJ 2006 L 105, p. 54), judgment in Digital Rights Ireland and Others, C-293/12 and 
C-594/12, EU:C:2014:238, paragraphs 57 to 61).

      In particular, legislation permitting the public authorities to have access on a generalised basis to the 
content of electronic communications must be regarded as compromising the essence of the fundamental 
right to respect for private life, as guaranteed by Article 7 of the Charter (see, to this effect, judgment in 
Digital Rights Ireland and Others, C-293/12 and C-594/12, EU:C:2014:238, paragraph 39). 

      Likewise, legislation not providing for any possibility for an individual to pursue legal remedies in order to 
have access to personal data relating to him, or to obtain the rectification or erasure of such data, does not 
respect the essence of the fundamental right to effective judicial protection, as enshrined in Article 47 of 
the Charter. The first paragraph of Article 47 of the Charter requires everyone whose rights and freedoms 
guaranteed by the law of the European Union are violated to have the right to an effective remedy before a 
tribunal in compliance with the conditions laid down in that article. The very existence of effective judicial 
review designed to ensure compliance with provisions of EU law is inherent in the existence of the rule of 
law (see, to this effect, judgments in Les Verts v Parliament, 294/83, EU:C:1986:166, paragraph 23; 
Johnston, 222/84, EU:C:1986:206, paragraphs 18 and 19; Heylens and Others, 222/86, EU:C:1987:442, 
paragraph 14; and UGT-Rioja and Others, C-428/06 to C-434/06, EU:C:2008:488, paragraph 80).

      As has been found in particular in paragraphs 71, 73 and 74 of the present judgment, in order for the 
Commission to adopt a decision pursuant to Article 25(6) of Directive 95/46, it must find, duly stating 
reasons, that the third country concerned in fact ensures, by reason of its domestic law or its international 
commitments, a level of protection of fundamental rights essentially equivalent to that guaranteed in the 
EU legal order, a level that is apparent in particular from the preceding paragraphs of the present 
judgment.

      However, the Commission did not state, in Decision 2000/520, that the United States in fact ‘ensures’ an 
adequate level of protection by reason of its domestic law or its international commitments.

      Consequently, without there being any need to examine the content of the safe harbour principles, it is to 
be concluded that Article 1 of Decision 2000/520 fails to comply with the requirements laid down in 
Article 25(6) of Directive 95/46, read in the light of the Charter, and that it is accordingly invalid.
 Article 3 of Decision 2000/520

      It is apparent from the considerations set out in paragraphs 53, 57 and 63 of the present judgment that, 
under Article 28 of Directive 95/46, read in the light in particular of Article 8 of the Charter, the national 
supervisory authorities must be able to examine, with complete independence, any claim concerning the 
protection of a person’s rights and freedoms in regard to the processing of personal data relating to him. 
That is in particular the case where, in bringing such a claim, that person raises questions regarding the 
compatibility of a Commission decision adopted pursuant to Article 25(6) of that directive with the 
protection of the privacy and of the fundamental rights and freedoms of individuals. 

    However, the first subparagraph of Article 3(1) of Decision 2000/520 lays down specific rules regarding the 
powers available to the national supervisory authorities in the light of a Commission finding relating to an 
adequate level of protection, within the meaning of Article 25 of Directive 95/46.

    Under that provision, the national supervisory authorities may, ‘[w]ithout prejudice to their powers to take 
action to ensure compliance with national provisions adopted pursuant to provisions other than Article 25 of 
Directive [95/46], … suspend data flows to an organisation that has self-certified its adherence to the 
[principles of Decision 2000/520]’, under restrictive conditions establishing a high threshold for 
intervention. Whilst that provision is without prejudice to the powers of those authorities to take action to 
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ensure compliance with national provisions adopted pursuant to Directive 95/46, it excludes, on the other 
hand, the possibility of them taking action to ensure compliance with Article 25 of that directive.

    The first subparagraph of Article 3(1) of Decision 2000/520 must therefore be understood as denying the 
national supervisory authorities the powers which they derive from Article 28 of Directive 95/46, where a 
person, in bringing a claim under that provision, puts forward matters that may call into question whether a 
Commission decision that has found, on the basis of Article 25(6) of the directive, that a third country 
ensures an adequate level of protection is compatible with the protection of the privacy and of the 
fundamental rights and freedoms of individuals.

    The implementing power granted by the EU legislature to the Commission in Article 25(6) of Directive 
95/46 does not confer upon it competence to restrict the national supervisory authorities’ powers referred 
to in the previous paragraph of the present judgment.

    That being so, it must be held that, in adopting Article 3 of Decision 2000/520, the Commission exceeded 
the power which is conferred upon it in Article 25(6) of Directive 95/46, read in the light of the Charter, and 
that Article 3 of the decision is therefore invalid.

    As Articles 1 and 3 of Decision 2000/520 are inseparable from Articles 2 and 4 of that decision and the 
annexes thereto, their invalidity affects the validity of the decision in its entirety.

    Having regard to all the foregoing considerations, it is to be concluded that Decision 2000/520 is invalid.
Costs

    Since these proceedings are, for the parties to the main proceedings, a step in the action pending before 
the referring court, the decision on costs is a matter for that court. Costs incurred in submitting 
observations to the Court, other than the costs of those parties, are not recoverable.
On those grounds, the Court (Grand Chamber) hereby rules:
Article 25(6) of Directive 95/46/EC of the European Parliament and of the Council of 24 October 

1995 on the protection of individuals with regard to the processing of personal data and on the 

free movement of such data as amended by Regulation (EC) No 1882/2003 of the European 

Parliament and of the Council of 29 September 2003, read in the light of Articles 7, 8 and 47 of 

the Charter of Fundamental Rights of the European Union, must be interpreted as meaning that 

a decision adopted pursuant to that provision, such as Commission Decision 2000/520/EC of 

26 July 2000 pursuant to Directive 95/46 on the adequacy of the protection provided by the safe 

harbour privacy principles and related frequently asked questions issued by the US Department 

of Commerce, by which the European Commission finds that a third country ensures an adequate 

level of protection, does not prevent a supervisory authority of a Member State, within the 

meaning of Article 28 of that directive as amended, from examining the claim of a person 

concerning the protection of his rights and freedoms in regard to the processing of personal data 

relating to him which has been transferred from a Member State to that third country when that 

person contends that the law and practices in force in the third country do not ensure an 

adequate level of protection.

Decision 2000/520 is invalid.

[Signatures]

* Language of the case: English.

Page 17 of 17CURIA - Documents

10/20/2015http://curia.europa.eu/juris/document/document.jsf?text=&docid=169195&pageIndex=0...

The 26th Annual Festival of Legal Learning February 12, 2016



H. R. 2029—694 

(B) in the subsection heading, by striking ‘‘HISTORI-
CALLY BLACK’’ and inserting ‘‘CERTAIN MINORITY-SERVING’’; 
and 
(2) in subsection (g)— 

(A) by redesignating paragraph (5) as paragraph (7); 
and 

(B) by inserting after paragraph (4) the following new 
paragraphs (5) and (6): 
‘‘(5) HISPANIC-SERVING INSTITUTION.—The term ‘Hispanic- 

serving institution’ has the meaning given that term in section 
502(a)(5) of the Higher Education Act of 1965 (20 U.S.C. 
1101a(a)(5)). 

‘‘(6) ASIAN AMERICAN AND NATIVE AMERICAN PACIFIC 
ISLANDER-SERVING INSTITUTION.—The term ‘Asian American 
and Native American Pacific Islander-serving institution’ has 
the meaning given that term in section 320(b)(2) of the Higher 
Education Act of 1965 (20 U.S.C. 1059g(b)(2)).’’. 

DIVISION N—CYBERSECURITY ACT OF 
2015 

SEC. 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This division may be cited as the ‘‘Cybersecu-
rity Act of 2015’’. 

(b) TABLE OF CONTENTS.—The table of contents for this division 
is as follows: 

Sec. 1. Short title; table of contents. 

TITLE I—CYBERSECURITY INFORMATION SHARING 

Sec. 101. Short title. 
Sec. 102. Definitions. 
Sec. 103. Sharing of information by the Federal Government. 
Sec. 104. Authorizations for preventing, detecting, analyzing, and mitigating cyber-

security threats. 
Sec. 105. Sharing of cyber threat indicators and defensive measures with the Fed-

eral Government. 
Sec. 106. Protection from liability. 
Sec. 107. Oversight of Government activities. 
Sec. 108. Construction and preemption. 
Sec. 109. Report on cybersecurity threats. 
Sec. 110. Exception to limitation on authority of Secretary of Defense to dissemi-

nate certain information. 
Sec. 111. Effective period. 

TITLE II—NATIONAL CYBERSECURITY ADVANCEMENT 

Subtitle A—National Cybersecurity and Communications Integration Center 

Sec. 201. Short title. 
Sec. 202. Definitions. 
Sec. 203. Information sharing structure and processes. 
Sec. 204. Information sharing and analysis organizations. 
Sec. 205. National response framework. 
Sec. 206. Report on reducing cybersecurity risks in DHS data centers. 
Sec. 207. Assessment. 
Sec. 208. Multiple simultaneous cyber incidents at critical infrastructure. 
Sec. 209. Report on cybersecurity vulnerabilities of United States ports. 
Sec. 210. Prohibition on new regulatory authority. 
Sec. 211. Termination of reporting requirements. 

Subtitle B—Federal Cybersecurity Enhancement 

Sec. 221. Short title. 
Sec. 222. Definitions. 
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Sec. 223. Improved Federal network security. 
Sec. 224. Advanced internal defenses. 
Sec. 225. Federal cybersecurity requirements. 
Sec. 226. Assessment; reports. 
Sec. 227. Termination. 
Sec. 228. Identification of information systems relating to national security. 
Sec. 229. Direction to agencies. 

TITLE III—FEDERAL CYBERSECURITY WORKFORCE ASSESSMENT 

Sec. 301. Short title. 
Sec. 302. Definitions. 
Sec. 303. National cybersecurity workforce measurement initiative. 
Sec. 304. Identification of cyber-related work roles of critical need. 
Sec. 305. Government Accountability Office status reports. 

TITLE IV—OTHER CYBER MATTERS 

Sec. 401. Study on mobile device security. 
Sec. 402. Department of State international cyberspace policy strategy. 
Sec. 403. Apprehension and prosecution of international cyber criminals. 
Sec. 404. Enhancement of emergency services. 
Sec. 405. Improving cybersecurity in the health care industry. 
Sec. 406. Federal computer security. 
Sec. 407. Stopping the fraudulent sale of financial information of people of the 

United States. 

TITLE I—CYBERSECURITY 
INFORMATION SHARING 

SEC. 101. SHORT TITLE. 

This title may be cited as the ‘‘Cybersecurity Information 
Sharing Act of 2015’’. 

SEC. 102. DEFINITIONS. 

In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the meaning given 

the term in section 3502 of title 44, United States Code. 
(2) ANTITRUST LAWS.—The term ‘‘antitrust laws’’— 

(A) has the meaning given the term in the first section 
of the Clayton Act (15 U.S.C. 12); 

(B) includes section 5 of the Federal Trade Commission 
Act (15 U.S.C. 45) to the extent that section 5 of that 
Act applies to unfair methods of competition; and 

(C) includes any State antitrust law, but only to the 
extent that such law is consistent with the law referred 
to in subparagraph (A) or the law referred to in subpara-
graph (B). 
(3) APPROPRIATE FEDERAL ENTITIES.—The term ‘‘appro-

priate Federal entities’’ means the following: 
(A) The Department of Commerce. 
(B) The Department of Defense. 
(C) The Department of Energy. 
(D) The Department of Homeland Security. 
(E) The Department of Justice. 
(F) The Department of the Treasury. 
(G) The Office of the Director of National Intelligence. 

(4) CYBERSECURITY PURPOSE.—The term ‘‘cybersecurity pur-
pose’’ means the purpose of protecting an information system 
or information that is stored on, processed by, or transiting 
an information system from a cybersecurity threat or security 
vulnerability. 
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(5) CYBERSECURITY THREAT.— 
(A) IN GENERAL.—Except as provided in subparagraph 

(B), the term ‘‘cybersecurity threat’’ means an action, not 
protected by the First Amendment to the Constitution of 
the United States, on or through an information system 
that may result in an unauthorized effort to adversely 
impact the security, availability, confidentiality, or integrity 
of an information system or information that is stored 
on, processed by, or transiting an information system. 

(B) EXCLUSION.—The term ‘‘cybersecurity threat’’ does 
not include any action that solely involves a violation of 
a consumer term of service or a consumer licensing agree-
ment. 
(6) CYBER THREAT INDICATOR.—The term ‘‘cyber threat indi-

cator’’ means information that is necessary to describe or iden-
tify— 

(A) malicious reconnaissance, including anomalous pat-
terns of communications that appear to be transmitted 
for the purpose of gathering technical information related 
to a cybersecurity threat or security vulnerability; 

(B) a method of defeating a security control or exploi-
tation of a security vulnerability; 

(C) a security vulnerability, including anomalous 
activity that appears to indicate the existence of a security 
vulnerability; 

(D) a method of causing a user with legitimate access 
to an information system or information that is stored 
on, processed by, or transiting an information system to 
unwittingly enable the defeat of a security control or exploi-
tation of a security vulnerability; 

(E) malicious cyber command and control; 
(F) the actual or potential harm caused by an incident, 

including a description of the information exfiltrated as 
a result of a particular cybersecurity threat; 

(G) any other attribute of a cybersecurity threat, if 
disclosure of such attribute is not otherwise prohibited 
by law; or 

(H) any combination thereof. 
(7) DEFENSIVE MEASURE.— 

(A) IN GENERAL.—Except as provided in subparagraph 
(B), the term ‘‘defensive measure’’ means an action, device, 
procedure, signature, technique, or other measure applied 
to an information system or information that is stored 
on, processed by, or transiting an information system that 
detects, prevents, or mitigates a known or suspected cyber-
security threat or security vulnerability. 

(B) EXCLUSION.—The term ‘‘defensive measure’’ does 
not include a measure that destroys, renders unusable, 
provides unauthorized access to, or substantially harms 
an information system or information stored on, processed 
by, or transiting such information system not owned by— 

(i) the private entity operating the measure; or 
(ii) another entity or Federal entity that is author-

ized to provide consent and has provided consent to 
that private entity for operation of such measure. 
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(8) FEDERAL ENTITY.—The term ‘‘Federal entity’’ means 
a department or agency of the United States or any component 
of such department or agency. 

(9) INFORMATION SYSTEM.—The term ‘‘information 
system’’— 

(A) has the meaning given the term in section 3502 
of title 44, United States Code; and 

(B) includes industrial control systems, such as super-
visory control and data acquisition systems, distributed 
control systems, and programmable logic controllers. 
(10) LOCAL GOVERNMENT.—The term ‘‘local government’’ 

means any borough, city, county, parish, town, township, vil-
lage, or other political subdivision of a State. 

(11) MALICIOUS CYBER COMMAND AND CONTROL.—The term 
‘‘malicious cyber command and control’’ means a method for 
unauthorized remote identification of, access to, or use of, an 
information system or information that is stored on, processed 
by, or transiting an information system. 

(12) MALICIOUS RECONNAISSANCE.—The term ‘‘malicious 
reconnaissance’’ means a method for actively probing or pas-
sively monitoring an information system for the purpose of 
discerning security vulnerabilities of the information system, 
if such method is associated with a known or suspected cyberse-
curity threat. 

(13) MONITOR.—The term ‘‘monitor’’ means to acquire, iden-
tify, or scan, or to possess, information that is stored on, proc-
essed by, or transiting an information system. 

(14) NON-FEDERAL ENTITY.— 
(A) IN GENERAL.—Except as otherwise provided in this 

paragraph, the term ‘‘non-Federal entity’’ means any pri-
vate entity, non-Federal government agency or department, 
or State, tribal, or local government (including a political 
subdivision, department, or component thereof). 

(B) INCLUSIONS.—The term ‘‘non-Federal entity’’ 
includes a government agency or department of the District 
of Columbia, the Commonwealth of Puerto Rico, the United 
States Virgin Islands, Guam, American Samoa, the 
Northern Mariana Islands, and any other territory or 
possession of the United States. 

(C) EXCLUSION.—The term ‘‘non-Federal entity’’ does 
not include a foreign power as defined in section 101 of 
the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 
1801). 
(15) PRIVATE ENTITY.— 

(A) IN GENERAL.—Except as otherwise provided in this 
paragraph, the term ‘‘private entity’’ means any person 
or private group, organization, proprietorship, partnership, 
trust, cooperative, corporation, or other commercial or non-
profit entity, including an officer, employee, or agent 
thereof. 

(B) INCLUSION.—The term ‘‘private entity’’ includes a 
State, tribal, or local government performing utility serv-
ices, such as electric, natural gas, or water services. 

(C) EXCLUSION.—The term ‘‘private entity’’ does not 
include a foreign power as defined in section 101 of the 
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 
1801). 
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(16) SECURITY CONTROL.—The term ‘‘security control’’ 
means the management, operational, and technical controls 
used to protect against an unauthorized effort to adversely 
affect the confidentiality, integrity, and availability of an 
information system or its information. 

(17) SECURITY VULNERABILITY.—The term ‘‘security vulner-
ability’’ means any attribute of hardware, software, process, 
or procedure that could enable or facilitate the defeat of a 
security control. 

(18) TRIBAL.—The term ‘‘tribal’’ has the meaning given 
the term ‘‘Indian tribe’’ in section 4 of the Indian Self-Deter-
mination and Education Assistance Act (25 U.S.C. 450b). 

SEC. 103. SHARING OF INFORMATION BY THE FEDERAL GOVERNMENT. 

(a) IN GENERAL.—Consistent with the protection of classified 
information, intelligence sources and methods, and privacy and 
civil liberties, the Director of National Intelligence, the Secretary 
of Homeland Security, the Secretary of Defense, and the Attorney 
General, in consultation with the heads of the appropriate Federal 
entities, shall jointly develop and issue procedures to facilitate 
and promote— 

(1) the timely sharing of classified cyber threat indicators 
and defensive measures in the possession of the Federal 
Government with representatives of relevant Federal entities 
and non-Federal entities that have appropriate security clear-
ances; 

(2) the timely sharing with relevant Federal entities and 
non-Federal entities of cyber threat indicators, defensive meas-
ures, and information relating to cybersecurity threats or 
authorized uses under this title, in the possession of the Federal 
Government that may be declassified and shared at an unclassi-
fied level; 

(3) the timely sharing with relevant Federal entities and 
non-Federal entities, or the public if appropriate, of unclassified, 
including controlled unclassified, cyber threat indicators and 
defensive measures in the possession of the Federal Govern-
ment; 

(4) the timely sharing with Federal entities and non-Fed-
eral entities, if appropriate, of information relating to cybersecu-
rity threats or authorized uses under this title, in the possession 
of the Federal Government about cybersecurity threats to such 
entities to prevent or mitigate adverse effects from such cyber-
security threats; and 

(5) the periodic sharing, through publication and targeted 
outreach, of cybersecurity best practices that are developed 
based on ongoing analyses of cyber threat indicators, defensive 
measures, and information relating to cybersecurity threats 
or authorized uses under this title, in the possession of the 
Federal Government, with attention to accessibility and 
implementation challenges faced by small business concerns 
(as defined in section 3 of the Small Business Act (15 U.S.C. 
632)). 
(b) DEVELOPMENT OF PROCEDURES.— 

(1) IN GENERAL.—The procedures developed under sub-
section (a) shall— 

(A) ensure the Federal Government has and maintains 
the capability to share cyber threat indicators and defensive 
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measures in real time consistent with the protection of 
classified information; 

(B) incorporate, to the greatest extent practicable, 
existing processes and existing roles and responsibilities 
of Federal entities and non-Federal entities for information 
sharing by the Federal Government, including sector spe-
cific information sharing and analysis centers; 

(C) include procedures for notifying, in a timely 
manner, Federal entities and non-Federal entities that 
have received a cyber threat indicator or defensive measure 
from a Federal entity under this title that is known or 
determined to be in error or in contravention of the require-
ments of this title or another provision of Federal law 
or policy of such error or contravention; 

(D) include requirements for Federal entities sharing 
cyber threat indicators or defensive measures to implement 
and utilize security controls to protect against unauthorized 
access to or acquisition of such cyber threat indicators 
or defensive measures; 

(E) include procedures that require a Federal entity, 
prior to the sharing of a cyber threat indicator— 

(i) to review such cyber threat indicator to assess 
whether such cyber threat indicator contains any 
information not directly related to a cybersecurity 
threat that such Federal entity knows at the time 
of sharing to be personal information of a specific indi-
vidual or information that identifies a specific indi-
vidual and remove such information; or 

(ii) to implement and utilize a technical capability 
configured to remove any information not directly 
related to a cybersecurity threat that the Federal entity 
knows at the time of sharing to be personal information 
of a specific individual or information that identifies 
a specific individual; and 
(F) include procedures for notifying, in a timely 

manner, any United States person whose personal informa-
tion is known or determined to have been shared by a 
Federal entity in violation of this title. 
(2) CONSULTATION.—In developing the procedures required 

under this section, the Director of National Intelligence, the 
Secretary of Homeland Security, the Secretary of Defense, and 
the Attorney General shall consult with appropriate Federal 
entities, including the Small Business Administration and the 
National Laboratories (as defined in section 2 of the Energy 
Policy Act of 2005 (42 U.S.C. 15801)), to ensure that effective 
protocols are implemented that will facilitate and promote the 
sharing of cyber threat indicators by the Federal Government 
in a timely manner. 
(c) SUBMITTAL TO CONGRESS.—Not later than 60 days after 

the date of the enactment of this Act, the Director of National 
Intelligence, in consultation with the heads of the appropriate Fed-
eral entities, shall submit to Congress the procedures required 
by subsection (a). 

SEC. 104. AUTHORIZATIONS FOR PREVENTING, DETECTING, ANA-

LYZING, AND MITIGATING CYBERSECURITY THREATS. 

(a) AUTHORIZATION FOR MONITORING.— 
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(1) IN GENERAL.—Notwithstanding any other provision of 
law, a private entity may, for cybersecurity purposes, monitor— 

(A) an information system of such private entity; 
(B) an information system of another non-Federal 

entity, upon the authorization and written consent of such 
other entity; 

(C) an information system of a Federal entity, upon 
the authorization and written consent of an authorized 
representative of the Federal entity; and 

(D) information that is stored on, processed by, or 
transiting an information system monitored by the private 
entity under this paragraph. 
(2) CONSTRUCTION.—Nothing in this subsection shall be 

construed— 
(A) to authorize the monitoring of an information 

system, or the use of any information obtained through 
such monitoring, other than as provided in this title; or 

(B) to limit otherwise lawful activity. 
(b) AUTHORIZATION FOR OPERATION OF DEFENSIVE MEASURES.— 

(1) IN GENERAL.—Notwithstanding any other provision of 
law, a private entity may, for cybersecurity purposes, operate 
a defensive measure that is applied to— 

(A) an information system of such private entity in 
order to protect the rights or property of the private entity; 

(B) an information system of another non-Federal 
entity upon written consent of such entity for operation 
of such defensive measure to protect the rights or property 
of such entity; and 

(C) an information system of a Federal entity upon 
written consent of an authorized representative of such 
Federal entity for operation of such defensive measure 
to protect the rights or property of the Federal Government. 
(2) CONSTRUCTION.—Nothing in this subsection shall be 

construed— 
(A) to authorize the use of a defensive measure other 

than as provided in this subsection; or 
(B) to limit otherwise lawful activity. 

(c) AUTHORIZATION FOR SHARING OR RECEIVING CYBER THREAT 
INDICATORS OR DEFENSIVE MEASURES.— 

(1) IN GENERAL.—Except as provided in paragraph (2) and 
notwithstanding any other provision of law, a non-Federal 
entity may, for a cybersecurity purpose and consistent with 
the protection of classified information, share with, or receive 
from, any other non-Federal entity or the Federal Government 
a cyber threat indicator or defensive measure. 

(2) LAWFUL RESTRICTION.—A non-Federal entity receiving 
a cyber threat indicator or defensive measure from another 
non-Federal entity or a Federal entity shall comply with other-
wise lawful restrictions placed on the sharing or use of such 
cyber threat indicator or defensive measure by the sharing 
non-Federal entity or Federal entity. 

(3) CONSTRUCTION.—Nothing in this subsection shall be 
construed— 

(A) to authorize the sharing or receiving of a cyber 
threat indicator or defensive measure other than as pro-
vided in this subsection; or 

(B) to limit otherwise lawful activity. 
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(d) PROTECTION AND USE OF INFORMATION.— 
(1) SECURITY OF INFORMATION.—A non-Federal entity moni-

toring an information system, operating a defensive measure, 
or providing or receiving a cyber threat indicator or defensive 
measure under this section shall implement and utilize a secu-
rity control to protect against unauthorized access to or acquisi-
tion of such cyber threat indicator or defensive measure. 

(2) REMOVAL OF CERTAIN PERSONAL INFORMATION.—A non- 
Federal entity sharing a cyber threat indicator pursuant to 
this title shall, prior to such sharing— 

(A) review such cyber threat indicator to assess 
whether such cyber threat indicator contains any informa-
tion not directly related to a cybersecurity threat that 
the non-Federal entity knows at the time of sharing to 
be personal information of a specific individual or informa-
tion that identifies a specific individual and remove such 
information; or 

(B) implement and utilize a technical capability config-
ured to remove any information not directly related to 
a cybersecurity threat that the non-Federal entity knows 
at the time of sharing to be personal information of a 
specific individual or information that identifies a specific 
individual. 
(3) USE OF CYBER THREAT INDICATORS AND DEFENSIVE MEAS-

URES BY NON-FEDERAL ENTITIES.— 
(A) IN GENERAL.—Consistent with this title, a cyber 

threat indicator or defensive measure shared or received 
under this section may, for cybersecurity purposes— 

(i) be used by a non-Federal entity to monitor 
or operate a defensive measure that is applied to— 

(I) an information system of the non-Federal 
entity; or 

(II) an information system of another non- 
Federal entity or a Federal entity upon the written 
consent of that other non-Federal entity or that 
Federal entity; and 
(ii) be otherwise used, retained, and further shared 

by a non-Federal entity subject to— 
(I) an otherwise lawful restriction placed by 

the sharing non-Federal entity or Federal entity 
on such cyber threat indicator or defensive 
measure; or 

(II) an otherwise applicable provision of law. 
(B) CONSTRUCTION.—Nothing in this paragraph shall 

be construed to authorize the use of a cyber threat indicator 
or defensive measure other than as provided in this section. 
(4) USE OF CYBER THREAT INDICATORS BY STATE, TRIBAL, 

OR LOCAL GOVERNMENT.— 
(A) LAW ENFORCEMENT USE.—A State, tribal, or local 

government that receives a cyber threat indicator or defen-
sive measure under this title may use such cyber threat 
indicator or defensive measure for the purposes described 
in section 105(d)(5)(A). 

(B) EXEMPTION FROM DISCLOSURE.—A cyber threat 
indicator or defensive measure shared by or with a State, 
tribal, or local government, including a component of a 
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State, tribal, or local government that is a private entity, 
under this section shall be— 

(i) deemed voluntarily shared information; and 
(ii) exempt from disclosure under any provision 

of State, tribal, or local freedom of information law, 
open government law, open meetings law, open records 
law, sunshine law, or similar law requiring disclosure 
of information or records. 
(C) STATE, TRIBAL, AND LOCAL REGULATORY 

AUTHORITY.— 
(i) IN GENERAL.—Except as provided in clause (ii), 

a cyber threat indicator or defensive measure shared 
with a State, tribal, or local government under this 
title shall not be used by any State, tribal, or local 
government to regulate, including an enforcement 
action, the lawful activity of any non-Federal entity 
or any activity taken by a non-Federal entity pursuant 
to mandatory standards, including an activity relating 
to monitoring, operating a defensive measure, or 
sharing of a cyber threat indicator. 

(ii) REGULATORY AUTHORITY SPECIFICALLY 
RELATING TO PREVENTION OR MITIGATION OF CYBERSE-
CURITY THREATS.—A cyber threat indicator or defensive 
measure shared as described in clause (i) may, con-
sistent with a State, tribal, or local government regu-
latory authority specifically relating to the prevention 
or mitigation of cybersecurity threats to information 
systems, inform the development or implementation 
of a regulation relating to such information systems. 

(e) ANTITRUST EXEMPTION.— 
(1) IN GENERAL.—Except as provided in section 108(e), it 

shall not be considered a violation of any provision of antitrust 
laws for 2 or more private entities to exchange or provide 
a cyber threat indicator or defensive measure, or assistance 
relating to the prevention, investigation, or mitigation of a 
cybersecurity threat, for cybersecurity purposes under this title. 

(2) APPLICABILITY.—Paragraph (1) shall apply only to 
information that is exchanged or assistance provided in order 
to assist with— 

(A) facilitating the prevention, investigation, or mitiga-
tion of a cybersecurity threat to an information system 
or information that is stored on, processed by, or transiting 
an information system; or 

(B) communicating or disclosing a cyber threat indi-
cator to help prevent, investigate, or mitigate the effect 
of a cybersecurity threat to an information system or 
information that is stored on, processed by, or transiting 
an information system. 

(f) NO RIGHT OR BENEFIT.—The sharing of a cyber threat indi-
cator or defensive measure with a non-Federal entity under this 
title shall not create a right or benefit to similar information by 
such non-Federal entity or any other non-Federal entity. 

SEC. 105. SHARING OF CYBER THREAT INDICATORS AND DEFENSIVE 

MEASURES WITH THE FEDERAL GOVERNMENT. 

(a) REQUIREMENT FOR POLICIES AND PROCEDURES.— 
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(1) INTERIM POLICIES AND PROCEDURES.—Not later than 
60 days after the date of the enactment of this Act, the Attorney 
General and the Secretary of Homeland Security shall, in con-
sultation with the heads of the appropriate Federal entities, 
jointly develop and submit to Congress interim policies and 
procedures relating to the receipt of cyber threat indicators 
and defensive measures by the Federal Government. 

(2) FINAL POLICIES AND PROCEDURES.—Not later than 180 
days after the date of the enactment of this Act, the Attorney 
General and the Secretary of Homeland Security shall, in con-
sultation with the heads of the appropriate Federal entities, 
jointly issue and make publicly available final policies and 
procedures relating to the receipt of cyber threat indicators 
and defensive measures by the Federal Government. 

(3) REQUIREMENTS CONCERNING POLICIES AND PROCE-
DURES.—Consistent with the guidelines required by subsection 
(b), the policies and procedures developed or issued under this 
subsection shall— 

(A) ensure that cyber threat indicators shared with 
the Federal Government by any non-Federal entity pursu-
ant to section 104(c) through the real-time process 
described in subsection (c) of this section— 

(i) are shared in an automated manner with all 
of the appropriate Federal entities; 

(ii) are only subject to a delay, modification, or 
other action due to controls established for such real- 
time process that could impede real-time receipt by 
all of the appropriate Federal entities when the delay, 
modification, or other action is due to controls— 

(I) agreed upon unanimously by all of the 
heads of the appropriate Federal entities; 

(II) carried out before any of the appropriate 
Federal entities retains or uses the cyber threat 
indicators or defensive measures; and 

(III) uniformly applied such that each of the 
appropriate Federal entities is subject to the same 
delay, modification, or other action; and 
(iii) may be provided to other Federal entities; 

(B) ensure that cyber threat indicators shared with 
the Federal Government by any non-Federal entity pursu-
ant to section 104 in a manner other than the real-time 
process described in subsection (c) of this section— 

(i) are shared as quickly as operationally prac-
ticable with all of the appropriate Federal entities; 

(ii) are not subject to any unnecessary delay, inter-
ference, or any other action that could impede receipt 
by all of the appropriate Federal entities; and 

(iii) may be provided to other Federal entities; 
and 
(C) ensure there are— 

(i) audit capabilities; and 
(ii) appropriate sanctions in place for officers, 

employees, or agents of a Federal entity who knowingly 
and willfully conduct activities under this title in an 
unauthorized manner. 

(4) GUIDELINES FOR ENTITIES SHARING CYBER THREAT 
INDICATORS WITH FEDERAL GOVERNMENT.— 
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(A) IN GENERAL.—Not later than 60 days after the 
date of the enactment of this Act, the Attorney General 
and the Secretary of Homeland Security shall jointly 
develop and make publicly available guidance to assist 
entities and promote sharing of cyber threat indicators 
with Federal entities under this title. 

(B) CONTENTS.—The guidelines developed and made 
publicly available under subparagraph (A) shall include 
guidance on the following: 

(i) Identification of types of information that would 
qualify as a cyber threat indicator under this title 
that would be unlikely to include information that— 

(I) is not directly related to a cybersecurity 
threat; and 

(II) is personal information of a specific indi-
vidual or information that identifies a specific indi-
vidual. 
(ii) Identification of types of information protected 

under otherwise applicable privacy laws that are 
unlikely to be directly related to a cybersecurity threat. 

(iii) Such other matters as the Attorney General 
and the Secretary of Homeland Security consider 
appropriate for entities sharing cyber threat indicators 
with Federal entities under this title. 

(b) PRIVACY AND CIVIL LIBERTIES.— 
(1) INTERIM GUIDELINES.—Not later than 60 days after 

the date of the enactment of this Act, the Attorney General 
and the Secretary of Homeland Security shall, in consultation 
with heads of the appropriate Federal entities and in consulta-
tion with officers designated under section 1062 of the National 
Security Intelligence Reform Act of 2004 (42 U.S.C. 2000ee– 
1), jointly develop, submit to Congress, and make available 
to the public interim guidelines relating to privacy and civil 
liberties which shall govern the receipt, retention, use, and 
dissemination of cyber threat indicators by a Federal entity 
obtained in connection with activities authorized in this title. 

(2) FINAL GUIDELINES.— 
(A) IN GENERAL.—Not later than 180 days after the 

date of the enactment of this Act, the Attorney General 
and the Secretary of Homeland Security shall, in coordina-
tion with heads of the appropriate Federal entities and 
in consultation with officers designated under section 1062 
of the National Security Intelligence Reform Act of 2004 
(42 U.S.C. 2000ee–1) and such private entities with 
industry expertise as the Attorney General and the Sec-
retary consider relevant, jointly issue and make publicly 
available final guidelines relating to privacy and civil lib-
erties which shall govern the receipt, retention, use, and 
dissemination of cyber threat indicators by a Federal entity 
obtained in connection with activities authorized in this 
title. 

(B) PERIODIC REVIEW.—The Attorney General and the 
Secretary of Homeland Security shall, in coordination with 
heads of the appropriate Federal entities and in consulta-
tion with officers and private entities described in subpara-
graph (A), periodically, but not less frequently than once 

The 26th Annual Festival of Legal Learning February 12, 2016



H. R. 2029—705 

every 2 years, jointly review the guidelines issued under 
subparagraph (A). 
(3) CONTENT.—The guidelines required by paragraphs (1) 

and (2) shall, consistent with the need to protect information 
systems from cybersecurity threats and mitigate cybersecurity 
threats— 

(A) limit the effect on privacy and civil liberties of 
activities by the Federal Government under this title; 

(B) limit the receipt, retention, use, and dissemination 
of cyber threat indicators containing personal information 
of specific individuals or information that identifies specific 
individuals, including by establishing— 

(i) a process for the timely destruction of such 
information that is known not to be directly related 
to uses authorized under this title; and 

(ii) specific limitations on the length of any period 
in which a cyber threat indicator may be retained; 
(C) include requirements to safeguard cyber threat 

indicators containing personal information of specific 
individuals or information that identifies specific individ-
uals from unauthorized access or acquisition, including 
appropriate sanctions for activities by officers, employees, 
or agents of the Federal Government in contravention of 
such guidelines; 

(D) consistent with this title, any other applicable 
provisions of law, and the fair information practice prin-
ciples set forth in appendix A of the document entitled 
‘‘National Strategy for Trusted Identities in Cyberspace’’ 
and published by the President in April 2011, govern the 
retention, use, and dissemination by the Federal Govern-
ment of cyber threat indicators shared with the Federal 
Government under this title, including the extent, if any, 
to which such cyber threat indicators may be used by 
the Federal Government; 

(E) include procedures for notifying entities and Fed-
eral entities if information received pursuant to this section 
is known or determined by a Federal entity receiving such 
information not to constitute a cyber threat indicator; 

(F) protect the confidentiality of cyber threat indicators 
containing personal information of specific individuals or 
information that identifies specific individuals to the 
greatest extent practicable and require recipients to be 
informed that such indicators may only be used for pur-
poses authorized under this title; and 

(G) include steps that may be needed so that dissemi-
nation of cyber threat indicators is consistent with the 
protection of classified and other sensitive national security 
information. 

(c) CAPABILITY AND PROCESS WITHIN THE DEPARTMENT OF 
HOMELAND SECURITY.— 

(1) IN GENERAL.—Not later than 90 days after the date 
of the enactment of this Act, the Secretary of Homeland Secu-
rity, in coordination with the heads of the appropriate Federal 
entities, shall develop and implement a capability and process 
within the Department of Homeland Security that— 
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(A) shall accept from any non-Federal entity in real 
time cyber threat indicators and defensive measures, pursu-
ant to this section; 

(B) shall, upon submittal of the certification under 
paragraph (2) that such capability and process fully and 
effectively operates as described in such paragraph, be 
the process by which the Federal Government receives 
cyber threat indicators and defensive measures under this 
title that are shared by a non-Federal entity with the 
Federal Government through electronic mail or media, an 
interactive form on an Internet website, or a real time, 
automated process between information systems except— 

(i) consistent with section 104, communications 
between a Federal entity and a non-Federal entity 
regarding a previously shared cyber threat indicator 
to describe the relevant cybersecurity threat or develop 
a defensive measure based on such cyber threat indi-
cator; and 

(ii) communications by a regulated non-Federal 
entity with such entity’s Federal regulatory authority 
regarding a cybersecurity threat; 
(C) ensures that all of the appropriate Federal entities 

receive in an automated manner such cyber threat indica-
tors and defensive measures shared through the real-time 
process within the Department of Homeland Security; 

(D) is in compliance with the policies, procedures, and 
guidelines required by this section; and 

(E) does not limit or prohibit otherwise lawful disclo-
sures of communications, records, or other information, 
including— 

(i) reporting of known or suspected criminal 
activity, by a non-Federal entity to any other non- 
Federal entity or a Federal entity, including cyber 
threat indicators or defensive measures shared with 
a Federal entity in furtherance of opening a Federal 
law enforcement investigation; 

(ii) voluntary or legally compelled participation in 
a Federal investigation; and 

(iii) providing cyber threat indicators or defensive 
measures as part of a statutory or authorized contrac-
tual requirement. 

(2) CERTIFICATION AND DESIGNATION.— 
(A) CERTIFICATION OF CAPABILITY AND PROCESS.—Not 

later than 90 days after the date of the enactment of 
this Act, the Secretary of Homeland Security shall, in con-
sultation with the heads of the appropriate Federal entities, 
submit to Congress a certification as to whether the capa-
bility and process required by paragraph (1) fully and effec-
tively operates— 

(i) as the process by which the Federal Government 
receives from any non-Federal entity a cyber threat 
indicator or defensive measure under this title; and 

(ii) in accordance with the interim policies, proce-
dures, and guidelines developed under this title. 
(B) DESIGNATION.— 

(i) IN GENERAL.—At any time after certification 
is submitted under subparagraph (A), the President 
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may designate an appropriate Federal entity, other 
than the Department of Defense (including the 
National Security Agency), to develop and implement 
a capability and process as described in paragraph 
(1) in addition to the capability and process developed 
under such paragraph by the Secretary of Homeland 
Security, if, not fewer than 30 days before making 
such designation, the President submits to Congress 
a certification and explanation that— 

(I) such designation is necessary to ensure 
that full, effective, and secure operation of a capa-
bility and process for the Federal Government to 
receive from any non-Federal entity cyber threat 
indicators or defensive measures under this title; 

(II) the designated appropriate Federal entity 
will receive and share cyber threat indicators and 
defensive measures in accordance with the policies, 
procedures, and guidelines developed under this 
title, including subsection (a)(3)(A); and 

(III) such designation is consistent with the 
mission of such appropriate Federal entity and 
improves the ability of the Federal Government 
to receive, share, and use cyber threat indicators 
and defensive measures as authorized under this 
title. 
(ii) APPLICATION TO ADDITIONAL CAPABILITY AND 

PROCESS.—If the President designates an appropriate 
Federal entity to develop and implement a capability 
and process under clause (i), the provisions of this 
title that apply to the capability and process required 
by paragraph (1) shall also be construed to apply to 
the capability and process developed and implemented 
under clause (i). 

(3) PUBLIC NOTICE AND ACCESS.—The Secretary of Home-
land Security shall ensure there is public notice of, and access 
to, the capability and process developed and implemented under 
paragraph (1) so that— 

(A) any non-Federal entity may share cyber threat 
indicators and defensive measures through such process 
with the Federal Government; and 

(B) all of the appropriate Federal entities receive such 
cyber threat indicators and defensive measures in real 
time with receipt through the process within the Depart-
ment of Homeland Security consistent with the policies 
and procedures issued under subsection (a). 
(4) OTHER FEDERAL ENTITIES.—The process developed and 

implemented under paragraph (1) shall ensure that other Fed-
eral entities receive in a timely manner any cyber threat indica-
tors and defensive measures shared with the Federal Govern-
ment through such process. 
(d) INFORMATION SHARED WITH OR PROVIDED TO THE FEDERAL 

GOVERNMENT.— 
(1) NO WAIVER OF PRIVILEGE OR PROTECTION.—The provi-

sion of cyber threat indicators and defensive measures to the 
Federal Government under this title shall not constitute a 
waiver of any applicable privilege or protection provided by 
law, including trade secret protection. 
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(2) PROPRIETARY INFORMATION.—Consistent with section 
104(c)(2) and any other applicable provision of law, a cyber 
threat indicator or defensive measure provided by a non-Federal 
entity to the Federal Government under this title shall be 
considered the commercial, financial, and proprietary informa-
tion of such non-Federal entity when so designated by the 
originating non-Federal entity or a third party acting in accord-
ance with the written authorization of the originating non- 
Federal entity. 

(3) EXEMPTION FROM DISCLOSURE.—A cyber threat indicator 
or defensive measure shared with the Federal Government 
under this title shall be— 

(A) deemed voluntarily shared information and exempt 
from disclosure under section 552 of title 5, United States 
Code, and any State, tribal, or local provision of law 
requiring disclosure of information or records; and 

(B) withheld, without discretion, from the public under 
section 552(b)(3)(B) of title 5, United States Code, and 
any State, tribal, or local provision of law requiring disclo-
sure of information or records. 
(4) EX PARTE COMMUNICATIONS.—The provision of a cyber 

threat indicator or defensive measure to the Federal Govern-
ment under this title shall not be subject to a rule of any 
Federal agency or department or any judicial doctrine regarding 
ex parte communications with a decision-making official. 

(5) DISCLOSURE, RETENTION, AND USE.— 
(A) AUTHORIZED ACTIVITIES.—Cyber threat indicators 

and defensive measures provided to the Federal Govern-
ment under this title may be disclosed to, retained by, 
and used by, consistent with otherwise applicable provi-
sions of Federal law, any Federal agency or department, 
component, officer, employee, or agent of the Federal 
Government solely for— 

(i) a cybersecurity purpose; 
(ii) the purpose of identifying— 

(I) a cybersecurity threat, including the source 
of such cybersecurity threat; or 

(II) a security vulnerability; 
(iii) the purpose of responding to, or otherwise 

preventing or mitigating, a specific threat of death, 
a specific threat of serious bodily harm, or a specific 
threat of serious economic harm, including a terrorist 
act or a use of a weapon of mass destruction; 

(iv) the purpose of responding to, investigating, 
prosecuting, or otherwise preventing or mitigating, a 
serious threat to a minor, including sexual exploitation 
and threats to physical safety; or 

(v) the purpose of preventing, investigating, dis-
rupting, or prosecuting an offense arising out of a 
threat described in clause (iii) or any of the offenses 
listed in— 

(I) sections 1028 through 1030 of title 18, 
United States Code (relating to fraud and identity 
theft); 

(II) chapter 37 of such title (relating to espio-
nage and censorship); and 
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(III) chapter 90 of such title (relating to protec-
tion of trade secrets). 

(B) PROHIBITED ACTIVITIES.—Cyber threat indicators 
and defensive measures provided to the Federal Govern-
ment under this title shall not be disclosed to, retained 
by, or used by any Federal agency or department for any 
use not permitted under subparagraph (A). 

(C) PRIVACY AND CIVIL LIBERTIES.—Cyber threat indica-
tors and defensive measures provided to the Federal 
Government under this title shall be retained, used, and 
disseminated by the Federal Government— 

(i) in accordance with the policies, procedures, and 
guidelines required by subsections (a) and (b); 

(ii) in a manner that protects from unauthorized 
use or disclosure any cyber threat indicators that may 
contain— 

(I) personal information of a specific indi-
vidual; or 

(II) information that identifies a specific indi-
vidual; and 
(iii) in a manner that protects the confidentiality 

of cyber threat indicators containing— 
(I) personal information of a specific indi-

vidual; or 
(II) information that identifies a specific indi-

vidual. 
(D) FEDERAL REGULATORY AUTHORITY.— 

(i) IN GENERAL.—Except as provided in clause (ii), 
cyber threat indicators and defensive measures pro-
vided to the Federal Government under this title shall 
not be used by any Federal, State, tribal, or local 
government to regulate, including an enforcement 
action, the lawful activities of any non-Federal entity 
or any activities taken by a non-Federal entity pursu-
ant to mandatory standards, including activities 
relating to monitoring, operating defensive measures, 
or sharing cyber threat indicators. 

(ii) EXCEPTIONS.— 
(I) REGULATORY AUTHORITY SPECIFICALLY 

RELATING TO PREVENTION OR MITIGATION OF CYBER-
SECURITY THREATS.—Cyber threat indicators and 
defensive measures provided to the Federal 
Government under this title may, consistent with 
Federal or State regulatory authority specifically 
relating to the prevention or mitigation of cyberse-
curity threats to information systems, inform the 
development or implementation of regulations 
relating to such information systems. 

(II) PROCEDURES DEVELOPED AND IMPLE-
MENTED UNDER THIS TITLE.—Clause (i) shall not 
apply to procedures developed and implemented 
under this title. 

SEC. 106. PROTECTION FROM LIABILITY. 

(a) MONITORING OF INFORMATION SYSTEMS.—No cause of action 
shall lie or be maintained in any court against any private entity, 
and such action shall be promptly dismissed, for the monitoring 
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of an information system and information under section 104(a) 
that is conducted in accordance with this title. 

(b) SHARING OR RECEIPT OF CYBER THREAT INDICATORS.—No 
cause of action shall lie or be maintained in any court against 
any private entity, and such action shall be promptly dismissed, 
for the sharing or receipt of a cyber threat indicator or defensive 
measure under section 104(c) if— 

(1) such sharing or receipt is conducted in accordance with 
this title; and 

(2) in a case in which a cyber threat indicator or defensive 
measure is shared with the Federal Government, the cyber 
threat indicator or defensive measure is shared in a manner 
that is consistent with section 105(c)(1)(B) and the sharing 
or receipt, as the case may be, occurs after the earlier of— 

(A) the date on which the interim policies and proce-
dures are submitted to Congress under section 105(a)(1) 
and guidelines are submitted to Congress under section 
105(b)(1); or 

(B) the date that is 60 days after the date of the 
enactment of this Act. 

(c) CONSTRUCTION.—Nothing in this title shall be construed— 
(1) to create— 

(A) a duty to share a cyber threat indicator or defensive 
measure; or 

(B) a duty to warn or act based on the receipt of 
a cyber threat indicator or defensive measure; or 
(2) to undermine or limit the availability of otherwise 

applicable common law or statutory defenses. 

SEC. 107. OVERSIGHT OF GOVERNMENT ACTIVITIES. 

(a) REPORT ON IMPLEMENTATION.— 
(1) IN GENERAL.—Not later than 1 year after the date 

of the enactment of this title, the heads of the appropriate 
Federal entities shall jointly submit to Congress a detailed 
report concerning the implementation of this title. 

(2) CONTENTS.—The report required by paragraph (1) may 
include such recommendations as the heads of the appropriate 
Federal entities may have for improvements or modifications 
to the authorities, policies, procedures, and guidelines under 
this title and shall include the following: 

(A) An evaluation of the effectiveness of real-time 
information sharing through the capability and process 
developed under section 105(c), including any impediments 
to such real-time sharing. 

(B) An assessment of whether cyber threat indicators 
or defensive measures have been properly classified and 
an accounting of the number of security clearances author-
ized by the Federal Government for the purpose of sharing 
cyber threat indicators or defensive measures with the 
private sector. 

(C) The number of cyber threat indicators or defensive 
measures received through the capability and process 
developed under section 105(c). 

(D) A list of Federal entities that have received cyber 
threat indicators or defensive measures under this title. 

(b) BIENNIAL REPORT ON COMPLIANCE.— 
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(1) IN GENERAL.—Not later than 2 years after the date 
of the enactment of this Act and not less frequently than 
once every 2 years thereafter, the inspectors general of the 
appropriate Federal entities, in consultation with the Inspector 
General of the Intelligence Community and the Council of 
Inspectors General on Financial Oversight, shall jointly submit 
to Congress an interagency report on the actions of the execu-
tive branch of the Federal Government to carry out this title 
during the most recent 2-year period. 

(2) CONTENTS.—Each report submitted under paragraph 
(1) shall include, for the period covered by the report, the 
following: 

(A) An assessment of the sufficiency of the policies, 
procedures, and guidelines relating to the sharing of cyber 
threat indicators within the Federal Government, including 
those policies, procedures, and guidelines relating to the 
removal of information not directly related to a cybersecu-
rity threat that is personal information of a specific indi-
vidual or information that identifies a specific individual. 

(B) An assessment of whether cyber threat indicators 
or defensive measures have been properly classified and 
an accounting of the number of security clearances author-
ized by the Federal Government for the purpose of sharing 
cyber threat indicators or defensive measures with the 
private sector. 

(C) A review of the actions taken by the Federal 
Government based on cyber threat indicators or defensive 
measures shared with the Federal Government under this 
title, including a review of the following: 

(i) The appropriateness of subsequent uses and 
disseminations of cyber threat indicators or defensive 
measures. 

(ii) Whether cyber threat indicators or defensive 
measures were shared in a timely and adequate 
manner with appropriate entities, or, if appropriate, 
were made publicly available. 
(D) An assessment of the cyber threat indicators or 

defensive measures shared with the appropriate Federal 
entities under this title, including the following: 

(i) The number of cyber threat indicators or defen-
sive measures shared through the capability and 
process developed under section 105(c). 

(ii) An assessment of any information not directly 
related to a cybersecurity threat that is personal 
information of a specific individual or information 
identifying a specific individual and was shared by 
a non-Federal government entity with the Federal 
government in contravention of this title, or was shared 
within the Federal Government in contravention of 
the guidelines required by this title, including a 
description of any significant violation of this title. 

(iii) The number of times, according to the Attorney 
General, that information shared under this title was 
used by a Federal entity to prosecute an offense listed 
in section 105(d)(5)(A). 

(iv) A quantitative and qualitative assessment of 
the effect of the sharing of cyber threat indicators 
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or defensive measures with the Federal Government 
on privacy and civil liberties of specific individuals, 
including the number of notices that were issued with 
respect to a failure to remove information not directly 
related to a cybersecurity threat that was personal 
information of a specific individual or information that 
identified a specific individual in accordance with the 
procedures required by section 105(b)(3)(E). 

(v) The adequacy of any steps taken by the Federal 
Government to reduce any adverse effect from activities 
carried out under this title on the privacy and civil 
liberties of United States persons. 
(E) An assessment of the sharing of cyber threat indica-

tors or defensive measures among Federal entities to iden-
tify inappropriate barriers to sharing information. 
(3) RECOMMENDATIONS.—Each report submitted under this 

subsection may include such recommendations as the inspectors 
general may have for improvements or modifications to the 
authorities and processes under this title. 
(c) INDEPENDENT REPORT ON REMOVAL OF PERSONAL INFORMA-

TION.—Not later than 3 years after the date of the enactment 
of this Act, the Comptroller General of the United States shall 
submit to Congress a report on the actions taken by the Federal 
Government to remove personal information from cyber threat 
indicators or defensive measures pursuant to this title. Such report 
shall include an assessment of the sufficiency of the policies, proce-
dures, and guidelines established under this title in addressing 
concerns relating to privacy and civil liberties. 

(d) FORM OF REPORTS.—Each report required under this section 
shall be submitted in an unclassified form, but may include a 
classified annex. 

(e) PUBLIC AVAILABILITY OF REPORTS.—The unclassified por-
tions of the reports required under this section shall be made 
available to the public. 

SEC. 108. CONSTRUCTION AND PREEMPTION. 

(a) OTHERWISE LAWFUL DISCLOSURES.—Nothing in this title 
shall be construed— 

(1) to limit or prohibit otherwise lawful disclosures of 
communications, records, or other information, including 
reporting of known or suspected criminal activity, by a non- 
Federal entity to any other non-Federal entity or the Federal 
Government under this title; or 

(2) to limit or prohibit otherwise lawful use of such disclo-
sures by any Federal entity, even when such otherwise lawful 
disclosures duplicate or replicate disclosures made under this 
title. 
(b) WHISTLE BLOWER PROTECTIONS.—Nothing in this title shall 

be construed to prohibit or limit the disclosure of information pro-
tected under section 2302(b)(8) of title 5, United States Code (gov-
erning disclosures of illegality, waste, fraud, abuse, or public health 
or safety threats), section 7211 of title 5, United States Code (gov-
erning disclosures to Congress), section 1034 of title 10, United 
States Code (governing disclosure to Congress by members of the 
military), section 1104 of the National Security Act of 1947 (50 
U.S.C. 3234) (governing disclosure by employees of elements of 
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the intelligence community), or any similar provision of Federal 
or State law. 

(c) PROTECTION OF SOURCES AND METHODS.—Nothing in this 
title shall be construed— 

(1) as creating any immunity against, or otherwise 
affecting, any action brought by the Federal Government, or 
any agency or department thereof, to enforce any law, executive 
order, or procedure governing the appropriate handling, disclo-
sure, or use of classified information; 

(2) to affect the conduct of authorized law enforcement 
or intelligence activities; or 

(3) to modify the authority of a department or agency 
of the Federal Government to protect classified information 
and sources and methods and the national security of the 
United States. 
(d) RELATIONSHIP TO OTHER LAWS.—Nothing in this title shall 

be construed to affect any requirement under any other provision 
of law for a non-Federal entity to provide information to the Federal 
Government. 

(e) PROHIBITED CONDUCT.—Nothing in this title shall be con-
strued to permit price-fixing, allocating a market between competi-
tors, monopolizing or attempting to monopolize a market, boy-
cotting, or exchanges of price or cost information, customer lists, 
or information regarding future competitive planning. 

(f) INFORMATION SHARING RELATIONSHIPS.—Nothing in this title 
shall be construed— 

(1) to limit or modify an existing information sharing rela-
tionship; 

(2) to prohibit a new information sharing relationship; 
(3) to require a new information sharing relationship 

between any non-Federal entity and a Federal entity or another 
non-Federal entity; or 

(4) to require the use of the capability and process within 
the Department of Homeland Security developed under section 
105(c). 
(g) PRESERVATION OF CONTRACTUAL OBLIGATIONS AND 

RIGHTS.—Nothing in this title shall be construed— 
(1) to amend, repeal, or supersede any current or future 

contractual agreement, terms of service agreement, or other 
contractual relationship between any non-Federal entities, or 
between any non-Federal entity and a Federal entity; or 

(2) to abrogate trade secret or intellectual property rights 
of any non-Federal entity or Federal entity. 
(h) ANTI-TASKING RESTRICTION.—Nothing in this title shall be 

construed to permit a Federal entity— 
(1) to require a non-Federal entity to provide information 

to a Federal entity or another non-Federal entity; 
(2) to condition the sharing of cyber threat indicators with 

a non-Federal entity on such entity’s provision of cyber threat 
indicators to a Federal entity or another non-Federal entity; 
or 

(3) to condition the award of any Federal grant, contract, 
or purchase on the provision of a cyber threat indicator to 
a Federal entity or another non-Federal entity. 
(i) NO LIABILITY FOR NON-PARTICIPATION.—Nothing in this title 

shall be construed to subject any entity to liability for choosing 
not to engage in the voluntary activities authorized in this title. 
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(j) USE AND RETENTION OF INFORMATION.—Nothing in this title 
shall be construed to authorize, or to modify any existing authority 
of, a department or agency of the Federal Government to retain 
or use any information shared under this title for any use other 
than permitted in this title. 

(k) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This title supersedes any statute or other 

provision of law of a State or political subdivision of a State 
that restricts or otherwise expressly regulates an activity 
authorized under this title. 

(2) STATE LAW ENFORCEMENT.—Nothing in this title shall 
be construed to supersede any statute or other provision of 
law of a State or political subdivision of a State concerning 
the use of authorized law enforcement practices and procedures. 
(l) REGULATORY AUTHORITY.—Nothing in this title shall be con-

strued— 
(1) to authorize the promulgation of any regulations not 

specifically authorized to be issued under this title; 
(2) to establish or limit any regulatory authority not specifi-

cally established or limited under this title; or 
(3) to authorize regulatory actions that would duplicate 

or conflict with regulatory requirements, mandatory standards, 
or related processes under another provision of Federal law. 
(m) AUTHORITY OF SECRETARY OF DEFENSE TO RESPOND TO 

MALICIOUS CYBER ACTIVITY CARRIED OUT BY FOREIGN POWERS.— 
Nothing in this title shall be construed to limit the authority 
of the Secretary of Defense under section 130g of title 10, United 
States Code. 

(n) CRIMINAL PROSECUTION.—Nothing in this title shall be con-
strued to prevent the disclosure of a cyber threat indicator or 
defensive measure shared under this title in a case of criminal 
prosecution, when an applicable provision of Federal, State, tribal, 
or local law requires disclosure in such case. 

SEC. 109. REPORT ON CYBERSECURITY THREATS. 

(a) REPORT REQUIRED.—Not later than 180 days after the date 
of the enactment of this Act, the Director of National Intelligence, 
in coordination with the heads of other appropriate elements of 
the intelligence community, shall submit to the Select Committee 
on Intelligence of the Senate and the Permanent Select Committee 
on Intelligence of the House of Representatives a report on cyberse-
curity threats, including cyber attacks, theft, and data breaches. 

(b) CONTENTS.—The report required by subsection (a) shall 
include the following: 

(1) An assessment of the current intelligence sharing and 
cooperation relationships of the United States with other coun-
tries regarding cybersecurity threats, including cyber attacks, 
theft, and data breaches, directed against the United States 
and which threaten the United States national security 
interests and economy and intellectual property, specifically 
identifying the relative utility of such relationships, which ele-
ments of the intelligence community participate in such rela-
tionships, and whether and how such relationships could be 
improved. 

(2) A list and an assessment of the countries and nonstate 
actors that are the primary threats of carrying out a cybersecu-
rity threat, including a cyber attack, theft, or data breach, 
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against the United States and which threaten the United States 
national security, economy, and intellectual property. 

(3) A description of the extent to which the capabilities 
of the United States Government to respond to or prevent 
cybersecurity threats, including cyber attacks, theft, or data 
breaches, directed against the United States private sector 
are degraded by a delay in the prompt notification by private 
entities of such threats or cyber attacks, theft, and data 
breaches. 

(4) An assessment of additional technologies or capabilities 
that would enhance the ability of the United States to prevent 
and to respond to cybersecurity threats, including cyber attacks, 
theft, and data breaches. 

(5) An assessment of any technologies or practices utilized 
by the private sector that could be rapidly fielded to assist 
the intelligence community in preventing and responding to 
cybersecurity threats. 
(c) FORM OF REPORT.—The report required by subsection (a) 

shall be made available in classified and unclassified forms. 
(d) INTELLIGENCE COMMUNITY DEFINED.—In this section, the 

term ‘‘intelligence community’’ has the meaning given that term 
in section 3 of the National Security Act of 1947 (50 U.S.C. 3003). 

SEC. 110. EXCEPTION TO LIMITATION ON AUTHORITY OF SECRETARY 

OF DEFENSE TO DISSEMINATE CERTAIN INFORMATION. 

Notwithstanding subsection (c)(3) of section 393 of title 10, 
United States Code, the Secretary of Defense may authorize the 
sharing of cyber threat indicators and defensive measures pursuant 
to the policies, procedures, and guidelines developed or issued under 
this title. 

SEC. 111. EFFECTIVE PERIOD. 

(a) IN GENERAL.—Except as provided in subsection (b), this 
title and the amendments made by this title shall be effective 
during the period beginning on the date of the enactment of this 
Act and ending on September 30, 2025. 

(b) EXCEPTION.—With respect to any action authorized by this 
title or information obtained pursuant to an action authorized by 
this title, which occurred before the date on which the provisions 
referred to in subsection (a) cease to have effect, the provisions 
of this title shall continue in effect. 

TITLE II—NATIONAL CYBERSECURITY 
ADVANCEMENT 

Subtitle A—National Cybersecurity and 
Communications Integration Center 

SEC. 201. SHORT TITLE. 

This subtitle may be cited as the ‘‘National Cybersecurity 
Protection Advancement Act of 2015’’. 

SEC. 202. DEFINITIONS. 

In this subtitle: 
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(1) APPROPRIATE CONGRESSIONAL COMMITTEES.—The term 
‘‘appropriate congressional committees’’ means— 

(A) the Committee on Homeland Security and Govern-
mental Affairs of the Senate; and 

(B) the Committee on Homeland Security of the House 
of Representatives. 
(2) CYBERSECURITY RISK; INCIDENT.—The terms ‘‘cybersecu-

rity risk’’ and ‘‘incident’’ have the meanings given those terms 
in section 227 of the Homeland Security Act of 2002, as so 
redesignated by section 223(a)(3) of this division. 

(3) CYBER THREAT INDICATOR; DEFENSIVE MEASURE.—The 
terms ‘‘cyber threat indicator’’ and ‘‘defensive measure’’ have 
the meanings given those terms in section 102. 

(4) DEPARTMENT.—The term ‘‘Department’’ means the 
Department of Homeland Security. 

(5) SECRETARY.—The term ‘‘Secretary’’ means the Secretary 
of Homeland Security. 

SEC. 203. INFORMATION SHARING STRUCTURE AND PROCESSES. 

Section 227 of the Homeland Security Act of 2002, as so redesig-
nated by section 223(a)(3) of this division, is amended— 

(1) in subsection (a)— 
(A) by redesignating paragraphs (3) and (4) as para-

graphs (4) and (5), respectively; 
(B) by striking paragraphs (1) and (2) and inserting 

the following: 
‘‘(1) the term ‘cybersecurity risk’— 

‘‘(A) means threats to and vulnerabilities of information 
or information systems and any related consequences 
caused by or resulting from unauthorized access, use, 
disclosure, degradation, disruption, modification, or 
destruction of such information or information systems, 
including such related consequences caused by an act of 
terrorism; and 

‘‘(B) does not include any action that solely involves 
a violation of a consumer term of service or a consumer 
licensing agreement; 
‘‘(2) the terms ‘cyber threat indicator’ and ‘defensive 

measure’ have the meanings given those terms in section 102 
of the Cybersecurity Act of 2015; 

‘‘(3) the term ‘incident’ means an occurrence that actually 
or imminently jeopardizes, without lawful authority, the integ-
rity, confidentiality, or availability of information on an 
information system, or actually or imminently jeopardizes, with-
out lawful authority, an information system;’’; 

(C) in paragraph (4), as so redesignated, by striking 
‘‘and’’ at the end; 

(D) in paragraph (5), as so redesignated, by striking 
the period at the end and inserting ‘‘; and’’; and 

(E) by adding at the end the following: 
‘‘(6) the term ‘sharing’ (including all conjugations thereof) 

means providing, receiving, and disseminating (including all 
conjugations of each of such terms).’’; 

(2) in subsection (c)— 
(A) in paragraph (1)— 
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(i) by inserting ‘‘, including the implementation 
of title I of the Cybersecurity Act of 2015’’ before the 
semicolon at the end; and 

(ii) by inserting ‘‘cyber threat indicators, defensive 
measures,’’ before ‘‘cybersecurity risks’’; 
(B) in paragraph (3), by striking ‘‘cybersecurity risks’’ 

and inserting ‘‘cyber threat indicators, defensive measures, 
cybersecurity risks,’’; 

(C) in paragraph (5)(A), by striking ‘‘cybersecurity 
risks’’ and inserting ‘‘cyber threat indicators, defensive 
measures, cybersecurity risks,’’; 

(D) in paragraph (6)— 
(i) by striking ‘‘cybersecurity risks’’ and inserting 

‘‘cyber threat indicators, defensive measures, cyberse-
curity risks,’’; and 

(ii) by striking ‘‘and’’ at the end; 
(E) in paragraph (7)— 

(i) in subparagraph (A), by striking ‘‘and’’ at the 
end; 

(ii) in subparagraph (B), by striking the period 
at the end and inserting ‘‘; and’’; and 

(iii) by adding at the end the following: 
‘‘(C) sharing cyber threat indicators and defensive 

measures;’’; and 
(F) by adding at the end the following: 

‘‘(8) engaging with international partners, in consultation 
with other appropriate agencies, to— 

‘‘(A) collaborate on cyber threat indicators, defensive 
measures, and information related to cybersecurity risks 
and incidents; and 

‘‘(B) enhance the security and resilience of global cyber-
security; 
‘‘(9) sharing cyber threat indicators, defensive measures, 

and other information related to cybersecurity risks and 
incidents with Federal and non-Federal entities, including 
across sectors of critical infrastructure and with State and 
major urban area fusion centers, as appropriate; 

‘‘(10) participating, as appropriate, in national exercises 
run by the Department; and 

‘‘(11) in coordination with the Office of Emergency Commu-
nications of the Department, assessing and evaluating con-
sequence, vulnerability, and threat information regarding cyber 
incidents to public safety communications to help facilitate 
continuous improvements to the security and resiliency of such 
communications.’’; 

(3) in subsection (d)(1)— 
(A) in subparagraph (B)— 

(i) in clause (i), by striking ‘‘and local’’ and 
inserting ‘‘, local, and tribal’’; 

(ii) in clause (ii), by striking ‘‘; and’’ and inserting 
‘‘, including information sharing and analysis centers;’’; 

(iii) in clause (iii), by adding ‘‘and’’ at the end; 
and 

(iv) by adding at the end the following: 
‘‘(iv) private entities;’’. 

(B) in subparagraph (D), by striking ‘‘and’’ at the end; 
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(C) by redesignating subparagraph (E) as subpara-
graph (F); and 

(D) by inserting after subparagraph (D) the following: 
‘‘(E) an entity that collaborates with State and local 

governments on cybersecurity risks and incidents, and has 
entered into a voluntary information sharing relationship 
with the Center; and’’; 
(4) in subsection (e)— 

(A) in paragraph (1)— 
(i) in subparagraph (A), by inserting ‘‘cyber threat 

indicators, defensive measures, and’’ before ‘‘informa-
tion’’; 

(ii) in subparagraph (B), by inserting ‘‘cyber threat 
indicators, defensive measures, and’’ before ‘‘informa-
tion related’’; 

(iii) in subparagraph (F)— 
(I) by striking ‘‘cybersecurity risks’’ and 

inserting ‘‘cyber threat indicators, defensive meas-
ures, cybersecurity risks,’’; and 

(II) by striking ‘‘and’’ at the end; 
(iv) in subparagraph (G), by striking ‘‘cybersecurity 

risks and incidents’’ and inserting ‘‘cyber threat indica-
tors, defensive measures, cybersecurity risks, and 
incidents; and’’; and 

(v) by adding at the end the following: 
‘‘(H) the Center designates an agency contact for non- 

Federal entities;’’; 
(B) in paragraph (2)— 

(i) by striking ‘‘cybersecurity risks’’ and inserting 
‘‘cyber threat indicators, defensive measures, cyberse-
curity risks,’’; and 

(ii) by inserting ‘‘or disclosure’’ after ‘‘access’’; and 
(C) in paragraph (3), by inserting before the period 

at the end the following: ‘‘, including by working with 
the Privacy Officer appointed under section 222 to ensure 
that the Center follows the policies and procedures specified 
in subsections (b) and (d)(5)(C) of section 105 of the Cyber-
security Act of 2015’’; and 
(5) by adding at the end the following: 

‘‘(g) AUTOMATED INFORMATION SHARING.— 
‘‘(1) IN GENERAL.—The Under Secretary appointed under 

section 103(a)(1)(H), in coordination with industry and other 
stakeholders, shall develop capabilities making use of existing 
information technology industry standards and best practices, 
as appropriate, that support and rapidly advance the develop-
ment, adoption, and implementation of automated mechanisms 
for the sharing of cyber threat indicators and defensive meas-
ures in accordance with title I of the Cybersecurity Act of 
2015. 

‘‘(2) ANNUAL REPORT.—The Under Secretary appointed 
under section 103(a)(1)(H) shall submit to the Committee on 
Homeland Security and Governmental Affairs of the Senate 
and the Committee on Homeland Security of the House of 
Representatives an annual report on the status and progress 
of the development of the capabilities described in paragraph 
(1). Such reports shall be required until such capabilities are 
fully implemented. 
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‘‘(h) VOLUNTARY INFORMATION SHARING PROCEDURES.— 
‘‘(1) PROCEDURES.— 

‘‘(A) IN GENERAL.—The Center may enter into a vol-
untary information sharing relationship with any con-
senting non-Federal entity for the sharing of cyber threat 
indicators and defensive measures for cybersecurity pur-
poses in accordance with this section. Nothing in this sub-
section may be construed to require any non-Federal entity 
to enter into any such information sharing relationship 
with the Center or any other entity. The Center may termi-
nate a voluntary information sharing relationship under 
this subsection, at the sole and unreviewable discretion 
of the Secretary, acting through the Under Secretary 
appointed under section 103(a)(1)(H), for any reason, 
including if the Center determines that the non-Federal 
entity with which the Center has entered into such a 
relationship has violated the terms of this subsection. 

‘‘(B) NATIONAL SECURITY.—The Secretary may decline 
to enter into a voluntary information sharing relationship 
under this subsection, at the sole and unreviewable discre-
tion of the Secretary, acting through the Under Secretary 
appointed under section 103(a)(1)(H), for any reason, 
including if the Secretary determines that such is appro-
priate for national security. 
‘‘(2) VOLUNTARY INFORMATION SHARING RELATIONSHIPS.— 

A voluntary information sharing relationship under this sub-
section may be characterized as an agreement described in 
this paragraph. 

‘‘(A) STANDARD AGREEMENT.—For the use of a non- 
Federal entity, the Center shall make available a standard 
agreement, consistent with this section, on the Depart-
ment’s website. 

‘‘(B) NEGOTIATED AGREEMENT.—At the request of a non- 
Federal entity, and if determined appropriate by the 
Center, at the sole and unreviewable discretion of the Sec-
retary, acting through the Under Secretary appointed 
under section 103(a)(1)(H), the Department shall negotiate 
a non-standard agreement, consistent with this section. 

‘‘(C) EXISTING AGREEMENTS.—An agreement between 
the Center and a non-Federal entity that is entered into 
before the date of enactment of this subsection, or such 
an agreement that is in effect before such date, shall be 
deemed in compliance with the requirements of this sub-
section, notwithstanding any other provision or require-
ment of this subsection. An agreement under this sub-
section shall include the relevant privacy protections as 
in effect under the Cooperative Research and Development 
Agreement for Cybersecurity Information Sharing and 
Collaboration, as of December 31, 2014. Nothing in this 
subsection may be construed to require a non-Federal entity 
to enter into either a standard or negotiated agreement 
to be in compliance with this subsection. 

‘‘(i) DIRECT REPORTING.—The Secretary shall develop policies 
and procedures for direct reporting to the Secretary by the Director 
of the Center regarding significant cybersecurity risks and incidents. 
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‘‘(j) REPORTS ON INTERNATIONAL COOPERATION.—Not later than 
180 days after the date of enactment of this subsection, and periodi-
cally thereafter, the Secretary of Homeland Security shall submit 
to the Committee on Homeland Security and Governmental Affairs 
of the Senate and the Committee on Homeland Security of the 
House of Representatives a report on the range of efforts underway 
to bolster cybersecurity collaboration with relevant international 
partners in accordance with subsection (c)(8). 

‘‘(k) OUTREACH.—Not later than 60 days after the date of enact-
ment of this subsection, the Secretary, acting through the Under 
Secretary appointed under section 103(a)(1)(H), shall— 

‘‘(1) disseminate to the public information about how to 
voluntarily share cyber threat indicators and defensive meas-
ures with the Center; and 

‘‘(2) enhance outreach to critical infrastructure owners and 
operators for purposes of such sharing. 
‘‘(l) COORDINATED VULNERABILITY DISCLOSURE.—The Secretary, 

in coordination with industry and other stakeholders, may develop 
and adhere to Department policies and procedures for coordinating 
vulnerability disclosures.’’. 

SEC. 204. INFORMATION SHARING AND ANALYSIS ORGANIZATIONS. 

Section 212 of the Homeland Security Act of 2002 (6 U.S.C. 
131) is amended— 

(1) in paragraph (5)— 
(A) in subparagraph (A)— 

(i) by inserting ‘‘, including information related 
to cybersecurity risks and incidents,’’ after ‘‘critical 
infrastructure information’’; and 

(ii) by inserting ‘‘, including cybersecurity risks 
and incidents,’’ after ‘‘related to critical infrastructure’’; 
(B) in subparagraph (B)— 

(i) by inserting ‘‘, including cybersecurity risks and 
incidents,’’ after ‘‘critical infrastructure information’’; 
and 

(ii) by inserting ‘‘, including cybersecurity risks 
and incidents,’’ after ‘‘related to critical infrastructure’’; 
and 
(C) in subparagraph (C), by inserting ‘‘, including cyber-

security risks and incidents,’’ after ‘‘critical infrastructure 
information’’; and 
(2) by adding at the end the following: 
‘‘(8) CYBERSECURITY RISK; INCIDENT.—The terms ‘cybersecu-

rity risk’ and ‘incident’ have the meanings given those terms 
in section 227.’’. 

SEC. 205. NATIONAL RESPONSE FRAMEWORK. 

Section 228 of the Homeland Security Act of 2002, as added 
by section 223(a)(4) of this division, is amended by adding at the 
end the following: 

‘‘(d) NATIONAL RESPONSE FRAMEWORK.—The Secretary, in 
coordination with the heads of other appropriate Federal depart-
ments and agencies, and in accordance with the National Cybersecu-
rity Incident Response Plan required under subsection (c), shall 
regularly update, maintain, and exercise the Cyber Incident Annex 
to the National Response Framework of the Department.’’. 
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SEC. 206. REPORT ON REDUCING CYBERSECURITY RISKS IN DHS DATA 

CENTERS. 

Not later than 1 year after the date of the enactment of this 
Act, the Secretary shall submit to the appropriate congressional 
committees a report on the feasibility of the Department creating 
an environment for the reduction in cybersecurity risks in Depart-
ment data centers, including by increasing compartmentalization 
between systems, and providing a mix of security controls between 
such compartments. 

SEC. 207. ASSESSMENT. 

Not later than 2 years after the date of enactment of this 
Act, the Comptroller General of the United States shall submit 
to the appropriate congressional committees a report that includes— 

(1) an assessment of the implementation by the Secretary 
of this title and the amendments made by this title; and 

(2) to the extent practicable, findings regarding increases 
in the sharing of cyber threat indicators, defensive measures, 
and information relating to cybersecurity risks and incidents 
at the center established under section 227 of the Homeland 
Security Act of 2002, as redesignated by section 223(a) of this 
division, and throughout the United States. 

SEC. 208. MULTIPLE SIMULTANEOUS CYBER INCIDENTS AT CRITICAL 

INFRASTRUCTURE. 

Not later than 1 year after the date of enactment of this 
Act, the Under Secretary appointed under section 103(a)(1)(H) of 
the Homeland Security Act of 2002 (6 U.S.C. 113(a)(1)(H)) shall 
provide information to the appropriate congressional committees 
on the feasibility of producing a risk-informed plan to address 
the risk of multiple simultaneous cyber incidents affecting critical 
infrastructure, including cyber incidents that may have a cascading 
effect on other critical infrastructure. 

SEC. 209. REPORT ON CYBERSECURITY VULNERABILITIES OF UNITED 

STATES PORTS. 

Not later than 180 days after the date of enactment of this 
Act, the Secretary shall submit to the appropriate congressional 
committees, the Committee on Commerce, Science and Transpor-
tation of the Senate, and the Committee on Transportation and 
Infrastructure of the House of Representatives a report on cyberse-
curity vulnerabilities for the 10 United States ports that the Sec-
retary determines are at greatest risk of a cybersecurity incident 
and provide recommendations to mitigate such vulnerabilities. 

SEC. 210. PROHIBITION ON NEW REGULATORY AUTHORITY. 

Nothing in this subtitle or the amendments made by this sub-
title may be construed to grant the Secretary any authority to 
promulgate regulations or set standards relating to the cybersecu-
rity of non-Federal entities, not including State, local, and tribal 
governments, that was not in effect on the day before the date 
of enactment of this Act. 

SEC. 211. TERMINATION OF REPORTING REQUIREMENTS. 

Any reporting requirements in this subtitle shall terminate 
on the date that is 7 years after the date of enactment of this 
Act. 
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Subtitle B—Federal Cybersecurity 
Enhancement 

SEC. 221. SHORT TITLE. 

This subtitle may be cited as the ‘‘Federal Cybersecurity 
Enhancement Act of 2015’’. 

SEC. 222. DEFINITIONS. 

In this subtitle: 
(1) AGENCY.—The term ‘‘agency’’ has the meaning given 

the term in section 3502 of title 44, United States Code. 
(2) AGENCY INFORMATION SYSTEM.—The term ‘‘agency 

information system’’ has the meaning given the term in section 
228 of the Homeland Security Act of 2002, as added by section 
223(a)(4) of this division. 

(3) APPROPRIATE CONGRESSIONAL COMMITTEES.—The term 
‘‘appropriate congressional committees’’ means— 

(A) the Committee on Homeland Security and Govern-
mental Affairs of the Senate; and 

(B) the Committee on Homeland Security of the House 
of Representatives. 
(4) CYBERSECURITY RISK; INFORMATION SYSTEM.—The terms 

‘‘cybersecurity risk’’ and ‘‘information system’’ have the 
meanings given those terms in section 227 of the Homeland 
Security Act of 2002, as so redesignated by section 223(a)(3) 
of this division. 

(5) DIRECTOR.—The term ‘‘Director’’ means the Director 
of the Office of Management and Budget. 

(6) INTELLIGENCE COMMUNITY.—The term ‘‘intelligence 
community’’ has the meaning given the term in section 3(4) 
of the National Security Act of 1947 (50 U.S.C. 3003(4)). 

(7) NATIONAL SECURITY SYSTEM.—The term ‘‘national secu-
rity system’’ has the meaning given the term in section 11103 
of title 40, United States Code. 

(8) SECRETARY.—The term ‘‘Secretary’’ means the Secretary 
of Homeland Security. 

SEC. 223. IMPROVED FEDERAL NETWORK SECURITY. 

(a) IN GENERAL.—Subtitle C of title II of the Homeland Security 
Act of 2002 (6 U.S.C. 141 et seq.) is amended— 

(1) by redesignating section 228 as section 229; 
(2) by redesignating section 227 as subsection (c) of section 

228, as added by paragraph (4), and adjusting the margins 
accordingly; 

(3) by redesignating the second section designated as sec-
tion 226 (relating to the national cybersecurity and communica-
tions integration center) as section 227; 

(4) by inserting after section 227, as so redesignated, the 
following: 

‘‘SEC. 228. CYBERSECURITY PLANS. 

‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘agency information system’ means an 

information system used or operated by an agency or by another 
entity on behalf of an agency; 
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‘‘(2) the terms ‘cybersecurity risk’ and ‘information system’ 
have the meanings given those terms in section 227; 

‘‘(3) the term ‘intelligence community’ has the meaning 
given the term in section 3(4) of the National Security Act 
of 1947 (50 U.S.C. 3003(4)); and 

‘‘(4) the term ‘national security system’ has the meaning 
given the term in section 11103 of title 40, United States 
Code. 
‘‘(b) INTRUSION ASSESSMENT PLAN.— 

‘‘(1) REQUIREMENT.—The Secretary, in coordination with 
the Director of the Office of Management and Budget, shall— 

‘‘(A) develop and implement an intrusion assessment 
plan to proactively detect, identify, and remove intruders 
in agency information systems on a routine basis; and 

‘‘(B) update such plan as necessary. 
‘‘(2) EXCEPTION.—The intrusion assessment plan required 

under paragraph (1) shall not apply to the Department of 
Defense, a national security system, or an element of the intel-
ligence community.’’; 

(5) in section 228(c), as so redesignated, by striking ‘‘section 
226’’ and inserting ‘‘section 227’’; and 

(6) by inserting after section 229, as so redesignated, the 
following: 

‘‘SEC. 230. FEDERAL INTRUSION DETECTION AND PREVENTION 

SYSTEM. 

‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘agency’ has the meaning given the term 

in section 3502 of title 44, United States Code; 
‘‘(2) the term ‘agency information’ means information col-

lected or maintained by or on behalf of an agency; 
‘‘(3) the term ‘agency information system’ has the meaning 

given the term in section 228; and 
‘‘(4) the terms ‘cybersecurity risk’ and ‘information system’ 

have the meanings given those terms in section 227. 
‘‘(b) REQUIREMENT.— 

‘‘(1) IN GENERAL.—Not later than 1 year after the date 
of enactment of this section, the Secretary shall deploy, operate, 
and maintain, to make available for use by any agency, with 
or without reimbursement— 

‘‘(A) a capability to detect cybersecurity risks in net-
work traffic transiting or traveling to or from an agency 
information system; and 

‘‘(B) a capability to prevent network traffic associated 
with such cybersecurity risks from transiting or traveling 
to or from an agency information system or modify such 
network traffic to remove the cybersecurity risk. 
‘‘(2) REGULAR IMPROVEMENT.—The Secretary shall regularly 

deploy new technologies and modify existing technologies to 
the intrusion detection and prevention capabilities described 
in paragraph (1) as appropriate to improve the intrusion detec-
tion and prevention capabilities. 
‘‘(c) ACTIVITIES.—In carrying out subsection (b), the Secretary— 

‘‘(1) may access, and the head of an agency may disclose 
to the Secretary or a private entity providing assistance to 
the Secretary under paragraph (2), information transiting or 
traveling to or from an agency information system, regardless 
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of the location from which the Secretary or a private entity 
providing assistance to the Secretary under paragraph (2) 
accesses such information, notwithstanding any other provision 
of law that would otherwise restrict or prevent the head of 
an agency from disclosing such information to the Secretary 
or a private entity providing assistance to the Secretary under 
paragraph (2); 

‘‘(2) may enter into contracts or other agreements with, 
or otherwise request and obtain the assistance of, private enti-
ties to deploy, operate, and maintain technologies in accordance 
with subsection (b); 

‘‘(3) may retain, use, and disclose information obtained 
through the conduct of activities authorized under this section 
only to protect information and information systems from cyber-
security risks; 

‘‘(4) shall regularly assess through operational test and 
evaluation in real world or simulated environments available 
advanced protective technologies to improve detection and 
prevention capabilities, including commercial and noncommer-
cial technologies and detection technologies beyond signature- 
based detection, and acquire, test, and deploy such technologies 
when appropriate; 

‘‘(5) shall establish a pilot through which the Secretary 
may acquire, test, and deploy, as rapidly as possible, tech-
nologies described in paragraph (4); and 

‘‘(6) shall periodically update the privacy impact assessment 
required under section 208(b) of the E-Government Act of 2002 
(44 U.S.C. 3501 note). 
‘‘(d) PRINCIPLES.—In carrying out subsection (b), the Secretary 

shall ensure that— 
‘‘(1) activities carried out under this section are reasonably 

necessary for the purpose of protecting agency information and 
agency information systems from a cybersecurity risk; 

‘‘(2) information accessed by the Secretary will be retained 
no longer than reasonably necessary for the purpose of pro-
tecting agency information and agency information systems 
from a cybersecurity risk; 

‘‘(3) notice has been provided to users of an agency informa-
tion system concerning access to communications of users of 
the agency information system for the purpose of protecting 
agency information and the agency information system; and 

‘‘(4) the activities are implemented pursuant to policies 
and procedures governing the operation of the intrusion detec-
tion and prevention capabilities. 
‘‘(e) PRIVATE ENTITIES.— 

‘‘(1) CONDITIONS.—A private entity described in subsection 
(c)(2) may not— 

‘‘(A) disclose any network traffic transiting or traveling 
to or from an agency information system to any entity 
other than the Department or the agency that disclosed 
the information under subsection (c)(1), including personal 
information of a specific individual or information that 
identifies a specific individual not directly related to a 
cybersecurity risk; or 

‘‘(B) use any network traffic transiting or traveling 
to or from an agency information system to which the 
private entity gains access in accordance with this section 
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for any purpose other than to protect agency information 
and agency information systems against cybersecurity risks 
or to administer a contract or other agreement entered 
into pursuant to subsection (c)(2) or as part of another 
contract with the Secretary. 
‘‘(2) LIMITATION ON LIABILITY.—No cause of action shall 

lie in any court against a private entity for assistance provided 
to the Secretary in accordance with this section and any con-
tract or agreement entered into pursuant to subsection (c)(2). 

‘‘(3) RULE OF CONSTRUCTION.—Nothing in paragraph (2) 
shall be construed to authorize an Internet service provider 
to break a user agreement with a customer without the consent 
of the customer. 
‘‘(f) PRIVACY OFFICER REVIEW.—Not later than 1 year after 

the date of enactment of this section, the Privacy Officer appointed 
under section 222, in consultation with the Attorney General, shall 
review the policies and guidelines for the program carried out 
under this section to ensure that the policies and guidelines are 
consistent with applicable privacy laws, including those governing 
the acquisition, interception, retention, use, and disclosure of 
communications.’’. 

(b) AGENCY RESPONSIBILITIES.— 
(1) IN GENERAL.—Except as provided in paragraph (2)— 

(A) not later than 1 year after the date of enactment 
of this Act or 2 months after the date on which the Sec-
retary makes available the intrusion detection and preven-
tion capabilities under section 230(b)(1) of the Homeland 
Security Act of 2002, as added by subsection (a), whichever 
is later, the head of each agency shall apply and continue 
to utilize the capabilities to all information traveling 
between an agency information system and any information 
system other than an agency information system; and 

(B) not later than 6 months after the date on which 
the Secretary makes available improvements to the intru-
sion detection and prevention capabilities pursuant to sec-
tion 230(b)(2) of the Homeland Security Act of 2002, as 
added by subsection (a), the head of each agency shall 
apply and continue to utilize the improved intrusion detec-
tion and prevention capabilities. 
(2) EXCEPTION.—The requirements under paragraph (1) 

shall not apply to the Department of Defense, a national secu-
rity system, or an element of the intelligence community. 

(3) DEFINITION.—Notwithstanding section 222, in this sub-
section, the term ‘‘agency information system’’ means an 
information system owned or operated by an agency. 

(4) RULE OF CONSTRUCTION.—Nothing in this subsection 
shall be construed to limit an agency from applying the intru-
sion detection and prevention capabilities to an information 
system other than an agency information system under section 
230(b)(1) of the Homeland Security Act of 2002, as added by 
subsection (a), at the discretion of the head of the agency 
or as provided in relevant policies, directives, and guidelines. 
(c) TABLE OF CONTENTS AMENDMENT.—The table of contents 

in section 1(b) of the Homeland Security Act of 2002 (6 U.S.C. 
101 note) is amended by striking the items relating to the first 
section designated as section 226, the second section designated 
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as section 226 (relating to the national cybersecurity and commu-
nications integration center), section 227, and section 228 and 
inserting the following: 

‘‘Sec. 226. Cybersecurity recruitment and retention. 
‘‘Sec. 227. National cybersecurity and communications integration center. 
‘‘Sec. 228. Cybersecurity plans. 
‘‘Sec. 229. Clearances. 
‘‘Sec. 230. Federal intrusion detection and prevention system.’’. 

SEC. 224. ADVANCED INTERNAL DEFENSES. 

(a) ADVANCED NETWORK SECURITY TOOLS.— 
(1) IN GENERAL.—The Secretary shall include, in the efforts 

of the Department to continuously diagnose and mitigate cyber-
security risks, advanced network security tools to improve visi-
bility of network activity, including through the use of commer-
cial and free or open source tools, and to detect and mitigate 
intrusions and anomalous activity. 

(2) DEVELOPMENT OF PLAN.—The Director shall develop 
and the Secretary shall implement a plan to ensure that each 
agency utilizes advanced network security tools, including those 
described in paragraph (1), to detect and mitigate intrusions 
and anomalous activity. 
(b) PRIORITIZING ADVANCED SECURITY TOOLS.—The Director 

and the Secretary, in consultation with appropriate agencies, shall— 
(1) review and update Government-wide policies and pro-

grams to ensure appropriate prioritization and use of network 
security monitoring tools within agency networks; and 

(2) brief appropriate congressional committees on such 
prioritization and use. 
(c) IMPROVED METRICS.—The Secretary, in collaboration with 

the Director, shall review and update the metrics used to measure 
security under section 3554 of title 44, United States Code, to 
include measures of intrusion and incident detection and response 
times. 

(d) TRANSPARENCY AND ACCOUNTABILITY.—The Director, in con-
sultation with the Secretary, shall increase transparency to the 
public on agency cybersecurity posture, including by increasing 
the number of metrics available on Federal Government perform-
ance websites and, to the greatest extent practicable, displaying 
metrics for department components, small agencies, and micro- 
agencies. 

(e) MAINTENANCE OF TECHNOLOGIES.—Section 3553(b)(6)(B) of 
title 44, United States Code, is amended by inserting ‘‘, operating, 
and maintaining’’ after ‘‘deploying’’. 

(f) EXCEPTION.—The requirements under this section shall not 
apply to the Department of Defense, a national security system, 
or an element of the intelligence community. 

SEC. 225. FEDERAL CYBERSECURITY REQUIREMENTS. 

(a) IMPLEMENTATION OF FEDERAL CYBERSECURITY STAND-
ARDS.—Consistent with section 3553 of title 44, United States Code, 
the Secretary, in consultation with the Director, shall exercise the 
authority to issue binding operational directives to assist the 
Director in ensuring timely agency adoption of and compliance 
with policies and standards promulgated under section 11331 of 
title 40, United States Code, for securing agency information sys-
tems. 

(b) CYBERSECURITY REQUIREMENTS AT AGENCIES.— 
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(1) IN GENERAL.—Consistent with policies, standards, 
guidelines, and directives on information security under sub-
chapter II of chapter 35 of title 44, United States Code, and 
the standards and guidelines promulgated under section 11331 
of title 40, United States Code, and except as provided in 
paragraph (2), not later than 1 year after the date of the 
enactment of this Act, the head of each agency shall— 

(A) identify sensitive and mission critical data stored 
by the agency consistent with the inventory required under 
the first subsection (c) (relating to the inventory of major 
information systems) and the second subsection (c) (relating 
to the inventory of information systems) of section 3505 
of title 44, United States Code; 

(B) assess access controls to the data described in 
subparagraph (A), the need for readily accessible storage 
of the data, and individuals’ need to access the data; 

(C) encrypt or otherwise render indecipherable to 
unauthorized users the data described in subparagraph 
(A) that is stored on or transiting agency information sys-
tems; 

(D) implement a single sign-on trusted identity plat-
form for individuals accessing each public website of the 
agency that requires user authentication, as developed by 
the Administrator of General Services in collaboration with 
the Secretary; and 

(E) implement identity management consistent with 
section 504 of the Cybersecurity Enhancement Act of 2014 
(Public Law 113–274; 15 U.S.C. 7464), including multi- 
factor authentication, for— 

(i) remote access to an agency information system; 
and 

(ii) each user account with elevated privileges on 
an agency information system. 

(2) EXCEPTION.—The requirements under paragraph (1) 
shall not apply to an agency information system for which— 

(A) the head of the agency has personally certified 
to the Director with particularity that— 

(i) operational requirements articulated in the cer-
tification and related to the agency information system 
would make it excessively burdensome to implement 
the cybersecurity requirement; 

(ii) the cybersecurity requirement is not necessary 
to secure the agency information system or agency 
information stored on or transiting it; and 

(iii) the agency has taken all necessary steps to 
secure the agency information system and agency 
information stored on or transiting it; and 
(B) the head of the agency or the designee of the 

head of the agency has submitted the certification described 
in subparagraph (A) to the appropriate congressional 
committees and the agency’s authorizing committees. 
(3) CONSTRUCTION.—Nothing in this section shall be con-

strued to alter the authority of the Secretary, the Director, 
or the Director of the National Institute of Standards and 
Technology in implementing subchapter II of chapter 35 of 
title 44, United States Code. Nothing in this section shall 
be construed to affect the National Institute of Standards and 
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Technology standards process or the requirement under section 
3553(a)(4) of such title or to discourage continued improvements 
and advancements in the technology, standards, policies, and 
guidelines used to promote Federal information security. 
(c) EXCEPTION.—The requirements under this section shall not 

apply to the Department of Defense, a national security system, 
or an element of the intelligence community. 

SEC. 226. ASSESSMENT; REPORTS. 

(a) DEFINITIONS.—In this section: 
(1) AGENCY INFORMATION.—The term ‘‘agency information’’ 

has the meaning given the term in section 230 of the Homeland 
Security Act of 2002, as added by section 223(a)(6) of this 
division. 

(2) CYBER THREAT INDICATOR; DEFENSIVE MEASURE.—The 
terms ‘‘cyber threat indicator’’ and ‘‘defensive measure’’ have 
the meanings given those terms in section 102. 

(3) INTRUSION ASSESSMENTS.—The term ‘‘intrusion assess-
ments’’ means actions taken under the intrusion assessment 
plan to identify and remove intruders in agency information 
systems. 

(4) INTRUSION ASSESSMENT PLAN.—The term ‘‘intrusion 
assessment plan’’ means the plan required under section 
228(b)(1) of the Homeland Security Act of 2002, as added by 
section 223(a)(4) of this division. 

(5) INTRUSION DETECTION AND PREVENTION CAPABILITIES.— 
The term ‘‘intrusion detection and prevention capabilities’’ 
means the capabilities required under section 230(b) of the 
Homeland Security Act of 2002, as added by section 223(a)(6) 
of this division. 
(b) THIRD-PARTY ASSESSMENT.—Not later than 3 years after 

the date of enactment of this Act, the Comptroller General of 
the United States shall conduct a study and publish a report on 
the effectiveness of the approach and strategy of the Federal 
Government to securing agency information systems, including the 
intrusion detection and prevention capabilities and the intrusion 
assessment plan. 

(c) REPORTS TO CONGRESS.— 
(1) INTRUSION DETECTION AND PREVENTION CAPABILITIES.— 

(A) SECRETARY OF HOMELAND SECURITY REPORT.—Not 
later than 6 months after the date of enactment of this 
Act, and annually thereafter, the Secretary shall submit 
to the appropriate congressional committees a report on 
the status of implementation of the intrusion detection 
and prevention capabilities, including— 

(i) a description of privacy controls; 
(ii) a description of the technologies and capabili-

ties utilized to detect cybersecurity risks in network 
traffic, including the extent to which those technologies 
and capabilities include existing commercial and non-
commercial technologies; 

(iii) a description of the technologies and capabili-
ties utilized to prevent network traffic associated with 
cybersecurity risks from transiting or traveling to or 
from agency information systems, including the extent 
to which those technologies and capabilities include 
existing commercial and noncommercial technologies; 
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(iv) a list of the types of indicators or other identi-
fiers or techniques used to detect cybersecurity risks 
in network traffic transiting or traveling to or from 
agency information systems on each iteration of the 
intrusion detection and prevention capabilities and the 
number of each such type of indicator, identifier, and 
technique; 

(v) the number of instances in which the intrusion 
detection and prevention capabilities detected a cyber-
security risk in network traffic transiting or traveling 
to or from agency information systems and the number 
of times the intrusion detection and prevention 
capabilities blocked network traffic associated with 
cybersecurity risk; and 

(vi) a description of the pilot established under 
section 230(c)(5) of the Homeland Security Act of 2002, 
as added by section 223(a)(6) of this division, including 
the number of new technologies tested and the number 
of participating agencies. 
(B) OMB REPORT.—Not later than 18 months after 

the date of enactment of this Act, and annually thereafter, 
the Director shall submit to Congress, as part of the report 
required under section 3553(c) of title 44, United States 
Code, an analysis of agency application of the intrusion 
detection and prevention capabilities, including— 

(i) a list of each agency and the degree to which 
each agency has applied the intrusion detection and 
prevention capabilities to an agency information 
system; and 

(ii) a list by agency of— 
(I) the number of instances in which the intru-

sion detection and prevention capabilities detected 
a cybersecurity risk in network traffic transiting 
or traveling to or from an agency information 
system and the types of indicators, identifiers, and 
techniques used to detect such cybersecurity risks; 
and 

(II) the number of instances in which the 
intrusion detection and prevention capabilities pre-
vented network traffic associated with a cybersecu-
rity risk from transiting or traveling to or from 
an agency information system and the types of 
indicators, identifiers, and techniques used to 
detect such agency information systems. 

(C) CHIEF INFORMATION OFFICER.—Not earlier than 18 
months after the date of enactment of this Act and not 
later than 2 years after the date of enactment of this 
Act, the Federal Chief Information Officer shall review 
and submit to the appropriate congressional committees 
a report assessing the intrusion detection and intrusion 
prevention capabilities, including— 

(i) the effectiveness of the system in detecting, 
disrupting, and preventing cyber-threat actors, 
including advanced persistent threats, from accessing 
agency information and agency information systems; 

(ii) whether the intrusion detection and prevention 
capabilities, continuous diagnostics and mitigation, and 
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other systems deployed under subtitle D of title II 
of the Homeland Security Act of 2002 (6 U.S.C. 231 
et seq.) are effective in securing Federal information 
systems; 

(iii) the costs and benefits of the intrusion detection 
and prevention capabilities, including as compared to 
commercial technologies and tools and including the 
value of classified cyber threat indicators; and 

(iv) the capability of agencies to protect sensitive 
cyber threat indicators and defensive measures if they 
were shared through unclassified mechanisms for use 
in commercial technologies and tools. 

(2) OMB REPORT ON DEVELOPMENT AND IMPLEMENTATION 
OF INTRUSION ASSESSMENT PLAN, ADVANCED INTERNAL 
DEFENSES, AND FEDERAL CYBERSECURITY REQUIREMENTS.—The 
Director shall— 

(A) not later than 6 months after the date of enactment 
of this Act, and 30 days after any update thereto, submit 
the intrusion assessment plan to the appropriate congres-
sional committees; 

(B) not later than 1 year after the date of enactment 
of this Act, and annually thereafter, submit to Congress, 
as part of the report required under section 3553(c) of 
title 44, United States Code— 

(i) a description of the implementation of the intru-
sion assessment plan; 

(ii) the findings of the intrusion assessments con-
ducted pursuant to the intrusion assessment plan; 

(iii) a description of the advanced network security 
tools included in the efforts to continuously diagnose 
and mitigate cybersecurity risks pursuant to section 
224(a)(1); and 

(iv) a list by agency of compliance with the require-
ments of section 225(b); and 
(C) not later than 1 year after the date of enactment 

of this Act, submit to the appropriate congressional commit-
tees— 

(i) a copy of the plan developed pursuant to section 
224(a)(2); and 

(ii) the improved metrics developed pursuant to 
section 224(c). 

(d) FORM.—Each report required under this section shall be 
submitted in unclassified form, but may include a classified annex. 

SEC. 227. TERMINATION. 

(a) IN GENERAL.—The authority provided under section 230 
of the Homeland Security Act of 2002, as added by section 223(a)(6) 
of this division, and the reporting requirements under section 226(c) 
of this division shall terminate on the date that is 7 years after 
the date of enactment of this Act. 

(b) RULE OF CONSTRUCTION.—Nothing in subsection (a) shall 
be construed to affect the limitation of liability of a private entity 
for assistance provided to the Secretary under section 230(d)(2) 
of the Homeland Security Act of 2002, as added by section 223(a)(6) 
of this division, if such assistance was rendered before the termi-
nation date under subsection (a) or otherwise during a period in 
which the assistance was authorized. 
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SEC. 228. IDENTIFICATION OF INFORMATION SYSTEMS RELATING TO 

NATIONAL SECURITY. 

(a) IN GENERAL.—Except as provided in subsection (c), not 
later than 180 days after the date of enactment of this Act— 

(1) the Director of National Intelligence and the Director 
of the Office of Management and Budget, in coordination with 
the heads of other agencies, shall— 

(A) identify all unclassified information systems that 
provide access to information that may provide an 
adversary with the ability to derive information that would 
otherwise be considered classified; 

(B) assess the risks that would result from the breach 
of each unclassified information system identified in 
subparagraph (A); and 

(C) assess the cost and impact on the mission carried 
out by each agency that owns an unclassified information 
system identified in subparagraph (A) if the system were 
to be subsequently designated as a national security 
system; and 
(2) the Director of National Intelligence and the Director 

of the Office of Management and Budget shall submit to the 
appropriate congressional committees, the Select Committee 
on Intelligence of the Senate, and the Permanent Select Com-
mittee on Intelligence of the House of Representatives a report 
that includes the findings under paragraph (1). 
(b) FORM.—The report submitted under subsection (a)(2) shall 

be in unclassified form, and shall include a classified annex. 
(c) EXCEPTION.—The requirements under subsection (a)(1) shall 

not apply to the Department of Defense, a national security system, 
or an element of the intelligence community. 

(d) RULE OF CONSTRUCTION.—Nothing in this section shall be 
construed to designate an information system as a national security 
system. 

SEC. 229. DIRECTION TO AGENCIES. 

(a) IN GENERAL.—Section 3553 of title 44, United States Code, 
is amended by adding at the end the following: 

‘‘(h) DIRECTION TO AGENCIES.— 
‘‘(1) AUTHORITY.— 

‘‘(A) IN GENERAL.—Subject to subparagraph (B), in 
response to a known or reasonably suspected information 
security threat, vulnerability, or incident that represents 
a substantial threat to the information security of an 
agency, the Secretary may issue an emergency directive 
to the head of an agency to take any lawful action with 
respect to the operation of the information system, 
including such systems used or operated by another entity 
on behalf of an agency, that collects, processes, stores, 
transmits, disseminates, or otherwise maintains agency 
information, for the purpose of protecting the information 
system from, or mitigating, an information security threat. 

‘‘(B) EXCEPTION.—The authorities of the Secretary 
under this subsection shall not apply to a system described 
subsection (d) or to a system described in paragraph (2) 
or (3) of subsection (e). 
‘‘(2) PROCEDURES FOR USE OF AUTHORITY.—The Secretary 

shall— 

The 26th Annual Festival of Legal Learning February 12, 2016



H. R. 2029—732 

‘‘(A) in coordination with the Director, and in consulta-
tion with Federal contractors as appropriate, establish 
procedures governing the circumstances under which a 
directive may be issued under this subsection, which shall 
include— 

‘‘(i) thresholds and other criteria; 
‘‘(ii) privacy and civil liberties protections; and 
‘‘(iii) providing notice to potentially affected third 

parties; 
‘‘(B) specify the reasons for the required action and 

the duration of the directive; 
‘‘(C) minimize the impact of a directive under this 

subsection by— 
‘‘(i) adopting the least intrusive means possible 

under the circumstances to secure the agency informa-
tion systems; and 

‘‘(ii) limiting directives to the shortest period prac-
ticable; 
‘‘(D) notify the Director and the head of any affected 

agency immediately upon the issuance of a directive under 
this subsection; 

‘‘(E) consult with the Director of the National Institute 
of Standards and Technology regarding any directive under 
this subsection that implements standards and guidelines 
developed by the National Institute of Standards and Tech-
nology; 

‘‘(F) ensure that directives issued under this subsection 
do not conflict with the standards and guidelines issued 
under section 11331 of title 40; 

‘‘(G) consider any applicable standards or guidelines 
developed by the National Institute of Standards and Tech-
nology issued by the Secretary of Commerce under section 
11331 of title 40; and 

‘‘(H) not later than February 1 of each year, submit 
to the appropriate congressional committees a report 
regarding the specific actions the Secretary has taken 
pursuant to paragraph (1)(A). 
‘‘(3) IMMINENT THREATS.— 

‘‘(A) IN GENERAL.—Notwithstanding section 3554, the 
Secretary may authorize the use under this subsection 
of the intrusion detection and prevention capabilities estab-
lished under section 230(b)(1) of the Homeland Security 
Act of 2002 for the purpose of ensuring the security of 
agency information systems, if— 

‘‘(i) the Secretary determines there is an imminent 
threat to agency information systems; 

‘‘(ii) the Secretary determines a directive under 
subsection (b)(2)(C) or paragraph (1)(A) is not reason-
ably likely to result in a timely response to the threat; 

‘‘(iii) the Secretary determines the risk posed by 
the imminent threat outweighs any adverse con-
sequences reasonably expected to result from the use 
of the intrusion detection and prevention capabilities 
under the control of the Secretary; 

‘‘(iv) the Secretary provides prior notice to the 
Director, and the head and chief information officer 
(or equivalent official) of each agency to which specific 
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actions will be taken pursuant to this paragraph, and 
notifies the appropriate congressional committees and 
authorizing committees of each such agency within 
7 days of taking an action under this paragraph of— 

‘‘(I) any action taken under this paragraph; 
and 

‘‘(II) the reasons for and duration and nature 
of the action; 
‘‘(v) the action of the Secretary is consistent with 

applicable law; and 
‘‘(vi) the Secretary authorizes the use of the intru-

sion detection and prevention capabilities in accordance 
with the advance procedures established under 
subparagraph (C). 
‘‘(B) LIMITATION ON DELEGATION.—The authority under 

this paragraph may not be delegated by the Secretary. 
‘‘(C) ADVANCE PROCEDURES.—The Secretary shall, in 

coordination with the Director, and in consultation with 
the heads of Federal agencies, establish procedures gov-
erning the circumstances under which the Secretary may 
authorize the use of the intrusion detection and prevention 
capabilities under subparagraph (A). The Secretary shall 
submit the procedures to Congress. 
‘‘(4) LIMITATION.—The Secretary may direct or authorize 

lawful action or the use of the intrusion detection and preven-
tion capabilities under this subsection only to— 

‘‘(A) protect agency information from unauthorized 
access, use, disclosure, disruption, modification, or destruc-
tion; or 

‘‘(B) require the remediation of or protect against 
identified information security risks with respect to— 

‘‘(i) information collected or maintained by or on 
behalf of an agency; or 

‘‘(ii) that portion of an information system used 
or operated by an agency or by a contractor of an 
agency or other organization on behalf of an agency. 

‘‘(i) ANNUAL REPORT TO CONGRESS.—Not later than February 
1 of each year, the Director and the Secretary shall submit to 
the appropriate congressional committees a report regarding the 
specific actions the Director and the Secretary have taken pursuant 
to subsection (a)(5), including any actions taken pursuant to section 
11303(b)(5) of title 40. 

‘‘(j) APPROPRIATE CONGRESSIONAL COMMITTEES DEFINED.—In 
this section, the term ‘appropriate congressional committees’ 
means— 

‘‘(1) the Committee on Appropriations and the Committee 
on Homeland Security and Governmental Affairs of the Senate; 
and 

‘‘(2) the Committee on Appropriations, the Committee on 
Homeland Security, the Committee on Oversight and Govern-
ment Reform, and the Committee on Science, Space, and Tech-
nology of the House of Representatives.’’. 
(b) CONFORMING AMENDMENT.—Section 3554(a)(1)(B) of title 

44, United States Code, is amended— 
(1) in clause (iii), by striking ‘‘and’’ at the end; and 
(2) by adding at the end the following: 
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‘‘(v) emergency directives issued by the Secretary 
under section 3553(h); and’’. 

TITLE III—FEDERAL CYBERSECURITY 
WORKFORCE ASSESSMENT 

SEC. 301. SHORT TITLE. 

This title may be cited as the ‘‘Federal Cybersecurity Workforce 
Assessment Act of 2015’’. 

SEC. 302. DEFINITIONS. 

In this title: 
(1) APPROPRIATE CONGRESSIONAL COMMITTEES.—The term 

‘‘appropriate congressional committees’’ means— 
(A) the Committee on Armed Services of the Senate; 
(B) the Committee on Homeland Security and Govern-

mental Affairs of the Senate; 
(C) the Select Committee on Intelligence of the Senate; 
(D) the Committee on Commerce, Science, and 

Transportation of the Senate; 
(E) the Committee on Armed Services of the House 

of Representatives; 
(F) the Committee on Homeland Security of the House 

of Representatives; 
(G) the Committee on Oversight and Government 

Reform of the House of Representatives; and 
(H) the Permanent Select Committee on Intelligence 

of the House of Representatives. 
(2) DIRECTOR.—The term ‘‘Director’’ means the Director 

of the Office of Personnel Management. 
(3) NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION.— 

The term ‘‘National Initiative for Cybersecurity Education’’ 
means the initiative under the national cybersecurity aware-
ness and education program, as authorized under section 401 
of the Cybersecurity Enhancement Act of 2014 (15 U.S.C. 7451). 

(4) WORK ROLES.—The term ‘‘ work roles’’ means a special-
ized set of tasks and functions requiring specific knowledge, 
skills, and abilities. 

SEC. 303. NATIONAL CYBERSECURITY WORKFORCE MEASUREMENT 

INITIATIVE. 

(a) IN GENERAL.—The head of each Federal agency shall— 
(1) identify all positions within the agency that require 

the performance of cybersecurity or other cyber-related func-
tions; and 

(2) assign the corresponding employment code under the 
National Initiative for Cybersecurity Education in accordance 
with subsection (b). 
(b) EMPLOYMENT CODES.— 

(1) PROCEDURES.— 
(A) CODING STRUCTURE.—Not later than 180 days after 

the date of the enactment of this Act, the Director, in 
coordination with the National Institute of Standards and 
Technology, shall develop a coding structure under the 
National Initiative for Cybersecurity Education. 
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(B) IDENTIFICATION OF CIVILIAN CYBER PERSONNEL.— 
Not later than 9 months after the date of enactment of 
this Act, the Director, in coordination with the Secretary 
of Homeland Security, the Director of the National Institute 
of Standards and Technology, and the Director of National 
Intelligence, shall establish procedures to implement the 
National Initiative for Cybersecurity Education coding 
structure to identify all Federal civilian positions that 
require the performance of information technology, cyberse-
curity, or other cyber-related functions. 

(C) IDENTIFICATION OF NONCIVILIAN CYBER PER-
SONNEL.—Not later than 18 months after the date of enact-
ment of this Act, the Secretary of Defense shall establish 
procedures to implement the National Initiative for Cyber-
security Education’s coding structure to identify all Federal 
noncivilian positions that require the performance of 
information technology, cybersecurity, or other cyber- 
related functions. 

(D) BASELINE ASSESSMENT OF EXISTING CYBERSECURITY 
WORKFORCE.—Not later than 3 months after the date on 
which the procedures are developed under subparagraphs 
(B) and (C), respectively, the head of each Federal agency 
shall submit to the appropriate congressional committees 
of jurisdiction a report that identifies— 

(i) the percentage of personnel with information 
technology, cybersecurity, or other cyber-related job 
functions who currently hold the appropriate industry- 
recognized certifications as identified under the 
National Initiative for Cybersecurity Education; 

(ii) the level of preparedness of other civilian and 
noncivilian cyber personnel without existing creden-
tials to take certification exams; and 

(iii) a strategy for mitigating any gaps identified 
in clause (i) or (ii) with the appropriate training and 
certification for existing personnel. 
(E) PROCEDURES FOR ASSIGNING CODES.—Not later than 

3 months after the date on which the procedures are devel-
oped under subparagraphs (B) and (C), respectively, the 
head of each Federal agency shall establish procedures— 

(i) to identify all encumbered and vacant positions 
with information technology, cybersecurity, or other 
cyber-related functions (as defined in the National Ini-
tiative for Cybersecurity Education’s coding structure); 
and 

(ii) to assign the appropriate employment code to 
each such position, using agreed standards and defini-
tions. 

(2) CODE ASSIGNMENTS.—Not later than 1 year after the 
date after the procedures are established under paragraph 
(1)(E), the head of each Federal agency shall complete assign-
ment of the appropriate employment code to each position 
within the agency with information technology, cybersecurity, 
or other cyber-related functions. 
(c) PROGRESS REPORT.—Not later than 180 days after the date 

of enactment of this Act, the Director shall submit a progress 
report on the implementation of this section to the appropriate 
congressional committees. 
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SEC. 304. IDENTIFICATION OF CYBER-RELATED WORK ROLES OF CRIT-

ICAL NEED. 

(a) IN GENERAL.—Beginning not later than 1 year after the 
date on which the employment codes are assigned to employees 
pursuant to section 303(b)(2), and annually thereafter through 2022, 
the head of each Federal agency, in consultation with the Director, 
the Director of the National Institute of Standards and Technology, 
and the Secretary of Homeland Security, shall— 

(1) identify information technology, cybersecurity, or other 
cyber-related work roles of critical need in the agency’s 
workforce; and 

(2) submit a report to the Director that— 
(A) describes the information technology, cybersecurity, 

or other cyber-related roles identified under paragraph (1); 
and 

(B) substantiates the critical need designations. 
(b) GUIDANCE.—The Director shall provide Federal agencies 

with timely guidance for identifying information technology, cyber-
security, or other cyber-related roles of critical need, including— 

(1) current information technology, cybersecurity, and other 
cyber-related roles with acute skill shortages; and 

(2) information technology, cybersecurity, or other cyber- 
related roles with emerging skill shortages. 
(c) CYBERSECURITY NEEDS REPORT.—Not later than 2 years 

after the date of the enactment of this Act, the Director, in consulta-
tion with the Secretary of Homeland Security, shall— 

(1) identify critical needs for information technology, cyber-
security, or other cyber-related workforce across all Federal 
agencies; and 

(2) submit a progress report on the implementation of 
this section to the appropriate congressional committees. 

SEC. 305. GOVERNMENT ACCOUNTABILITY OFFICE STATUS REPORTS. 

The Comptroller General of the United States shall— 
(1) analyze and monitor the implementation of sections 

303 and 304; and 
(2) not later than 3 years after the date of the enactment 

of this Act, submit a report to the appropriate congressional 
committees that describes the status of such implementation. 

TITLE IV—OTHER CYBER MATTERS 

SEC. 401. STUDY ON MOBILE DEVICE SECURITY. 

(a) IN GENERAL.—Not later than 1 year after the date of the 
enactment of this Act, the Secretary of Homeland Security, in 
consultation with the Director of the National Institute of Standards 
and Technology, shall— 

(1) complete a study on threats relating to the security 
of the mobile devices of the Federal Government; and 

(2) submit an unclassified report to Congress, with a classi-
fied annex if necessary, that contains the findings of such 
study, the recommendations developed under paragraph (3) 
of subsection (b), the deficiencies, if any, identified under (4) 
of such subsection, and the plan developed under paragraph 
(5) of such subsection. 
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(b) MATTERS STUDIED.—In carrying out the study under sub-
section (a)(1), the Secretary, in consultation with the Director of 
the National Institute of Standards and Technology, shall— 

(1) assess the evolution of mobile security techniques from 
a desktop-centric approach, and whether such techniques are 
adequate to meet current mobile security challenges; 

(2) assess the effect such threats may have on the cyberse-
curity of the information systems and networks of the Federal 
Government (except for national security systems or the 
information systems and networks of the Department of 
Defense and the intelligence community); 

(3) develop recommendations for addressing such threats 
based on industry standards and best practices; 

(4) identify any deficiencies in the current authorities of 
the Secretary that may inhibit the ability of the Secretary 
to address mobile device security throughout the Federal 
Government (except for national security systems and the 
information systems and networks of the Department of 
Defense and intelligence community); and 

(5) develop a plan for accelerated adoption of secure mobile 
device technology by the Department of Homeland Security. 
(c) INTELLIGENCE COMMUNITY DEFINED.—In this section, the 

term ‘‘intelligence community’’ has the meaning given such term 
in section 3 of the National Security Act of 1947 (50 U.S.C. 3003). 

SEC. 402. DEPARTMENT OF STATE INTERNATIONAL CYBERSPACE 

POLICY STRATEGY. 

(a) IN GENERAL.—Not later than 90 days after the date of 
the enactment of this Act, the Secretary of State shall produce 
a comprehensive strategy relating to United States international 
policy with regard to cyberspace. 

(b) ELEMENTS.—The strategy required by subsection (a) shall 
include the following: 

(1) A review of actions and activities undertaken by the 
Secretary of State to date to support the goal of the President’s 
International Strategy for Cyberspace, released in May 2011, 
to ‘‘work internationally to promote an open, interoperable, 
secure, and reliable information and communications infra-
structure that supports international trade and commerce, 
strengthens international security, and fosters free expression 
and innovation.’’. 

(2) A plan of action to guide the diplomacy of the Secretary 
of State, with regard to foreign countries, including conducting 
bilateral and multilateral activities to develop the norms of 
responsible international behavior in cyberspace, and status 
review of existing discussions in multilateral fora to obtain 
agreements on international norms in cyberspace. 

(3) A review of the alternative concepts with regard to 
international norms in cyberspace offered by foreign countries 
that are prominent actors, including China, Russia, Brazil, 
and India. 

(4) A detailed description of threats to United States 
national security in cyberspace from foreign countries, state- 
sponsored actors, and private actors to Federal and private 
sector infrastructure of the United States, intellectual property 
in the United States, and the privacy of citizens of the United 
States. 
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(5) A review of policy tools available to the President to 
deter foreign countries, state-sponsored actors, and private 
actors, including those outlined in Executive Order 13694, 
released on April 1, 2015. 

(6) A review of resources required by the Secretary, 
including the Office of the Coordinator for Cyber Issues, to 
conduct activities to build responsible norms of international 
cyber behavior. 
(c) CONSULTATION.—In preparing the strategy required by sub-

section (a), the Secretary of State shall consult, as appropriate, 
with other agencies and departments of the United States and 
the private sector and nongovernmental organizations in the United 
States with recognized credentials and expertise in foreign policy, 
national security, and cybersecurity. 

(d) FORM OF STRATEGY.—The strategy required by subsection 
(a) shall be in unclassified form, but may include a classified annex. 

(e) AVAILABILITY OF INFORMATION.—The Secretary of State 
shall— 

(1) make the strategy required in subsection (a) available 
the public; and 

(2) brief the Committee on Foreign Relations of the Senate 
and the Committee on Foreign Affairs of the House of Rep-
resentatives on the strategy, including any material contained 
in a classified annex. 

SEC. 403. APPREHENSION AND PROSECUTION OF INTERNATIONAL 

CYBER CRIMINALS. 

(a) INTERNATIONAL CYBER CRIMINAL DEFINED.—In this section, 
the term ‘‘international cyber criminal’’ means an individual— 

(1) who is believed to have committed a cybercrime or 
intellectual property crime against the interests of the United 
States or the citizens of the United States; and 

(2) for whom— 
(A) an arrest warrant has been issued by a judge 

in the United States; or 
(B) an international wanted notice (commonly referred 

to as a ‘‘Red Notice’’) has been circulated by Interpol. 
(b) CONSULTATIONS FOR NONCOOPERATION.—The Secretary of 

State, or designee, shall consult with the appropriate government 
official of each country from which extradition is not likely due 
to the lack of an extradition treaty with the United States or 
other reasons, in which one or more international cyber criminals 
are physically present, to determine what actions the government 
of such country has taken— 

(1) to apprehend and prosecute such criminals; and 
(2) to prevent such criminals from carrying out cybercrimes 

or intellectual property crimes against the interests of the 
United States or its citizens. 
(c) ANNUAL REPORT.— 

(1) IN GENERAL.—The Secretary of State shall submit to 
the appropriate congressional committees an annual report that 
includes— 

(A) the number of international cyber criminals located 
in other countries, disaggregated by country, and indicating 
from which countries extradition is not likely due to the 
lack of an extradition treaty with the United States or 
other reasons; 
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(B) the nature and number of significant discussions 
by an official of the Department of State on ways to thwart 
or prosecute international cyber criminals with an official 
of another country, including the name of each such 
country; and 

(C) for each international cyber criminal who was 
extradited to the United States during the most recently 
completed calendar year— 

(i) his or her name; 
(ii) the crimes for which he or she was charged; 
(iii) his or her previous country of residence; and 
(iv) the country from which he or she was extra-

dited into the United States. 
(2) FORM.—The report required by this subsection shall 

be in unclassified form to the maximum extent possible, but 
may include a classified annex. 

(3) APPROPRIATE CONGRESSIONAL COMMITTEES.—For pur-
poses of this subsection, the term ‘‘appropriate congressional 
committees’’ means— 

(A) the Committee on Foreign Relations, the Com-
mittee on Appropriations, the Committee on Homeland 
Security and Governmental Affairs, the Committee on 
Banking, Housing, and Urban Affairs, the Select Com-
mittee on Intelligence, and the Committee on the Judiciary 
of the Senate; and 

(B) the Committee on Foreign Affairs, the Committee 
on Appropriations, the Committee on Homeland Security, 
the Committee on Financial Services, the Permanent Select 
Committee on Intelligence, and the Committee on the 
Judiciary of the House of Representatives. 

SEC. 404. ENHANCEMENT OF EMERGENCY SERVICES. 

(a) COLLECTION OF DATA.—Not later than 90 days after the 
date of the enactment of this Act, the Secretary of Homeland 
Security, acting through the center established under section 227 
of the Homeland Security Act of 2002, as redesignated by section 
223(a)(3) of this division, in coordination with appropriate Federal 
entities and the Director for Emergency Communications, shall 
establish a process by which a Statewide Interoperability Coordi-
nator may report data on any cybersecurity risk or incident 
involving any information system or network used by emergency 
response providers (as defined in section 2 of the Homeland Security 
Act of 2002 (6 U.S.C. 101)) within the State. 

(b) ANALYSIS OF DATA.—Not later than 1 year after the date 
of the enactment of this Act, the Secretary of Homeland Security, 
acting through the Director of the National Cybersecurity and 
Communications Integration Center, in coordination with appro-
priate entities and the Director for Emergency Communications, 
and in consultation with the Secretary of Commerce, acting through 
the Director of the National Institute of Standards and Technology, 
shall conduct integration and analysis of the data reported under 
subsection (a) to develop information and recommendations on secu-
rity and resilience measures for any information system or network 
used by State emergency response providers. 

(c) BEST PRACTICES.— 
(1) IN GENERAL.—Using the results of the integration and 

analysis conducted under subsection (b), and any other relevant 
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information, the Director of the National Institute of Standards 
and Technology shall, on an ongoing basis, facilitate and sup-
port the development of methods for reducing cybersecurity 
risks to emergency response providers using the process 
described in section 2(e) of the National Institute of Standards 
and Technology Act (15 U.S.C. 272(e)). 

(2) REPORT.—The Director of the National Institute of 
Standards and Technology shall submit to Congress a report 
on the result of the activities of the Director under paragraph 
(1), including any methods developed by the Director under 
such paragraph, and shall make such report publicly available 
on the website of the National Institute of Standards and 
Technology. 
(d) RULE OF CONSTRUCTION.—Nothing in this section shall be 

construed to— 
(1) require a State to report data under subsection (a); 

or 
(2) require a non-Federal entity (as defined in section 102) 

to— 
(A) adopt a recommended measure developed under 

subsection (b); or 
(B) follow the result of the activities carried out under 

subsection (c), including any methods developed under such 
subsection. 

SEC. 405. IMPROVING CYBERSECURITY IN THE HEALTH CARE 

INDUSTRY. 

(a) DEFINITIONS.—In this section: 
(1) APPROPRIATE CONGRESSIONAL COMMITTEES.—The term 

‘‘appropriate congressional committees’’ means— 
(A) the Committee on Health, Education, Labor, and 

Pensions, the Committee on Homeland Security and 
Governmental Affairs, and the Select Committee on Intel-
ligence of the Senate; and 

(B) the Committee on Energy and Commerce, the Com-
mittee on Homeland Security, and the Permanent Select 
Committee on Intelligence of the House of Representatives. 
(2) BUSINESS ASSOCIATE.—The term ‘‘business associate’’ 

has the meaning given such term in section 160.103 of title 
45, Code of Federal Regulations (as in effect on the day before 
the date of the enactment of this Act). 

(3) COVERED ENTITY.—The term ‘‘covered entity’’ has the 
meaning given such term in section 160.103 of title 45, Code 
of Federal Regulations (as in effect on the day before the 
date of the enactment of this Act). 

(4) CYBERSECURITY THREAT; CYBER THREAT INDICATOR; 
DEFENSIVE MEASURE; FEDERAL ENTITY; NON-FEDERAL ENTITY; 
PRIVATE ENTITY.—The terms ‘‘cybersecurity threat’’, ‘‘cyber 
threat indicator’’, ‘‘defensive measure’’, ‘‘Federal entity’’, ‘‘non- 
Federal entity’’, and ‘‘private entity’’ have the meanings given 
such terms in section 102 of this division. 

(5) HEALTH CARE CLEARINGHOUSE; HEALTH CARE PROVIDER; 
HEALTH PLAN.—The terms ‘‘health care clearinghouse’’, ‘‘health 
care provider’’, and ‘‘health plan’’ have the meanings given 
such terms in section 160.103 of title 45, Code of Federal 
Regulations (as in effect on the day before the date of the 
enactment of this Act). 
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(6) HEALTH CARE INDUSTRY STAKEHOLDER.—The term 
‘‘health care industry stakeholder’’ means any— 

(A) health plan, health care clearinghouse, or health 
care provider; 

(B) advocate for patients or consumers; 
(C) pharmacist; 
(D) developer or vendor of health information tech-

nology; 
(E) laboratory; 
(F) pharmaceutical or medical device manufacturer; 

or 
(G) additional stakeholder the Secretary determines 

necessary for purposes of subsection (b)(1), (c)(1), (c)(3), 
or (d)(1). 
(7) SECRETARY.—The term ‘‘Secretary’’ means the Secretary 

of Health and Human Services. 
(b) REPORT.— 

(1) IN GENERAL.—Not later than 1 year after the date 
of enactment of this Act, the Secretary shall submit to the 
Committee on Health, Education, Labor, and Pensions of the 
Senate and the Committee on Energy and Commerce of the 
House of Representatives a report on the preparedness of the 
Department of Health and Human Services and health care 
industry stakeholders in responding to cybersecurity threats. 

(2) CONTENTS OF REPORT.—With respect to the internal 
response of the Department of Health and Human Services 
to emerging cybersecurity threats, the report under paragraph 
(1) shall include— 

(A) a clear statement of the official within the Depart-
ment of Health and Human Services to be responsible 
for leading and coordinating efforts of the Department 
regarding cybersecurity threats in the health care industry; 
and 

(B) a plan from each relevant operating division and 
subdivision of the Department of Health and Human Serv-
ices on how such division or subdivision will address cyber-
security threats in the health care industry, including a 
clear delineation of how each such division or subdivision 
will divide responsibility among the personnel of such divi-
sion or subdivision and communicate with other such divi-
sions and subdivisions regarding efforts to address such 
threats. 

(c) HEALTH CARE INDUSTRY CYBERSECURITY TASK FORCE.— 
(1) IN GENERAL.—Not later than 90 days after the date 

of the enactment of this Act, the Secretary, in consultation 
with the Director of the National Institute of Standards and 
Technology and the Secretary of Homeland Security, shall con-
vene health care industry stakeholders, cybersecurity experts, 
and any Federal agencies or entities the Secretary determines 
appropriate to establish a task force to— 

(A) analyze how industries, other than the health care 
industry, have implemented strategies and safeguards for 
addressing cybersecurity threats within their respective 
industries; 

(B) analyze challenges and barriers private entities 
(excluding any State, tribal, or local government) in the 
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health care industry face securing themselves against cyber 
attacks; 

(C) review challenges that covered entities and busi-
ness associates face in securing networked medical devices 
and other software or systems that connect to an electronic 
health record; 

(D) provide the Secretary with information to dissemi-
nate to health care industry stakeholders of all sizes for 
purposes of improving their preparedness for, and response 
to, cybersecurity threats affecting the health care industry; 

(E) establish a plan for implementing title I of this 
division, so that the Federal Government and health care 
industry stakeholders may in real time, share actionable 
cyber threat indicators and defensive measures; and 

(F) report to the appropriate congressional committees 
on the findings and recommendations of the task force 
regarding carrying out subparagraphs (A) through (E). 
(2) TERMINATION.—The task force established under this 

subsection shall terminate on the date that is 1 year after 
the date on which such task force is established. 

(3) DISSEMINATION.—Not later than 60 days after the termi-
nation of the task force established under this subsection, the 
Secretary shall disseminate the information described in para-
graph (1)(D) to health care industry stakeholders in accordance 
with such paragraph. 
(d) ALIGNING HEALTH CARE INDUSTRY SECURITY APPROACHES.— 

(1) IN GENERAL.—The Secretary shall establish, through 
a collaborative process with the Secretary of Homeland Secu-
rity, health care industry stakeholders, the Director of the 
National Institute of Standards and Technology, and any Fed-
eral entity or non-Federal entity the Secretary determines 
appropriate, a common set of voluntary, consensus-based, and 
industry-led guidelines, best practices, methodologies, proce-
dures, and processes that— 

(A) serve as a resource for cost-effectively reducing 
cybersecurity risks for a range of health care organizations; 

(B) support voluntary adoption and implementation 
efforts to improve safeguards to address cybersecurity 
threats; 

(C) are consistent with— 
(i) the standards, guidelines, best practices, meth-

odologies, procedures, and processes developed under 
section 2(c)(15) of the National Institute of Standards 
and Technology Act (15 U.S.C. 272(c)(15)); 

(ii) the security and privacy regulations promul-
gated under section 264(c) of the Health Insurance 
Portability and Accountability Act of 1996 (42 U.S.C. 
1320d–2 note); and 

(iii) the provisions of the Health Information Tech-
nology for Economic and Clinical Health Act (title XIII 
of division A, and title IV of division B, of Public 
Law 111–5), and the amendments made by such Act; 
and 
(D) are updated on a regular basis and applicable 

to a range of health care organizations. 
(2) LIMITATION.—Nothing in this subsection shall be inter-

preted as granting the Secretary authority to— 
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(A) provide for audits to ensure that health care 
organizations are in compliance with this subsection; or 

(B) mandate, direct, or condition the award of any 
Federal grant, contract, or purchase, on compliance with 
this subsection. 
(3) NO LIABILITY FOR NONPARTICIPATION.—Nothing in this 

section shall be construed to subject a health care industry 
stakeholder to liability for choosing not to engage in the vol-
untary activities authorized or guidelines developed under this 
subsection. 
(e) INCORPORATING ONGOING ACTIVITIES.—In carrying out the 

activities under this section, the Secretary may incorporate activi-
ties that are ongoing as of the day before the date of enactment 
of this Act and that are consistent with the objectives of this 
section. 

(f) RULE OF CONSTRUCTION.—Nothing in this section shall be 
construed to limit the antitrust exemption under section 104(e) 
or the protection from liability under section 106. 

SEC. 406. FEDERAL COMPUTER SECURITY. 

(a) DEFINITIONS.—In this section: 
(1) COVERED SYSTEM.—The term ‘‘covered system’’ shall 

mean a national security system as defined in section 11103 
of title 40, United States Code, or a Federal computer system 
that provides access to personally identifiable information. 

(2) COVERED AGENCY.—The term ‘‘covered agency’’ means 
an agency that operates a covered system. 

(3) LOGICAL ACCESS CONTROL.—The term ‘‘logical access 
control’’ means a process of granting or denying specific 
requests to obtain and use information and related information 
processing services. 

(4) MULTI-FACTOR AUTHENTICATION.—The term ‘‘multi- 
factor authentication’’ means the use of not fewer than 2 
authentication factors, such as the following: 

(A) Something that is known to the user, such as 
a password or personal identification number. 

(B) An access device that is provided to the user, 
such as a cryptographic identification device or token. 

(C) A unique biometric characteristic of the user. 
(5) PRIVILEGED USER.—The term ‘‘privileged user’’ means 

a user who has access to system control, monitoring, or adminis-
trative functions. 
(b) INSPECTOR GENERAL REPORTS ON COVERED SYSTEMS.— 

(1) IN GENERAL.—Not later than 240 days after the date 
of enactment of this Act, the Inspector General of each covered 
agency shall submit to the appropriate committees of jurisdic-
tion in the Senate and the House of Representatives a report, 
which shall include information collected from the covered 
agency for the contents described in paragraph (2) regarding 
the Federal computer systems of the covered agency. 

(2) CONTENTS.—The report submitted by each Inspector 
General of a covered agency under paragraph (1) shall include, 
with respect to the covered agency, the following: 

(A) A description of the logical access policies and 
practices used by the covered agency to access a covered 
system, including whether appropriate standards were fol-
lowed. 
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(B) A description and list of the logical access controls 
and multi-factor authentication used by the covered agency 
to govern access to covered systems by privileged users. 

(C) If the covered agency does not use logical access 
controls or multi-factor authentication to access a covered 
system, a description of the reasons for not using such 
logical access controls or multi-factor authentication. 

(D) A description of the following information security 
management practices used by the covered agency 
regarding covered systems: 

(i) The policies and procedures followed to conduct 
inventories of the software present on the covered sys-
tems of the covered agency and the licenses associated 
with such software. 

(ii) What capabilities the covered agency utilizes 
to monitor and detect exfiltration and other threats, 
including— 

(I) data loss prevention capabilities; 
(II) forensics and visibility capabilities; or 
(III) digital rights management capabilities. 

(iii) A description of how the covered agency is 
using the capabilities described in clause (ii). 

(iv) If the covered agency is not utilizing capabili-
ties described in clause (ii), a description of the reasons 
for not utilizing such capabilities. 
(E) A description of the policies and procedures of 

the covered agency with respect to ensuring that entities, 
including contractors, that provide services to the covered 
agency are implementing the information security manage-
ment practices described in subparagraph (D). 
(3) EXISTING REVIEW.—The reports required under this sub-

section may be based in whole or in part on an audit, evalua-
tion, or report relating to programs or practices of the covered 
agency, and may be submitted as part of another report, 
including the report required under section 3555 of title 44, 
United States Code. 

(4) CLASSIFIED INFORMATION.—Reports submitted under 
this subsection shall be in unclassified form, but may include 
a classified annex. 

SEC. 407. STOPPING THE FRAUDULENT SALE OF FINANCIAL INFORMA-

TION OF PEOPLE OF THE UNITED STATES. 

Section 1029(h) of title 18, United States Code, is amended 
by striking ‘‘title if—’’ and all that follows through ‘‘therefrom.’’ 
and inserting ‘‘title if the offense involves an access device issued, 
owned, managed, or controlled by a financial institution, account 
issuer, credit card system member, or other entity organized under 
the laws of the United States, or any State, the District of Columbia, 
or other territory of the United States.’’. 
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