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20 Most Promising Enterprise Security Companies 2016

 

Clearwater Compliance
recognized by magazine as

An annual listing of 20 companies that are at the forefront of providing
security solutions and impacting the marketplace
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The concept of enterprise security is evolving with 
every passing day. As information plays a major 
role in creating value for businesses, a small 
threat to sensitive data can have a direct impact 

on the operational and financial aspects of the company. 
Neither the organization can underestimate the possible cost 
and scale of cyber-threats, nor can they afford to underrate 
the importance of being equipped for the cyber-attacks. 

Over the past few years, a sequence of high level 
cyber-attacks has left many global enterprises in chaos, by 
damaging their reputation and causing huge financial losses.  
In order to ensure that their business critical information is 
always secure, modern day enterprises are implementing 
advanced security solutions that integrate features like 
encrypted data replications, agentless cloud based backups, 

and advanced threat detection and learning algorithms. 
While there are many solutions on offer, choosing the 
right technology and methodology to protect the enterprise 
perimeters is always crucial for an organization. 

In the last few months, a distinguished panel comprising 
of CEOs, CIOs, VCs and analysts including CIOReview 
editorial board has reviewed the top companies in the 
enterprise security space, and shortlisted the ones that are at 
the forefront of tackling industry challenges.

The selection panel looked at the vendor’s capability 
to fulfill needs of the buyers with effective solutions that 
curb the challenges associated with the enterprise security. 
We present to you “Top 20 Enterprise Security Solution 
Providers 2016,” featuring the companies that are creating 
an impact in the security sector.

Company:
Clearwater Compliance

Description:
Provides compliance software and 
information risk management solutions

Key Person:
Bob Chaput, 
Founder & CEO

Website:
clearwatercompliance.com
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Clearwater Compliance

The previous year saw a series of 
high profile cyber-attacks that 
damaged the reputation of many 
organizations and harmed them 

financially as well. The target of many of 
these attacks is sensitive personal data, an 
asset that needs to be protected at all times 
from theft, loss or breach. Data breaches 
can cost an enterprise as much as $200 to 
$2000 per lost customer record. Privacy, 
security and compliance professionals 
have reported on the need for compliance 
and cybersecurity metrics to demonstrate 
security program effectiveness and better 
cyber security management to executive 
teams and boards. 

Enterprise cybersecurity demands 
a change as the threats that businesses 
face are constantly morphing due to 
emergence of sophisticated hackers and 
attackers. Headquartered in Nashville, TN, 
Clearwater Compliance helps organizations 
establish, implement and mature their 
cyber risk management program. “We train 
the workforce members in completing 
bona fide risk assessments and help them 
understand the difference between daily 
security operations and enterprise cyber risk 
management,” begins Bob Chaput, Founder 
and CEO, Clearwater Compliance.

Clearwater Compliance offers powerful, 
web-based software services to operationalize 
the client’s privacy, security, compliance 
and cyber risk management programs. The 
primary focuses of Clearwater’s approach 
are five critical capabilities: governance, 
people, process, technology and engagement. 
Many organizations struggle to become 
compliant with regulatory requirements 

and to build strong security programs. It is a 
two-pronged problem: compliance risk and 
security risk. “Organizations cannot afford 
to underestimate the scale and potential cost 
of cyber threats and security breaches,” says 
Chaput.

Clearwater’s Information Risk 
Management Pro (IRM|Pro™) suite of 
software comprises of four modules–
IRM|Analysis™, IRM|Security™, 
IRM|Privacy™ and IRM|Capability™. “The 
major benefit that we provide through the 
IRM|Pro™ suite is that we fundamentally 
assist organizations in avoiding monetary 
losses,” states Chaput. The IRM|Security™ 
and IRM|Privacy™ modules identify the 

compliance gaps by detecting the missing 
and out dated policies, and automatically 
generating specific remediation paths and 
strategies. The modules then facilitate 
execution of plans, provide dashboards that 
reflect the client’s current status, and serve 
as a document repository which houses all 
the policies, procedures, laws, evidence, 
and reports, accounting for an efficient 
compliance program.

The IRM|Analysis™, module automates 
the conventional process outlined in 
the National Institute of Standards and 
Technology (NIST) SP 800-39 which is 
the basis of the HHS/OCR guidance on 
performing risk analysis. IRM|Analysis™ 
is a highly scalable software solution, which 
automates a very detailed and systematic 
industry standard approach to information 
risk management. “Additionally, 
IRM|Capability™ helps organizations create 
their current profile required for the adoption 
of the NIST Cybersecurity Framework,” 

says Chaput.
Clearwater Compliance 

has engineered a way to 
automate and operationalize 
an industry standard for 
helping their customers 
become and remain 
compliant, avoid data 
breaches and preserve 
capital by reducing 
information and 
cyber risks. 
For instance, 
one very large 
hospital system faced many obstacles in 
establishing its cyber risk management 
program: narrowly focused IT security 
efforts, silo-ed risk assessment approach 
and undefined risk tolerance. With 
Clearwater’s assistance, the health care 
company adopted the NIST approach 
(Framework + Process + Maturity Model) 
to establish, implement and mature its cyber 
risk management program. They went 
beyond the basic compliance checklists 
to implement a robust, affordable, and 
scalable information risk management 
program through the solutions catered by 
Clearwater Compliance. 

From a go-to-market perspective, 
Clearwater compliance will remain 
focused on cyber risk management in the 
healthcare space. As opportunities emerge, 
the firm envisions expanding and serving 
other industries with superior quality 
products, concierge-level customer service, 
and cost effective solutions. Today, it’s 
IRM|Analysis™, which is agnostic of the 
industry and type of sensitive data, can 
be used to automate the NIST SP800-39 
information risk management process for 
any organization. “We will continue to 
make investments in areas related to the 
NIST approach, and enhance our products 
and services in the healthcare industry,” 
concludes Chaput.  

Our IRM/Pro suite fundamentally aids organizations in 
avoiding monetary losses associated with being out of 
compliance and/or experiencing a data breach

Bob Chaput
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Engineering Compliance and Information Risk Management


