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Chaput

Traditional approaches to patient safety 
and healthcare information security will 
need to evolve to address today’s emerg-

ing threats. The current risk environment 
for hospitals and healthcare organizations 
is changing quickly and includes a wide 

spectrum of threats — ranging from 
traditional intrusions designed to 
steal protected health information 
(PHI) to more novel and emerg-
ing attacks, such as tampering with 
medical devices or blocking access to 
essential records systems. The chang-
ing threat environment is blurring the 
lines between information security 

and patient safety and is requiring each disci-
pline to expand its scope. Healthcare leaders 
now must consider what could happen if hack-
ers planned to do something with PHI other 
than resell it.

The case for action
2015 was a watershed year for healthcare data, 
because it was the first time more patient 
records were exposed by hacking than by acci-
dental disclosures. Malware surpassed all other 
threats to become the leading concern among 
healthcare information security professionals. 

Eighty-one percent of healthcare organizations 
reported they had been compromised by a 
cyber attack within the last two years, accord-
ing to a KPMG survey.1 These developments 
highlight how electronic protected health 
information (ePHI) is being targeted more 
aggressively and in more ways.

Although data breaches are a fairly routine 
occurrence, because of their novelty, the recent 
attacks on hospitals in California, Kentucky, 
Maryland, and the District of Columbia have 
garnered the attention of healthcare IT, com-
pliance, and risk management professionals.2 
That “What if?” scenario first became reality in 
February 2016, when hackers blocked authorized 
users from accessing Hollywood Presbyterian 

by Bob Chaput, MA, CISSP, HCISPP, CRISC, CIPP/US

Building capability and capacity 
to take on healthcare’s evolving 
security threats

 » The threat profile to healthcare organizations is rapidly changing, because information resides in more places than ever,  
so the approach to protecting patient data needs to change.

 » Today, sensitive healthcare information is generally more visible, more valuable, and, unfortunately, more vulnerable than ever.

 » Rather than pursuing parallel and likely duplicative paths, adopt a comprehensive, integrated approach for managing security, 
safety, privacy, and risk related to patient information. 

 » Healthcare organizations are implementing new methods and new models to protect patients and systems, patient safety,  
information security, and risk management efforts.

 » As part of our national critical infrastructure, all healthcare organizations and their business associates should adopt the  
NIST approach to information risk management, including the NIST Cybersecurity Framework.
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Medical Center’s electronic health record (EHR) 
system until a ransom was paid. The success-
ful “ransomware” attack against a hospital was 
highly unusual and provides a clear example of 
the new types of threats for which healthcare 
providers must implement safeguards.

The volume of attacks and number of 
ePHI records disclosed continue to increase, 
but the numbers do not show how the threat 
environment has changed — and thus do not 
provide guidance on how organizations can 
better protect themselves and their patients. 
A key consideration is whether the type of EHR 
breach that Hollywood Presbyterian experi-
enced was an outlier or an indicator of the 
future state. Unfortunately, a growing body of 
evidence suggests the latter. For example, post-
incident investigations at three hospitals that 
experienced ePHI data breaches also found that 
malware had been installed on medical devices.

“Can you provide care if your EHR 
becomes compromised? That’s a question all 
CIOs are now asking,” says José Perdomo, Senior 
Vice President of Ethics and Chief Compliance 
and Privacy of Officer of Nicklaus Children’s 
Hospital in Miami.3

Today the information needed to provide 
healthcare resides in more places than ever 
before, including EHR; the smartphones, tablets, 
and laptops carried by physicians and other 
caregivers; intelligent medical devices like smart 
pumps, monitors, and implants; and patient 
portals and mobile health apps; not to mention 
provider partners, business associates, and other 
members of the patient care ecosystem.

In the current era, where patient care and 
safety increasingly depend on the confidenti-
ality, integrity, or availability of information, 
managing information security and patient 
safety in different departments can create 
risk, according to a RAND Corporation study 

commissioned by the U.S. Office of the National 
Coordinator for Health Information Technology. 
It noted:

Adoption of health IT is sufficiently recent 
in most healthcare organizations that the 
methods, practices, and management of 
health IT risks may be quite variable across 
organizations. Even those with decades of 
experience with health IT may not be fully 
prepared to manage the health IT-specific 
risks that can be created as they modify 
their systems. In hospitals, managing 
health IT safety risks may require col-
laboration across executive leadership; 
departments overseeing IT, risk manage-
ment, and quality management; and the 
variety of professionals delivering care.4

After “white hat hacker” Billy Rios demon-
strated vulnerabilities in IV pumps (a concern 
that developed while he was hospitalized), 
the U.S. Food and Drug Administration (FDA) 
took what its cybersecurity coordinator called 
“precedent-setting” action against one device 
manufacturer, because of the ease with which 
unauthorized users could remotely take con-
trol of its pumps and change dosage settings. 

The FDA followed up in January 2016 by issu-
ing its first draft guidance on cybersecurity 
management for medical devices.5

Rather than pursuing parallel and likely 
duplicative paths, data and facts suggest that 
healthcare organizations would be best-served 
by adopting a comprehensive, integrated 
approach for managing security, safety, pri-
vacy, and risk related to patient information.

Moving in this direction will assist organiza-
tions to move from an ad hoc tactical, technical, 
spot-welding mode to a more strategic, business-
focused, and architectural approach.

Threats and vulnerabilities are somewhat 
specific and can be thought to be remedied 
by point solutions or controls, such as writing 
data security covenants into contracts with 
business associates or implementing authen-
tication technology for medical devices. 
This point solution approach itself creates 
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challenges. First, organizations tend to be 
playing catch-up and focusing on prevent-
ing a recurrence of the last incident. Second, 
they may not develop a clear understanding 
of their entire privacy and security environ-
ment and risk profile when they take a linear, 
point-by-point approach. This can lead to 
redundant efforts by teams responsible for 
different aspects of information security, 
patient safety, privacy, and risk management. 
Such redundancy can prevent an organiza-
tion from achieving synergies and economies 
of scale.

It is clear that spending on cybersecu-
rity and point solutions is on the rise. A 
number of studies (including PwC’s State 
of Cybercrime Survey6 and to EY’s Global 
Information Security Survey 2015)7 show that 
the majority of organizations surveyed are 
spending more on new security technologies 
and controls, but few are working on the more 
strategic issue of security program redesign.

Steps to consider taking
Given that the threat profile is changing, it fol-
lows that the approach to protecting patient 
data needs to change. Making this pivot can be 
very challenging, because organizations may 
not know specifically what it is they need to 
protect against. Precedents and best practices 
are still emerging in some areas; for example, 
how best to work with business associates to 
optimize end-to-end protection for ePHI, or 
how to extend security to medical devices that 
produce and store data and may be integrated 
with other information systems.

Now is the time for healthcare organiza-
tions to implement new methods to protect 
patients and systems, and new integrated 
models for their patient safety, information 
security, and risk management efforts. One 
effective model is to implement a structure 
that combines patient safety, information 
security, and risk management authority. 

This structural approach helps organizations 
develop a comprehensive outlook that the 
fast-evolving threat environment requires and 
minimizes emerging gaps.

The Information Risk Management approach
In addition to governance and structural 
changes, we believe healthcare organizations 
should adopt a formal methodology to their 
overall information risk management, patient 
safety, and security efforts using the National 
Institute of Standards and Technology 
(NIST) Information Risk Management (IRM) 
approach.

Adopting the NIST IRM approach involves 
considering these three key components:
1. NIST Cybersecurity Framework8 – 

Presents a way for organizations to combine 
current standards, guidelines, and best 
practices to reduce cybersecurity risk.

2. NIST IRM Process – The NIST 
Information Risk Management Process 
(NIST SP 800-39)9 provides detailed steps 
for framing, assessing, responding to, and 
monitoring risks. The steps are organized 
into responsibilities for different levels and 
roles within an organization.

3. Maturity Model – The NIST approach 
encourages adoption of a maturity model 
to ensure proper implementation and ongo-
ing use, but gives organizations flexibility 
to use the maturity model of their choos-
ing, such as the Deming model: Plan, Do, 
Check, Act.

As part of our national critical infrastructure, 
all healthcare organizations and their business 
associates should adopt the Framework for 
Improving Critical Infrastructure Cybersecurity. 
The Cybersecurity Framework calls for the use of 
a separate, formal, information risk management 
process. This approach provides a standardized 
framework that is highly appropriate and adapt-
able for healthcare organizations of all sizes.
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The NIST IRM approach (Framework 
+ Process + Maturity Model) gives organi-
zations a proven security infrastructure, 
along with an abundance of critical guid-
ance on managing information risks. The 
IRM process is outlined in the NIST Special 
Publication SP 800-39 and detailed in a com-
pendium of related special publications 
describing risk assessments, risk manage-
ment, and controls. Within the process is 
the critically important step of complet-
ing a comprehensive and bona fide risk 
assessment, as detailed in NIST SP 800-30.10 
Disappointingly, to date, on average 7 out of 10 
risk assessments reviewed by the Office for 
Civil Rights (OCR) during compliance investi-
gations are deficient or fail entirely.11

Risk assessments should be conducted 
as enterprise-wide programs based on busi-
ness objectives and 
patient safety.

By combining the 
power of the NIST 
approach with a 
continuous process 
improvement mind-
set, any organization 
can establish, imple-
ment, and mature 
their IRM programs 
to protect their infor-
mation from today’s 
growing number of unrelenting threats.

A comprehensive IRM approach is 
not a checklist, or a CPA firm “opinion” of 
controls, or an invented certification. A com-
prehensive approach provides a structure 
to organize and prioritize various aspects 
of protection. It provides for elements such 
as governance, people, process, technology, 
and organizational engagement. These ele-
ments include the processes and specific 
solutions used for risk assessments, data pro-
tection, identity management, authorization, 

compliance reporting, incident detection, 
incident response, and more. A thoughtful 
approach can help organizations logically 
assign these roles, develop an effective 
governance structure, and ensure that activi-
ties are coordinated. Most importantly and 
fundamentally, it enables the organization 
to assess and prioritize risks to facilitate con-
scious and informed decision-making about 
what will be done to address threats and 
vulnerabilities.

The six essential benefits you can expect
Hospital leaders should seriously consider 
institutionalizing collaboration by making 
one organization responsible for managing 
patient safety, information security, and risk 
management. Today, most hospitals assign 
separate leadership for these functions and 

responsibilities. 
Combining patient 
safety, informa-
tion security, and 
risk management 
responsibilities helps 
an organization 
develop a broader 
perspective about 
all threats to the 
quality delivery 
of patient care. An 
organization’s struc-

tural change is not enough. A more formal 
approach must be adopted. The strategies, 
processes, and protections that result will 
provide comprehensive protection that goes 
beyond meeting specific guidelines or com-
pliance requirements.

Organizations can realize six essential 
benefits with the implementation of NIST 
IRM approach — including market differen-
tiation, continuous process improvement to 
achieve a mature IRM program, legal and 
regulatory compliance, better cloud security 

Disappointingly, to date, 
on average 7 out of 10 risk 
assessments reviewed by 
the Office for Civil Rights 
(OCR) during compliance 
investigations are deficient 

or fail entirely.
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management, proactive cybersecurity  
management, and program defensibility. 
This section provides an overview of 
these benefits.

1. Market differentiation benefit
According to Forrester Research: “In the 
battle to win, serve and retain customers, 
data security and 
privacy have become 
competitive differ -
 entiators and, thus, 
a top business tech-
nology agenda item.”12 
This speaks to the 
fact that today’s 
consumers, busi-
ness partners, and 
other stakeholders 
are well aware of the 
risks to their infor-
mation. One of the 
ways to raise confidence levels and trust in 
an organization’s IRM program is by shar-
ing the fact that they are executing effective 
and mature IRM programs. Adopting the 
NIST IRM approach affords this level of 
sophistication, security, and trust. As a result, 
using the approach will not only deepen 
marketplace trust for organizations, but also 
give organizations a competitive advantage 
in the marketplace. Organizations that use 
the NIST IRM approach may have an advan-
tage over their competitors in the eyes of 
consumers and business partners who are 
increasingly sensitive about keeping their 
information safe.

It is more compelling for an organization 
seeking a competitive advantage to present a 
proven, industry-standard approach, such as 
the NIST IRM approach, to demonstrate its 
commitment to safeguarding sensitive infor-
mation than to show they have completed an 
unproven, made-up, out-of-date checklist.

2. Continuous process  
improvement/Mature IRM benefit
The NIST IRM approach provides organiza-
tions with a process-based approach designed 
to help compliance, privacy, security, and 
IRM professionals establish, implement, and 
mature their IRM programs. Coupled with 
a maturity model, organizations may bench-

mark their progress 
internally and against 
other organizations. 
According to the Six 
Sigma methodology, 
“Process maturity is 
an indication of how 
close that process is 
to being complete and 
capable of continual 
improvement through 
qualitative measures 
and feedback. Thus, 
for a process to be 

mature, it has to be complete in its usefulness, 
automated, reliable in its information and 
continuously improving.”13

Maturity in IRM means adopting an overall 
approach that gives organizations, their cus-
tomers and their partners the assurance that 
their IRM processes are more sophisticated and 
effective than the less mature checklists and 
unproven models. The NIST IRM approach, 
with its framework and process, provides a 
mechanism to better integrate IRM into orga-
nizations’ overall enterprise risk management 
(ERM) strategy and lends itself to using a matu-
rity model for continuous process improvement, 
unlike the checklist approach.

3. Legal and regulatory compliance benefit
Organizations today are in legal and regula-
tory overload. There is an ever-expanding 
list of federal, state, and local laws and 
regulations, along with growing contractual 
requirements related to information privacy, 

One of the ways to raise 
confidence levels and trust 
in an organization’s IRM 

program is by sharing the 
fact that they are executing 

effective and mature 
IRM programs.
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security, and breach notification. The good 
news is that most compliance requirements 
can be met by implementing the NIST IRM 
approach, because this approach gives 
organizations an ideal methodology that 
can be used to address these regulations. 
The risk-based decision-making inher-
ent in the NIST IRM approach serves as 
the basis of (and is referenced in) many 
privacy, security, and breach notification 
legal requirements, regulations, and indus-
try standards across numerous industries 
throughout the U.S., including the Health 
Insurance Portability and Accountability Act 
(HIPAA), Family Educational Rights Privacy 
Act (FERPA), The Gramm-Leach-Bliley Act 
(GLBA), the Sarbanes-Oxley Act of 2002 (SOX), 
the Payment Card Industry Data Security 
Standard (PCI DSS), and more. Specifically, 
healthcare organizations should take note 
that the Office for Civil Rights (OCR) recently 
published the HIPAA Security Rule Crosswalk 
to NIST Cybersecurity Framework.14 We 
view this move by OCR as further validation 
of our recommendation to adopt the NIST 
IRM approach.

Compliance is more readily and consis-
tently achieved through alignment with an 
approach like the NIST IRM approach. Using 
the NIST IRM approach, changes to orga-
nizational processes can be made once, in a 
consistent fashion, and applied across multiple 
regulatory requirements, which saves both 
time and money.

4. Better cloud security management benefit
Even though cloud computing has been used 
by many organizations for some time, it is 
now vital that organizations apply the same 
sound, consistent approach to safeguarding 
information assets hosted in a cloud environ-
ment that organizations consider for any other 
sensitive data. At the end of the day, good 
IRM is not about where your data resides; it is 

about the flexible, adaptable approach used to 
keep the data safe — whether sensitive infor-
mation resides on hard drives in a Tier 4 data 
center, a server in a computer closet, on mobile 
devices, or on an array in the cloud. Effective 
IRM requires the same considerations in all 
cases, including inventorying their informa-
tion assets, identifying the sources of threats, 
understanding threat actions, determining 
vulnerabilities, and implementing appropriate 
controls to eliminate or mitigate the possibility 
of threats exploiting vulnerabilities.

5. Proactive vs. reactive  
security management benefit
The only constant in today’s IRM world is 
change. External threat vectors are always 
evolving. New vulnerabilities are being dis-
covered every month. Information assets 
are retired and new information assets are 
deployed. Not only do organizations have to 
evolve their IRM program to manage these 
changes, but they also need to proactively flex 
to mitigate the risks in this dynamic, changing 
environment. Checklists are static and are usu-
ally reactive at best. By conducting IRM with 
the NIST approach, organizations are much 
better positioned to proactively identify and 
respond to their most critical risks — thereby, 
protecting themselves from much of today’s 
changing risk landscape. What’s more, the 
NIST IRM approach results in reduced resource 
effort and time to respond to security inqui-
ries, shortens the organization’s sales cycle, 
reduces the number of audit or review cycles, 
minimizes customer complaints and lowers 
the probability of a breach — all of which leads 
to the increased efficiency resulting from an 
IRM-by design stance.

6. Program defensibility benefit
Evidence and analysis are needed to deter-
mine and prove the effectiveness of any IRM 
program. With a checklist approach, claims or 
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hypotheses about effectiveness generally are 
based on point-in-time score card that is often 
dead on arrival. In fact, most control check-
lists are out of date at the onset of the exercise; 
other, critical variables in risk determination 
are changing too quickly for static checklists 
to keep up.

The NIST IRM approach delivers widely-
accepted proof of a reliable, defensible, 
trustworthy, standards-based IRM approach 
of analyzing assets, threats, vulnerabilities, 
controls, likelihood, impact, and overall risk 
ratings — all key ingredients representing a 
defensible IRM posture in our current cyber 
risk environment.

Conclusion
Information security and cyber risk manage-
ment has become an essential component of 
ensuring patient safety. Concurrently, the 
threat environment for healthcare organiza-
tions has significantly changed and expanded. 
The net effect of these developments is that 
traditional approaches to patient safety and 
information security may not be aligned with 
the current threat environment, which can 
lead to gaps in how patient safety and medical 
data are protected.

In response, healthcare organizations are 
implementing not only new methods to pro-
tect patients and systems, but new models for 
their patient safety, information security, and 
risk management efforts. One effective model 

is to implement an organizational structure 
that combines patient safety, information secu-
rity, and risk management authority. Coupled 
with adoption of the NIST IRM approach, 
organizations will be able to develop the 
comprehensive outlook that the fast-evolving 
threat environment requires and deter gaps 
from emerging between efforts to protect 
patient safety and information. The NIST IRM 
approach provides a standardized framework 
that is highly appropriate and adaptable for 
healthcare organizations. 
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