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BC: Thanks very much for being with us. Today’s live web event features a very, very special guest. I 
want to welcome you, in case you’ve just joined us and didn’t hear my greeting before, my name is Bob 
Chaput, I’m your host and will be one of your presenters today. I’m delighted to be joined by former 
OCR director Leon Rodriguez, whom I’ll introduce in a moment. Before we get underway I’m going to 
unmute Leon. Leon it looks like you self-muted, so if you could just take yourself off mute and confirm 
that you hear me and we hear you, that’d be awesome. 

 

LR:  Here I am, and I hope you can hear me. 
 

BC: Loud and clear, this is just great. Thank you, sir. 

LR:  Alright, technology works. 

BC: It does work yes, once in a while. So I want to thank everybody for joining today’s session entitled 
“What OCR Expects in Your HIPAA Risk Analysis: A Conversation With Former OCR Director Leon 
Rodriguez.” It’s my complete pleasure to welcome you here to what hopefully will be a very 
interesting session of learning and exploration together. That’s a hint that we would really, really love 
to hear your questions along the way. A couple of quick items, I want to call your attention to the 
GoToWebinar control panel on your computer screens.  Please use it to communicate during the 
event. We welcome and encourage your questions at any time. We’re going to try to find that very 
delicate balance of covering certain material and addressing the questions that you have.  I also want 
to point out and remind you that there’s no fee for this webinar. At Clearwater Compliance we offer 
educational sessions as a way to help covered entities and business associates raise their awareness to 
the requirements and obligations under HIPAA and high tech. You’ll see we base our curriculum on the 
exacting language of those regulations as well as on various and sundry guidance that is provided from 
time to time by the Offices for Civil Rights.  We have also built a number of tools and software 
solutions that help organizations do among other things exactly what we’re going to be talking about 
today, and if time permits I will talk about that a little bit later.  You’ll find it based on the OCR 
guidance on doing risk analysis, as well as on the NIST approach to information risk management. At 
the same time, even though we may talk about some of our solutions, please be assured that the 
majority of slide materials, which you will receive by the way if you haven’t already navigate to the 
handouts area of the GoToWebinar control panel and feel free to download those. You’ll find that 
these slide materials contain practical, tangible, actionable information that will enable you to conduct 
an OCR quality risk analysis. I commit to that. We are recording today’s session, and barring any 
technical glitches will post that recording within 36 hours of this event on our website along with the 
very latest slide materials. We’ll send attendees messages at that time. And again, thank you very 
much for joining us and let’s get started. So I would, just by way of introduction, mention that I’ve 
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been doing a bit of this work over the course of my career and have spent a great deal of time in 
healthcare and I’ll humbly say I’ve been up and down the road a couple of times and I think I know 
what this subject matter is about. Most importantly, please allow me to introduce Leon Rodriguez. 
Leon, I would just love to hear, we know you left government service, what have you been doing 
lately? 

 

LR: Well, I feel very lucky actually to have landed at the law firm of Seyfarth Shaw, which is an 850 
lawyer firm based in Chicago but really operating worldwide.  And one that both as part of its health 
law practice, but as importantly part of its labor and employment practice, is very deeply involved in 
the area of health privacy and security.  So it’s really been an exciting time.  It’s also, as somebody 
who’s really spent that biggest part of his career essentially as a law enforcement officer of one sort or 
other, whether it’s at the Department of Homeland Security, the Office for Civil Rights in my prior 
prosecutorial positions, it’s really a place where I have an opportunity to use that experience, whether 
it’s in health privacy or other areas really to help the kinds of clients that we see there. It’s also 
incidentally Bob, you and I have been friends for a while since my earliest days as OCR Director, and it’s 
an honor to be able to work with you and with the whole Clearwater Compliance team.  You really 
have been leaders in this area of health information and security. 

 

BC: Well thank you, we sincerely appreciate that and we’re just simply delighted to have you join us 
today. I’m going to cover some housekeeping items that we talked a little bit about as we were 
warming up and coming down the runway to get started here. Number one, slide materials may be 
accessed, it’s not really called a download area, sorry about that, it’s called the handout area on the 
GoToWebinar control panel. Please feel free to pop questions into the question area at any point 
along the way, we’ll be monitoring that. I am knocking on wood as I make point number three, we 
have not had any such issues in a long time, but if we run into trouble where audio is failing or 
something, we may resort to using the chat area to message you so you might keep an eye on that 
from time to time, especially if things go wonky. All of our attendees are in listen only mode, and to 
the matter of point two, we’re not trying to be mean or discourage any questions. Please post 
questions that you have at any point along the way in the question area. And then there is an exit 
survey. As you leave the event there should be a browser that pops up and poses some questions. 
We’d really, really love your feedback on how you thought todays’ event went, what you found to be 
the most valuable, principal concept, construct, methodology or otherwise. And then some ideas for 
future web events, really appreciate that feedback. And yes, a number of people have asked, we are in 
the mode of recording right now and we’ll provide those slides to you within 48, actually we’re pretty 
good at that, it’s probably 36.  And I did have a question, Liz, Leon’s law firm is Seyfarth Shaw, and 
you’ll find at the very end of the slide deck I’ve provided contact information as well.  So thank you 
very much for that question. Michael, if the handout link is not working we will make sure that we get 
that to you. And Marty has a question right out of the starting gate, if covered entities and VAs have 
not conducted a formal risk analysis should they proactively report that to the OCR and conduct one 
ASAP?  Leon, what’s your take on that opening volley? 

 
LR: I would say you should just do it. That’s a great opening question because it’s certainly the case in 
other healthcare fields and I assume that’s partly where that question came from, certainly in the fraud 
and abuse world there is the OIG self-disclosure or protocol.  That’s not really something that is part of 
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the way that OCR does business at this point. On the other hand, what OCR very much will look for is 
that once you detected that either you hadn’t done a risk analysis or that the risk analysis was 
inadequate, that in fact you moved diligently and expeditiously to conduct it, to conduct it according to 
OCR’s expectations, which is what we’ll be digging into in the coming 80 minutes or so, and then to the 
extent that you discovered areas of risk, which undoubtedly you will, that steps were taken by one 
means or other to effectively address those areas of risk. Such that if there is at a later time an 
enforcement action or an audit or a breach, that you would be able to document that those steps were 
taken. 

 

BC:  Okay, terrific.  You’re going to love this next question.  We may actually get to cover some slides 
Leon, but I love the questions. 

LR:  Questions are the best. 

BC:  Yeah.  Leon, what is the best way to contact OCR with questions and to discuss confidential 
situations? I’ve left several messages on the 800 number and email addresses on the OCR website, but 
have received no responses.  Now we can’t hold you responsible for that right now, but maybe you 
have some insight there. 

 

LR: Yeah, I’m frankly disappointed to hear that because we instituted the customer call center really to 
be a resource to providers. Actually one of the things that we realized was that a lot of the situations 
that come to OCR ,in particular in the HIPAA world, more broadly the privacy and security world more 
broadly, are issues that can actually be resolved pretty quickly with a quick consult with the covered 
entity, that don’t necessarily merit a full-blown, full-on investigation. So the purpose of that call center 
was really to effectuate those kinds of resolutions. I think certainly that’s something that I’ll be passing 
on to OCR, and I certainly would encourage them to make sure that those means of customer service 
are actually available. I would also, frankly, if those aren’t working, consider contacting the actual 
regional offices and seeing if you can engage directly with the regional offices. 

 
BC: Great, thanks Leon. So listen, a couple of folks have said hey, what’s going on, there aren’t any 
slides, can you fix the slides?  Actually, if you’ve just joined us – 

 
LR:  I think they’re tired of looking at me and you, Bob. 

 

BC: I know, what’s up with that? Here we go, we’re going to move the slides but you’ve not missed 
anything, be assured of that. We’re just responding to a couple of questions that popped up initially. 
There are other questions in the queue, please allow me, we will make sure that every single question 
is addressed. Please allow me to proceed through some introductory material and get us underway. 
We’re trying to strike that fine balance between being responsive to the questions that are popping in, 
as well as cover certain material we believe is important. So in any event, I will tell you, and I 
appreciate your kind words Leon, this is a matter around which I am deeply, deeply passionate. Over 
the course of my career I’ve had responsibilities for some of the world’s largest healthcare benefits, 
HR, payroll datasets in G.E., Johnson & Johnson, etc. Built the information security program at Johnson 
& Johnson in the early ‘90s, and care very, very much about it. There are three things within the world 
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of information risk management that I am very passionate about right now. Number one is making it, 
or improving, the quality of the conversation that’s going on between people charged with these 
responsibilities and the executive team and the board, and we do a fair amount of work around that. 
The second thing at a tactical level is helping organizations establish and implement and mature a 
program. This is not a meaningful use attestation check the box and have cake and coffee, this is a 
journey, not a destination and we’re encouraging and helping organizations become more 
programmatic about it, and strategic. And then last but not least, at a very operational level we are 
very focused at helping organizations complete what we’ve labeled bona fide and comprehensive OCR 
quality risk analysis and risk management. Our focus today is on the matter of risk analysis and we’ll 
develop that as we go.  A little bit of background about Clearwater, we’ve been operating in our 
current form since about 2010. We’ve had the good fortune of earning trust and confidence of lots of 
organizations including Fortune 25 organizations and numerous smaller organizations in every single 
part of the ecosystem. As a result of that we’ve received some exclusive endorsements, we’ve had 
some recognition in rating organizations, and I will tell you my proudest moment as an educator by 
training and a teacher at heart is shown in the lower right here. We’ve placed our software for training 
purposes in National Security Agency’s Centers for Academic Excellence to help train our future leaders 
on how to properly conduct and undertake risk analysis and risk management work. I have a couple of 
questions for you before we begin, actually I think I’m going to cue up three in a row. Number one, to 
help us get a sense of the audience, you should have a screen pop-up on your desktop asking you to 
indicate what type of organization you represent. As you all know, the typical taxonomy is covered 
entity, distance associate, and hybrid entity, and I split out hospital health system from let’s say other 
covered entities here. So if you’d be kind enough to weigh in, this will be helpful for us as we navigate 
through the materials and answer your questions. The other quick thing I’ll say, if you’ve just joined us, 
if you’re seeking continuing professional education credits we’re audited from time to time, the  
mechanism that we have to show that someone just didn’t register by actually participated is by way of 
showing polling results.  So your option obviously if you have interest in continuing professional 
education credits, I’d encourage you to join in the polling. I’m going to give a moment for that to cook 
and just say a couple of quick questions that I see over here. Is there an expectation that the NIST 
cyber security framework will become required by OCR?  Bobby, I’m going to address that in a 
moment, actually in a slide. Kelly pointed out or posed this proposition, “I can’t get a clear guidance on 
what encompasses an acceptable risk assessment and I’m wondering if you’ll be able to provide clear 
questions I should be addressing”, and boy if we don’t do that today Kelly we have totally failed. The 
short answer is yes.  And Craig, the contact information will be there.  “How does one find regional 
OCR offices that Leon referred to?” Leon, I personally would just google OCR regional offices and start 
from there.  Do you have any other insight on that? 

 

Leon: Yeah, the website for OCR is ocr.hhs.gov and that should list numbers for each of the regional 
offices. They’re going to get mad at me for having done that, but I think the main thing is hopefully any 
issues with the call center and the emailing queries are temporary, and I’ll certainly be encouraging 
them to make sure that those issues are corrected. 

 

BC: Terrific, thank you. Erin asked the question about types, formats, templates for documentation for 
remediating a risk analysis findings.  We do a whole separate module on risk management and risk 
response Erin, and I’ll touch on that a little bit, but not a lot and perhaps we can help you offline. 
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Doug, great to have you here, and then last but not least, Marianne, thank you for letting me know 
about this little typo over here. I bet this polling question has been this way for years, so it’s great 
when you have extra eyes on it. Alright. So I’m going to close this poll and share the results so you all 
have a sense. I’m going to add, hospital health system 46, 20, and then hybrid 10, and get 76 or three- 
quarters of our organizations are falling into the general category of covered entities. For those that 
said “don’t know”, if you have questions about that we may be able to assist you.  And then last but 
not least, business associates, and I will say at the onset, and I remember being in the room at which 
Leon spoke, I dubbed it Omnibus Day, September 23rd, 2013, it was an event in Boston, and that was 
the day that business associates officially became statutorily obligated to comply. So everything we 
speak about today is equally applicable to covered entities and business associates. Let me go on, I 
have another question. We always like to know our audience and whether you’ve been with us before 
or not, so if you’d be kind enough to respond to this question, very simple yes or no, is this the first 
Clearwater Compliance event that you’ve attended? While you’re doing that I’m going to try to do my 
best, because the questions are flowing in, to see if I can’t get a couple of these other questions 
addressed. Hey Meredith, welcome aboard. Meredith has some experience with OCR I know. Thanks 
for being with us, and you’ll be with us in a couple weeks at our boot camp event. We need a not 
applicable category, thank you for that. Okay, here we go, Laurie, thank you for that, and Elaine, 
perhaps you can grab that or others, hopefully everybody can see what Laurie posted, the website that 
Leon mentioned a moment ago.  Alright, enough of that.  So thank you again for participating in the 
poll, let me close it and let me share the results with you. Some of you have been here before, 40%, 
43% have not, so thank you very much for being with us, I sincerely appreciate that. One last polling 
question and we’re going to dive into the material.  So let me hide the results and move on here. 
Before we get started, at this moment in time do you think, do you believe your organization has 
completed a comprehensive risk assessment, actually in the regulations called risk analysis, and 
produced, among other things, an information risk register, one of the quintessential outputs that you 
feel will meet OCR requirements?  So if you would be kind enough to give that a thought and a 
response that would be terrific. This again helps us get a sense of the audience and where people feel 
they are at this point in time. Glancing back over at the question area, okay Leon, this is a great one for 
you while we’re having the poll response. If President Trump cuts back on HHS funding will this affect 
the number of audits (desk or on-site) that will be performed? 

 

LR: Not necessarily. Let me explain why. First of all, as a whole the OCR budget is already a fairly lean 
budget and you can imagine that in an agency that includes among its components the world’s largest 
insurance program, in other words the Medicare program, that the OCR budget in and of itself is not, I 
would not expect to be a particular target of the administration. As importantly though, OCR I think as 
much as this group understands is to the extent that it engages in enforcement actions and collect civil 
monetary penalties from those enforcement actions, OCR retains 100% of those recoveries except in 
those circumstances where it’s a case that was done jointly with the state attorney general’s office. 
But in the majority of the cases, certainly the ones that everybody knows about, those are OCR cases 
and OCR keeps those recoveries. OCR is mandated by statute, and in fact does use those recoveries to 
promote its enforcement program, or rather to enhance its enforcement program, and enhance its 
core enforcement program.  So that could mean hiring auditors, that could mean hiring security 
experts to assist it in investigations, it could be used for a number of different functions that enable it 
to advance its HIPAA enforcement program.  Certainly the earliest signals from this administration has 
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been that it cares about cyber security, and the way in which that’s become apparent is the 
expectations that it appears will be placed directly on the federal government itself, and the change in 
the lines of accountability within the federal government for maintaining good cyber security, and that 
accountability will now be at the principal level, whether it’s the cabinet head, the sub-cabinet head, 
accountability will be at that level. I think that same, or I would expect that the administration will 
really impose that same level of accountability on the private sector as well. Certainly the conduct of 
OCR now with 100 days into a Trump administration, now with Roger Severino as its new leader, really 
looks like it’s going to continue to maintain a strong posture and to continue to use all of its tools to 
promote compliance and security. 

 
BC: Excellent. Thank you and I do see questions queuing up, and as I said before if you just joined us 
we’re trying to find that balance between responding to your questions and also moving along. Let me 
just share with you quickly the results of this poll, which are that almost half have indicated, I’ll say 
with confidence, I don’t know, but they have done a rigorous comprehensive risk analysis. One quarter 
not sure, and another quarter don’t feel that they’re there at this point in time.  I’m actually going to 
ask this same question again at the very end, and the method to our madness is we want to get a sense 
of did we really provide some information of value that you can utilize by way of validating or not 
where you need to be. So stay tuned for that coming up again. I’m going to move along to our 
materials.  There was a question posed a moment ago about the cyber security framework, and that’s 
a wonderful question and I’ll respond to the way it was posed but I’ll also use this as an opportunity to 
differentiate between the NIST cyber security framework, which as most of you know came about as 
result of executive order signed by Barack Obama 13636 back in 2013, called for Health & Human 
Services, I’m sorry, called for Department of Homeland Security and NIST to work together with the 
industry and government and develop something that ultimately resulted in the cyber security 
framework. We’re not going to go into a lot of depth here but it comprises three major parts:  the 
core, the  , the profile.  It is a framework.  It is basically, if you wanted to bottom line it, it’s an 
articulation of what organizations need to do. It explicitly points out in the document, if you’ve not 
read it, that it is not designed to be a process for getting all of those whats done. It’s designed to 
provide an articulation of what needs to happen. Similarly, and the document states, it’s not designed 
to be a maturity model. So we then say if you were serious about your cyber risk management 
program you need to accompany the framework you choose with a process. We’re big supporters of 
NIST and why digress and diverge, we encourage you to start with something called NIST special 
publication 800-39, and there is a complete set, a compendium of documents that surround it, one of 
which is special publication 800-30, which is down to the gnat’s eyelash in terms of process and steps 
to do a risk analysis and to some of the questions earlier about how do I do it, what’s the process, what 
are the steps, the answer, this is adult education I’ll give you the answer now and we’ll talk about it 
again, comes in two forms, it comes in the form of OCR guidance, it comes in the form of 800-30. The 
last piece of the equation we believe is a maturity model. If the framework is what you need to do, the 
process is how you go about doing it, and the maturity model is about how I’m going to get better and 
better and better at it over time.  Think Deming, plan, do, check, act.  Today HHS does not mandate 
that anyone use the cyber security framework. In fact, HHS and OCR specifically through its guidance 
does not mandate that you use the NIST approach. What indeed they specify in the guidance, which 
we’ll see in a moment, is you should whatever process you use to do a risk analysis, it needs to include 
nine essential elements.  We’re going to enumerate those in a bit. 
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LR: Bob, one thing that I would underscore is that while, I mean you’re absolutely correct that they do 
not require the NIST cyber security framework. It’s also fairly clear and I think people should take it as 
fairly clear that OCR likes the cyber security framework. So in the context of an audit, the context of an 
investigation, that would certainly be seen as a very positive factor, although, and I think we’re going 
to have an opportunity later on to talk about flexibility and scalability, far from a requirement but 
certainly one that’s seen as very positive. 

 

BC:  Yeah indeed, I know Leon you and I have talked about the pending executive order, and I didn’t 
get clarity on whether or not it was actually issued that President Trump has in hand or in process. Did 
you find out anything firm about whether that executive order… 

 

LR:  No, I will know though by the time we conclude our conversation today. 
 

BC: Okay, very well. In any event what I’m alluding to is an executive order from President Trump that 
would require all departments within the executive branch of government to adopt the NIST cyber 
security framework, and coincidental with that, for agency heads to be – I don’t know quite how this 
would happen or be enforced – but for agency heads to be personally responsible for that 
implementation and cyber risk management in their organizations. I believe that whatever happens in 
that regards is going to just put further impetus behind the adoption of the framework. Our discussion 
today is really going to zoom in on – we’re going to zoom in, if what’s in the very center here is the 
four-step high level process in 800-39, we’re zooming into the risk analysis matter. So let’s do so. I’m 
going to leave this slide to the interested reader, we have goals and objectives here. Among them for 
you to gain some insight from former director Leon Rodriguez, and I’ll jump over to the lower right, we 
also want to derive and share with you some very important lessons. Out of 39, there have been 50, 
OCR enforcement actions that resulted in a resolution agreement corrective action line, 39 of which 
involved ePHI, we’re going to spend some time talking about that.  So, as we get into it the problem 
statement is somehow articulated here on what is probably coming across this very busy slide, and I’m 
not going to read numbers and point out individual organizations, I want to make a couple of high-level 
points. Among the 50 OCR enforcement actions, 39 as I mentioned a moment ago have involved ePHI, 
therefore a risk analysis would be pertinent.  Of those 39, 35 organizations have had adverse findings 
as it relates to the risk analysis, and 33, by the way that’s the 90% number, 33 have had adverse 
findings on the second important matter, not only are you required to understand what your 
exposures are, but additionally to do something about it, risk management. So this is an issue, the data 
is consistent with the 2012 phase 1 audits, which showed 80% of the providers having adverse findings, 
and 68% of the total population because it included payers, providers and clearing houses, two-thirds 
not having done or having adverse findings.  And so we’ve talked about what’s at the root of this. 
We’ve analyzed every one of the 39 cases and I’ll say humbly we’ve worked with quite a number of 
organizations that have been through this process that are now in a corrective action plan, and here 
are the five things that come up over and over again. Number one, it’s not assets-based, it’s not based 
on your information assets that create, receive, maintain or transmit PHI, it’s too focused on the 
controls checklist. Number two, it’s not comprehensive enough. This has been classic and Leon’s 
going to speak more about this in a moment, at the end of the day it has to include, your risk 
assessment needs to include every information asset in every line of business in every facility in every 
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location. To cite the extreme, it’s when an organization does the electronic health record system 
because it’s part of meaningful use attestation. Number three, it’s not detailed enough, and we’re 
going to talk more about that but fundamentally it’s getting down to considering every reasonably 
anticipated asset threat vulnerability scenario.  Number four, organizations not following the NIST, I’m 
sorry, the OCR guidance, which points to the NIST framework, and therefore the nine essential 
elements.  And then finally, there’s just not evidence of a living, breathing, vibrant, ongoing program. 
It’s coming across as being more of a flash in the pan if you will kind of thing. I’m going to go from here 
and just sort of give you – what we do for a living is help organizations address all these issues.  This is 
a set of data that talks about the settlement dollars over time in 2016 the total monies collected were 
$23.5 million. So far this year $14.3. The average amount per settlement seems to be trending up. 
The number of settlements seems to be trending up, and Leon, I’m going to pop a question to you, 
here we are a third of the way through 2017, we’ve hit more than 50% of the total number of 
settlements last year, and we’ve exceeded 50% of the settlement dollars.  I know you know Roger  
Severino, I know you inside insight, what do you think is going to happen here? Will this continue? 

 
LR: My prediction is that this trend will absolutely continue. I think you’ve seen a few things going on 
again in this first 100 days of the Trump administration that I think should be taken as indications that 
the trend will continue. First, you’ve seen a number of settlements just since inauguration. They’ve 
been substantial settlements, I think three of them at this point were settlements that Roger himself 
signed, so that gives you right there a very good predictor about what’s going on in the future.  You 
also have the beginning reporting on the second audit phase that was conducted last year by OCR and 
a commitment again already in the first hundred days that that’s going to become the foundation for a 
far more robust program that we’re going to see in 2018, and accordingly to your last slide, a quite 
consistent finding in all the audit phases has been the lack of an adequate risk analysis. So I think that, 
and then the things actually said both by Roger and then by Devin McGraw, who is the deputy director 
of OCR for health information privacy and security, all really point to a growth in enforcement. The 
other thing is these are still relatively small numbers compared to what from my perspective as 
director and compared to what I think should be intuitive for everybody is actually the enforcement 
potential that’s out there.  If you look at what’s going on with the audits it gives you the idea that 
there’s still pretty widespread lack of compliance, and therefore really a lot of potential areas of 
enforcement. 

 
BC: I think we’re feeling and observing, and of course there’s uncertainty with the administration 
change, but to your point earlier the funding seems to be there, the self-funding I guess. Here’s sort of 
a summary that goes back through 2008 when the very, very first resolution agreement and corrective 
action plan was issued. OCR has collected $70 million, there have been 50 as we said a moment ago 
total agreements corrective action plan, 39 involving ePHI and the data. This may be one of these 
questions from the master of the obvious chapter, but will this focus on risk analysis and risk 
management continue? 

 
LR: That’s like asking do you have to read the Bible when you go to church? Because when you think 
about it, especially the way that we have chosen since the HIPAA statute was first passed in 1996, 
because HIPAA as a whole is meant to be flexible and scalable, it is not prescriptive as to each and 
every security measure that you need to take with respect to ePHI.  Instead what it describes is a 
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process for identifying and weighing risk, and then for addressing and controlling that risk. That is the 
core element of the whole infrastructure of the security rule, and so it is absolutely going to be the 
case. I won’t even say it as a prediction, I will say it as a statement of certitude, that that focus will 
continue going forward. 

 
BC: And thank you all for the questions that are coming in, there are a lot of great questions, many of 
them surrounding what’s it mean every reasonably anticipated threat and vulnerability and can I get a 
list? I’m not ignoring those, we’re going to actually cover that in the materials that are coming up, and 
our commitment to you is all of these questions are being recorded in a chat log if you will, if we don’t 
answer your question in the here and now we will be sure to follow-up with you. There’s one that 
came in though Leon, I think it’s pertinent to the matter of funding and money, Nancy posed the 
question are the fines related to HIPAA violations or as a result of OCR audits? And I think Nancy you 
had posed a similar question, I didn’t think the audits resulted in fines. 

 

LR: That’s correct, I don’t think there was a single audit case, either in the one that I oversaw as 
director in the most recent round, where there were actually enforcement action taken as a result of 
the audit, so these 50 cases that you’re talking about came from other places. It is important to note 
that a lot of them came from breaches. I’m not sure of the exact percentage but a significant number 
of them were the result of issues that were discovered in post-breach investigations conducted by 
OCR. 

 

BC: As I recall the audit program is designed not to be punitive, at the same time I believe I’ve read 
and have heard perhaps you and Devin say, if there are egregious findings it could result in a further 
compliance review or other action.  Is that correct? 

 

LR: You’ve stated the framework perfectly.  That’s right.  Especially these first rounds of audit, I think 
the point is for them to be constructive to help the audited entities improve their processes to discover 
sort of more global areas of vulnerability that then can become part of guidance, part of other ways 
that OCR communicates to the industry. That doesn’t mean that there’s no risk in the context of an 
audit that issues will be discovered that could result in an enforcement action. I think OCR is just being 
very prudent and very restrained and really trying to use these at this point for a more proactive 
purpose of promoting compliance, rather than as a way to fish for enforcement cases. 

 
BC:  At this point Leon, I’m going to – speaking of you – show your smiley face.  You were interviewed 
by Marianne McGee a few weeks back and talked about risk assessment at that point in time, and 
there are a series of slides coming up that include things that you may have said, that Devin may have 
said, and also sort of a quick rundown of some of the cases. I will act as Vanna White and change slides 
for you, if you would like to guide us through these slides. 

 
LR: Sure. This is sort of my re-debut into the HIPAA enforcement world. Talking about this issue of 
risk assessment and the fact that at this point, close to three years after I left as director of OCR, this 
issue really persists as an area of weakness for covered entities. I think the points here emphasize a 
couple of the key dimensions about risk assessment. I think it’s important always to be thinking in 
longitudinal and latitudinal terms.  So on the one hand, the assessment needs to be thorough and 
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accurate, needs to go to everywhere that ePHI either lives or travels in your organization, but it also 
needs to occur over time because your information framework changes as time goes on, vulnerabilities 
change as time goes on, and so this is not a one-time exercise that then goes into a drawer. If you do it 
that way then that in and of itself will become an issue in an enforcement action. Instead it’s really 
important that it be an ongoing effort. 

 

BC:  With your okay I’ll move to the next slide. 
 

LR: Yep. 
 

BC:  This is, of course, one of your former colleagues. 
 

LR: This is Devin McGraw. Devin actually came after me, she became the deputy director for the 
HIPAA unit after I left. I think important that Devin came in as somebody already tremendously 
knowledgeable in this area, somebody who’d really been one of the real thought leaders in the HIPAA 
area before she got into the role.  I think she will continue to be a very important leader, and she 
herself has really emphasized the importance of the enforcement program. But she’s giving you a 
roadmap here, she’s telling you what you need to look at in terms of how you do the risk assessment, 
what are the things that OCR’s going to look at, if it’s either a post-breach investigation, a compliant 

investigation, an audit. She’s telling you go ahead and start with those resolution agreements and 
corrective action plans. That’s going to give you a real roadmap to what it is that we’re looking at. And 
then she uses a really critical term that you’ve bolded here. “Organizations are not doing risk 
assessments that are enterprise-wide.”  The way I said it before, you need to look at everywhere that 
ePHI either lives or travels within your organization.  And I recognize that’s something more easily said 
than done because the universe of places that electronic protected health information can live is 
obviously something that’s growing. So that’s an area that providers really need to pay constant, to 
which they need to pay constant attention, is the way in which that universe is constantly expanding 
within their organizations. 

 

BC: One of the – I’m sorry Leon, perhaps you weren’t finished. 

LR:  Nope, that’s it. 

BC: There’s a slide in the deck that everyone will receive, and I had thought about moving it up to this 
point. I’m going to flash to it quickly and then we’ll flash back to your slides. So this is, if you are not 
familiar with the exact location on the HHS website, you may find every one of the 50 resolution 
agreements, and we call it free education compliments of US taxpayers, that’s the call to action that 
Devin is making. Again I branch over here simply to show you that we’ll provide the link to you coming 
up, but there’s a lot in there that you may find of value.  And then Leon, this is your successor. 

 

LR: Yep, she was my successor, obviously through her leadership this continued as an area of priority 
the same way, Jocelyn was talking after each settlement about the failures in terms of conducting a 
comprehensive risk analysis, and I think she was also underscoring in these quotes that it doesn’t stop 
there.  The policies and procedures, the risk mitigation steps, risk management steps that follow are 
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equally important. It’s not insignificant that Jocelyn, Roger, and I all came from a civil rights 
background. I think you talk about this later in the slide deck but I think it’s an important point to 
underscore at this point. This is not just about protecting patient information that healthcare 
providers receive. It is fundamentally about protecting the patient’s access to care.  And something 
that I always emphasized as director was that if a patient lacks confidence in the confidentiality of that 
information, for a variety of different reasons, it may inhibit patients either from being fully 
forthcoming with their providers or from seeking care at all.  That’s sort of implicit in the kind of 
leadership that you’re seeing at OCR.  But coming back to it, Jocelyn is citing a couple more examples 
of cases.  You’re seeing what these settlement amounts are.  I think we’re going to talk in just a little 
bit about the fact that it’s not just the settlement amounts, but it’s all the other expenses that covered 
entities will need to absorb when one of these enforcement actions happens. 

 

BC: In fact, the next set of slides we do not attempt at all to provide a summary of all 39 of those 
cases, I should say 35 that involve adverse findings from a risk analysis, but the next set of slides we’ll 
go through quickly if you’re okay with that, Leon, to get to Roger and also to get to the case about 
which you’re speaking. This is a design to provide all of you with ready access, these are hot links that 
will bring you back to either the media release or to the corrective action plan.  Again, I think the 
theme is all about comprehensiveness, level of detail, rigor, etc., and we’re seeing again over and over 
again all covered in this case University of Mississippi Medical Center, a so-called hybrid entity, and this 
is about covered healthcare components. Leon, any comment about any of these cases that are 
appearing here? 

 
LR: Yeah, I think that first quote from Jocelyn is significant, and the idea that the risk analysis needs to 
be a holistic analysis, so it’s looking are every place that electronic health information lives and travels, 
but then looking at the overall architecture of the agency. She’s talking here in the University of 
Washington case about governance mechanism.  This is something that I emphasize in every 
compliance in which I work, whether it’s fraud and abuse, whether it’s immigration compliance, and 
that is that oversight and accountability goes to the top of the organization, and if oversight and 
accountability are not owned at that level then that in and of itself becomes a recipe for issues down 
the line. It’s only when you have somebody that’s overlooking, has a sort of panoramic view of what’s 
going on in the organization, that you’re going to engage in these activities with the level of 
thoroughness that OCR is looking for. 

 

BC: And we’ve seen that in a number of cases where there wasn’t enough management attention. 
This is the St. Joseph Health System settlement, the case we’ll talk more about in a bit, but again large 
amounts and the theme seems to be the same. 

 
LR: Yeah, and here using the example of contractors, we proxied our responsibilities over to a third 
party, we thought they had this. More or less. And you can do that but you can only do it to a certain 
amount. At the end of the day the actual covered entity will be accountable, and it will be accountable 
in a holistic way. 

 
BC:  And then a case involving  again, an organization that is working diligently to address this, 
but again I think it gets to that same point about the comprehensiveness. 
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LR: Right. It’s again, it’s an example of the same thing. I mean if anything it’s giving you an idea you 
have a sampling here about five of the cases that came up during Jocelyn’s tenure, and you’re really 
seeing the same themes come up over and over again, and even though some of the more technical 
issues in these cases vary, the one thing that appears in every case is just this fundamental point that 
you have to do this analysis, you need to do it, you need to do it in a thorough manner. 

 

BC: And I know you’ve had the pleasure, and those of who attended the HIPAA summit several weeks 
ago at least had an opportunity to hear Roger speak, and I know you’ve spent some personal time with 
him.  He seems to be out of the gate pretty quickly here. 

 

LR: Yep. One thing I would say is Roger, like me, and like Jocelyn for that matter, not only comes from 
the civil rights world but actually all three of us were also relatively new to the privacy and security 
world at the time that we started.  I think all three of us came out of the gate pretty hard nonetheless 
in this area. These are already three settlements that have occurred under his tenure. I do want to 
emphasize one thing about these and other settlements.  Typically the incidents that ultimately result 
in these settlements occurred several years earlier. That means a few things. One, the issues that go 
undetected today may become a problem for your organization, at least from a financial perspective, a 
number of years from now.  It is important just for that reason alone to be proactive.  It also means 
that once a breach is identified, once an issue is identified, you have a lot of time to be very proactive 
 about correcting issues while the investigation is going on, whether it’s a follow-up investigation to a 
 breach, whether it’s a complaint investigation, the covered entity is going to have a lot of time to really 
 look at itself, seek to resolve these issues.  That’s going to play a role in what that fine number is going 
 to be.  It’s going to play a role in how extensive that corrective action plan is going to be.  That’s an 
important pointer here as to what to do once an issue is discovered. 

 

BC: I did know, and again for those of you who are posing question, we promise if we do not answer 
them live and in person today we will follow-up and assure that we answer your questions. Because 
they’re coming in hot and heavy, and that’s great and we appreciate that. But one of the questions 
that I saw come by was yeah, these cases go back to 2012, and the question had some follow on 
around is there a list of pending cases, is that in the public domain, should it be or not? 

 
LR: No, investigations are confidential so they would not ordinarily be public. Now what is public are 
breach notifications. You certainly can get a sense of what breaches and some fundamentals about 
what the nature of those breaches were by looking on the OCR website, but as far as who is under 
investigation, I mean you will know if you’re under investigation but you won’t really know about 
what’s going on with anyone else. 

 

BC: So we spoke a moment ago about one of the cases, St. Joseph Health System, the civil money 
penalty was $2.1 million, but if you add up all the cost, and this is a summary and I think this image 
might have a hot link, we do have a link to the source of this information. What’s the message here 
Leon for organizations? 
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LR: There’s two messages. One, if you’re subject to a settlement or an enforcement action your costs 
are going to go way, way beyond the actual settlement amount with OCR. I would make a further 
point, which is that whether your problem becomes an investigation or not, and ultimately an 
enforcement action, you can still be exposed to this level of expense if there is a failure in your risk 
analysis and risk management program that results in a problem that puts you at risk of an 
enforcement action. That’s when the expenditures on attorneys and identity theft protection, making 
all kinds of changes in your organization, that’s when those become an issue so this universe of 50 
covered entities among the places that have been subject to settlements is really the tip of the iceberg 
of many, many organizations that in order to mitigate issues that they’ve discovered often through a 
breach of expenses that a lot of those organizations will need to take on. 

 
BC: We’re going to switch gears a bit here.  There are a ton of questions about okay, now what?  How 
do we do this properly? I’m going to spend some time stepping through the guidance and what we 
referred to early as nonessential elements. But in many, many cases organizations come to where they 
are quite honestly because they’ve not had access to the information, they’ve not had access to the 
guidance, so it’s the old Alice in Wonderland, if you don’t know where you’re going any road will get 
you there, and I think that has to be at a macro level behind the way the data has turned out with nine 
out of ten organizations having adverse findings. So let me proceed through these materials. We are 
scheduled to be online for 90 minutes, so we’ve got about 28 left technically. If you have to leave early 
thank you for attending. I know some folks have indicated they’ve had to leave at the top of the hour. 
There’s a brief exit survey if you’d allow 20 or 30 seconds for that we’d sincerely appreciate it.  And 
then Leon, of the many things we talked about leading up to this event I didn’t ask what your hard stop 
was.  Are you hard stop at 1:30 Eastern today? 

 

LR:  We can go beyond that if there’s material to cover, absolutely. 
 

BC: Okay. Very well.  What I was hoping for was that so that we would be able to answer questions. 
One of the things that I like to do is zoom out and let’s get to the fundamental problem we’re trying to 
solve, going back to math, the fundamental theorem of integral calculus. What is the nut we’re trying 
to crack here? Well, there are three components and it gets back to something that security and 
privacy professionals have known and worked on for a long, long time, the so-called triad: 
confidentiality, integrity, and availability. Notably what we want to avoid is a compromise of 
confidentiality, people having access to very sensitive personal information about me, which they 
ought not to have access to, a violation of integrity, somebody in an unauthorized manner modifies or 
changes the dramatic example, my blood type the night before surgery, I have needed a transfusion in 
surgery the next day, that’s a problem.  And then last but not least, unless you’ve been, phrase I use, 
on an interplanetary space mission for several years you missed the outbreak of ransomware last year, 
which was a compromise of availability. And to a point Leon made earlier, it is readily easy to connect 
the dots, confidentiality, integrity, and availability, to three core tenets of healthcare: quality of care, 
access to care, and timely care.  We won’t do it in this particular session but it’s a dialogue that needs 
to happen, this is not simple about patient information.  That’s important enough.  This is about 
patient health and access to that health, and people’s rights to access that health. And by the way, we 
all come from different organizations, some of which may be publicly traded, others not, there’s a lot 
of sensitive data that we deal with day in and day out.  It may be in a publicly traded company, 
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material not public information, maybe personally identifiable, etc. When it comes to information risk 
management, the fundamental problem we’re trying to solve is to avoid compromise of confidentiality, 
integrity, and availability. How else am I going to do that until or unless I know where all that sensitive 
information lives? What are all the exposures of all of our so-called information assets? Information 
assets is a little bit of an elusive term, because you can’t find it on the balance sheet necessarily, but as 
we all know information is the lifeblood or every business and certainly the lifeblood of what happens 
in healthcare. So I’ll talk about this laptop for a moment because certainly the landscape is littered 
with cases involving laptops left and right. And a laptop as a media type that may be associated with a 
number of information assets is our construct consistent with NIST. That laptop gets to the question 
folks were posing before about reasonably anticipated. Well what is a threat to a laptop? Well one 
threat is that it may be stolen. Well what’s an example of a vulnerability? Well it might not have 
encryption. I have an asset, a threat, and a vulnerability. I have a triple. One has risk when and only 
when all three of those items are present. We’ll come back to that in a bit. Same laptop, same threat, 
maybe stolen, we can get into the graduate program and break that down into a threat source and a 

threat event. We won’t, I’ll keep it simple, down to the triple. A same threat, may be stolen, a new 
vulnerability. We password. Same laptop, new scenario, I’m a home health clinician using my laptop, 
I’m in Starbucks in between appointments, the threat is a shoulder surfer. The vulnerability is lack of 
privacy screen. One more scenario, the laptop. I’m working from home, I’m a financial analyst, I’m 
reviewing a file of claims, auditing them, and the threat is my home is struck by lightning. The 
vulnerability, lack of surge protection. Literally, 52 scenarios in examining the laptop. This is how if 
we’re going to avoid the compromise of confidentiality and/or integrity and/or availability, we have to 
get to that level of granularity. That’s what’s known as risk assessment in most of the world. The 
regulation happens to call it a risk analysis. We could have a graduate program discussion around the 
finer points of that, and I think someone posed this question earlier, what’s the difference between 
risk analysis and risk assessment? For our purposes right now in healthcare, given our level of 
maturity, think of them as being one and the same. So to solve the problem we need to find all the 
exposures. This is 45 CFR 164 308 A12A, and then once we understand those exposures what controls 
do we need to implement? Let me back up, what do we need to do to treat these exposures?  We 
have four choices. We can accept risk, we can avoid risk, stop using laptops, we can mitigate risk, 
implementing encryption, and/or we can transfer. Those are classically the choices. This is called risk 
response in the regulation 45 CFT 164 308 A12B, that’s called risk management.  This is the essence, 
and Leon spoke about it earlier, this is at the very, very core of the HIPAA security rule and guess what? 
If you look at Gramm-Leach-Bliley, if you look at FERPA, while not a regulation if you look at payment 
card industry data security standard, requirement 12.1.12, that calls for risk analysis and it points to 
special publication 800-30. This is what we need to do if we’re going to solve the problem. So an OCR 
quality risk analysis is what I want to get into. There are a number of brilliant assessments that smart 
people perform every day, and they’re listed here. There’s only one bonafide comprehensive risk 
analysis. OCR published guidance in July of 2010, that guidance in turn points to what we referred to 
earlier, NIST special publication 800-30. If you read the guidance it will talk about the nine essential 
elements, and indeed, it gets to a point someone posed earlier on, do I have to use NIST cyber security 
framework? And the answer is not necessarily. Do I have to use NIST special publication 800-30? Not 
necessarily. There are risk analysis methodologies out there, but make sure it’s a true risk analysis 
methodology and not just a controls checklist. ISO 27000K, co-bit includes risk IT methodology some 
people would say is a little long in the tooth, octate came out of Carnegie Mellon University.  There is 
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of course NIST 800-30. There’s something called Fair that emerged out of the financial services world. 
So there are methodologies.  Fundamentally OCR is going to say was it comprehensive in scope, did 
you collect all the data and document these information assets, did you step through a la the laptop 
the reasonably anticipated threats and vulnerabilities, did you take stock of what security measures 
you have in place? Given this with that laptop I may not have encryption but I might have a mobile 
device management solution. I might not have encryption but I might have a brilliant training program 
that’s coincidental with my acceptable use policy. You have the ability to take into account what good 
things you’ve done, but then the net is given the above what’s the likelihood of a bad thing happen 
were to happen, that laptop stolen, pretty high by the way, tens of thousands go lost or missing every 
week in the U.S. What would be the impact? Well, look at some of the cases we just talked about, 
nontrivial, figure out the level of risk, finalize your documentation, periodically review and update. 
And we’ve added something that we’ve observed as an emerging standard of care, and I’ll talk a little 
bit about that. The next set of slides I’m going to whiz through very, very quickly, but provide them to 
you – 

 
LR: Bob, can I make a quick point here? One of the things that you have on here, one of the last things 
on the list is finalizing documentation. One of my favorite sayings back when I was director was “Show 
your work.” What OCR has done through the guidance and through the areas that you’ve identified 
here is given you a very clear roadmap, which is the roadmap that they’re using both formally and 

mentally when they’re reviewing one of these cases, so that when you are preparing your risk analysis, 
if you are mapping as they have mapped that is a leg up when they’re investigating your case. That’s 
the way they’re going to be thinking about your risk analysis. You may get there by some other way, 
but you’re going to get there a lot more easily if you follow this map, and then you document, you 
show that that’s actually what you did. 

 
BC: And in fact I remember very well the day, it was omnibus day and you stood up in front of the 
group and you said something along the lines of I’ve been thinking about this and I’ve come to the 
conclusion that HIPAA compliance is like fifth grade math, you now have to show your work. 

 

LR:  I still believe that. 
 

BC:  I see you do.  So please, I’m on a roll, don’t be reluctant to pop in a comment or question at any 
point. I do have to take a breath from time to time. 

LR:  I appreciate that. 

BC: You bet. So here’s what I’m going to do, and this is the part where I’m going to do it quickly. The 
slides are available to you and there will be some other mechanisms for deeper discussion if you want. 
I want to illustrate to you what represents success, and I’ll say we’ve had the good fortune of earning 
trust and confidence and business of lots of organizations, and worked with about four dozen 
organizations, not the 50 we talked about but four dozen who have been involved in a compliance 
review or actually an investigation, or sometimes after the horse is out of the barn, a corrective action 
plan. And this has been a formula for success that we have been able to create value around with our 
customers.  So you will see, and you’re about to see some screen grabs out of software that we have 
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created that brings to life the workflow called out in these nine essential elements as well as what’s 
spelled out in NIST special publication 800-30. I’ll go quickly. The matter of showing that you have 
comprehensively considered the true scope of all information assets is to produce an asset inventory 
list. You may produce it in whatever manner you have available to you. This is something that comes 
out of the work that we do in our software. So here’s among other things my automated medication 
cabinet, billing system CCTV.  Why is that, what does that have to do with PHI? A core HIS CT scan. 
Large organizations will have hundreds of information assets. These are systems, solutions, technology 
that create, receive, maintain, or transmit PHI. And so it’s really interesting that I’m going to drill in on 
the claims payment system. It is important though, if you want to meet point one, this is several I’m 
going to give you several examples of evidence if you will, show that you’ve included all the assets with 
ePHI. In terms of comprehensiveness of scope, show you know what’s happening across the 
enterprise. Here’s the Brentwood hospital, here’s the imaging center, professional services, dialysis 
center. So this is all assets in all lines of business in all facilities in all locations. To the matter of 
comprehensiveness of scope we’ve worked with, and I know we have online, lots of very large, 
sophisticated organizations. You need to scour the planet and understand where ePHI lives to 
demonstrate. And one of the first things we see in corrective action plans is prepare the inventory of 
your information assets because it was never done at the beginning. Now we’re doing data collection. 
This again is around your ability to demonstrate you know where all the PHI lives, and in fact in the 
case of each of these information assets it’s interesting to enumerate them at that level.  But more 
importantly, you’ve got to peel the onion back. I know this is very fine print and greyed out, but here’s 
my EHR system. Where does the PHI live? Well, it’s running on a server, snapshotted out to a storage 
area network, information downloaded to a laptop, a desktop, which might be actually workstation on 
wheels.  These are the individual places, the media, where PHI lives.  That to the matter of my laptop 
example before, is what we need to do, we have to get very, very granular if we’re going to solve that 
problem of avoiding the compromise.  Identify and document reasonably anticipated threats and 
vulnerabilities. Again, fine print, but basically here’s the media and the asset, here’s the threat, threat 
source, threat event, here’s the vulnerability. Doing this, someone posed the question “where do you 
get this information, how do you do it?”  There are public domain sources of information about 
threats, about threat sources, threat events, in fact 800-30 itself has appendices. There’s information 
about vulnerabilities, there are a lot of public domain sources of that, including the national 
vulnerability database. So you have the ability to bring these things together. What’s important is to 
consider the unique threats and the unique vulnerabilities that are associated with a certain laptop. So 
make sure you’re able to show that you’ve considered threats and vulnerabilities.  The next area, 
assess the relevant security controls. So here’s a laptop, and this scenario is it may be stolen and 
someone indeed upon stealing it may have access to information because I have weaknesses around 
user authentication. Okay, fair enough. What would one do to mitigate the possibility of this threat 
exploiting this vulnerability? You might deploy two factor authentication, you might employ user 
authentication locally. These happen to tie back to everything in NIST special publication 800-30. So 
look at the separate – when we do a laptop we look at 52 different possible combinations, and then we 
consider the controls that are pertinent to preventing this bad thing from happening. Specific asset 
threat vulnerability level. 

 
LR: And I would chime in here, this is an area of particular vulnerability based on what I saw as 
director.  So you look at a number of these cases, but even more if you look at the breaches, and this 
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has actually been shifting a little bit over time. Mobile devices are a big threat, and it’s for the simple 
reason that at least their physical security is dependent on a human being, and human beings are 
fragile, they are forgetful, they can be lazy, and so those devices are at great risk of ending up in hands 
where they should not be. And so how you protect the device itself is quite, quite critical in terms of 
things that could result in enforcement actions. 

 

BC: To that point Leon, there were a number of questions around well where do you find out all this 
information about threats, and I mentioned a moment ago NIST special publication 800-30. If you look 
at the NIST approach they talk about four macro categories of threat sources. One is accidental, can 
happen to the point Leon just made, it can happen inside your organization or outside your 
organization. The backhoe driver digging up fiber optic cable connecting you to your cloud-based EHR. 
The second category is adversarial, we are always, always focused on that, maybe a little too focused. 
The third is structural. All this is running on electro-mechanical equipment subject to the laws of 
physics. And the last one is environmental. Hurricanes, super storm Sandy, etc., etc. So this 
architecture if you will of sources of threats and threat events is available in the public domain, and to 
the point Leon made, the human factor, the insider threat is a huge threat that organizations need to 
consider.  And we get to the matter of likelihood.  In the insurance world this would be called 
frequency, and this is a matter of what’s the possibility of that bad thing happening? NIST provides 
great guidance on how you need to think about likelihood, and this just happens to be a table that we 
use. We rate it from rare all the way up to almost certain. What’s the chance that that thing would 
happen? You need to consider impact.  What, and again, NIST special publication 800-30, what would 
be the harm or loss if this bad thing happened? And perhaps master of the obvious, the harm or loss 
can be in your organization to you, your reputation, all the millions of dollars in the St. Joseph’s case, it 
can also be loss or harm related to one of your patients as well. So determining the level of risk is 
consider that laptop, consider what controls you have in place, given the above what’s the likelihood of 
a bad thing happening, what’s the impact, and determine a level of risk. This is a matter of multiplying 
using those tables I just showed you, and coming up with a level of risk.  Here’s the laptop scenario I 
sort of painted before, and this is a grossly over-simplified risk register.  This is the matter of the triple 
– the asset, the threat, and the vulnerability – my assessment of likelihood, impact purely for 
illustrative reasons, and coming up with a value. The trick of course is there’s a lot of scenarios that 
need to be considered, reasonably considered.  You really have to consider all of these and it’s a 
matter of the triple, the asset, the threat and vulnerability. If you have no assets you have no risk, you 
have no threats you have no risk, have no vulnerabilities you’ve got to consider them. It exists when 
and only when you have that triple, and this is about saving your assets, not about walking through 
someone else’s controls checklist that may be total overkill, it may be total underkill, depending on 
what your assets are.  This is a little fuzzy, dog-eared screen grab.  It actually gets to a point Leon made 
a moment ago, it comes out of an OCR follow-up investigation letter, “hey please provide a copy of any 
of your security risk analyses according to the regulation, the implementation spec, related to this 
breach. By the way, identify and where any of the analyses that you did, this risk analysis, identify as a 
risk the transfer of ePHI to personal media devices of employees and/or workforce members.” If you 
did that, what was the level of risk?  We see this… 

 
LR: Bob, if I may, one of the, I cannot even tell you how many times my investigators shared that when 
this question was posed, these questions were posed, what they got was a canned off-the-shelf 
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analysis where the blanks hadn’t been filled. They actually hadn’t done the work that was actually 
required here. 

 

BC: And it’s hard work. And we for years in the mid-2000's tried to do a lot of this work with 
spreadsheets, and it just breaks down maintaining up-to-date tables of reasonably anticipated threat 
sources, threat events, and vulnerabilities.  It’s hard.  At the same time if one embarks on a journey 
and understands that there’s going to be a bubble of work upfront to get it done right, you then 
eventually move into a maintenance mode. The point of going through this whole process and 
understanding what all your risks are is to be able to then get to a point of making informed decisions. 
This is a histogram, in my made up world here I’ve got 8 risks with a value of 20, 26 with a value of 16, 
I’ve got 57 with a value of 4. I set my risk appetite or threshold at 10, which means that below 10 I am 
generally going to accept the risk.  And above, I’m generally going to make a decision to avoid it, or 
mitigate it, and/or transfer it. And ultimately the whole purpose of this is to understand your exposure 
so you can make informed decisions around treatment. This is busy, but this is an example of a risk 
register where at a certain point depending on your risk appetite you generally accept, and then above 
that you need to make decisions about avoiding, mitigating, and transferring. We are clearly going to 
exceed the allocated time. What I prefer to do is to have a calm ending to this and a complete 
recording, rather than rushed. For those of you who did allocate 90 minutes of your day, thank you, if 
you have to leave please do our exit survey, but otherwise what I’d like to do, Leon for as long as you 
can hang in there is just keep… 

 

LR:  I can probably go up until about 1:45 if that works. 
 

BC: That will be great. So point A in the nine essential elements is all about documentation. So in this 
previous slide I have a risk register. On this one I show on a histogram basis, this is an example of what 
has turned out to be good documentation. All of my information assets. Show you know how they’re 
distributed, what the more risky assets are. This is the same point, show that you know your riskiest 
assets. And then, importantly, show that you have treated this as an ongoing effort, a journey, not a 
destination, by having a ready in-place history of all the risk analyses you’ve performed, started in 
2013, 14, 15, 16. We’ve seen over and over again classic if ePHI is involved the OCR letter will say 
please send us a copy of your most recently completed risk analysis, as well as a copy of all the risk 
analyses you’ve completed over the previous six years. Leon, on that point I’ll pop a question over to 
you. The regulation under 164308a12a is really silent about frequency. Do I have to do this once  a 
year, once every other year, what are your thoughts on that? 

 

LR: There is not a rule. I’ve already been asked this a few times in practice. I tend to recommend a 
year, there’s just an elegance to the idea of a year, I think that makes sense. But I think a lot of it will 
depend on the organization. I’m not sure the same thing would apply to a doctor’s office as would 
apply to a hospital.  And I think maybe some of these smaller settings maybe have a little bit more 
luxury of time before they have to be updating. I like a year. And there’s no particular logic behind  it.  

 

BC: We like a year because of a point you made earlier, your assets are changing, the threat landscape 
is changing, vulnerabilities are changing, new controls are being created in the marketplace to help you 
mitigate those bad things.  And of course there have been cases where OCR has cited organizations for 
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not doing it more frequently because of major environmental or operational or technological change. 
We think a year is probably a best practice, and then more frequently if you have any of those changes. 
This is an excerpt from an OCR follow-up letter to an organization that submitted a risk analysis, and 
OCR basically said it doesn’t do it, does not meet the requirement, and you should consult our final 
guidance on this matter, moreover you may also want to take a look at 800-30. When I use the phrase 
“the emerging standard of care”, this is what I’m referring to. OCR guidance and 800-30, we’ve been in 
supporting customers in conference calls where yes the OCR investigator is there, but to another point 
you made earlier Leon, with the funding OCR is hiring experts that are now sitting at the table that 
know what constitutes a bonafide comprehensive risk analysis. This is the standard of care. And item 
10, which is around the standard of care just as Leon saying show your work, this is basically walking 
through those nine points.  Show you have complete scope and documentation, you’ve identified 
reasonably anticipated threats and vulnerabilities, you’ve looked at security controls that are in place, 
you’ve considered likelihood, you’ve considered impact, you’ve determined the level of risk, and you 
have a robust set of documentation. That is in summary, ladies and gentlemen, what is expected, and 
we’ve had a point of view on this that’s evolved over time as we’ve been involved in more and more 
cases, and I’ll ask Leon to comment, this is a process and a methodology and not a controls checklist. 
Leon, would you add anything at this point? 

 
LR: Yeah, I think it’s important to talk at this point about the idea that OCR has not ever been, and I 
don’t think it’s going to be anywhere in the near future, particularly prescriptive about in particular 
what the risk mitigation steps need to be. And it’s for a variety of reasons. There’s a variety of kinds of  
providers, a variety of sizes, a variety of economic situations of different providers. Instead they’re 
prescribing a process that everybody can do to some extent or other. What I would underscore though 
is what I have never seen OCR do, and I’ve never had anybody accuse OCR of doing, is do a game of 
gotcha where you had a risk analysis that was clearly diligent, was clearly thorough, but then you had 
one confined risk mitigation step that OCR wishes had occurred that hadn’t occurred, and that ends up 
being what sinks a provider. I’ve never seen that scenario, and I’ve never seen any of the, certainly 
while I was director, any of the entities that were subject to an enforcement case come back and say 
“you know it’s really unfair because I complied 99.5% and you’re slamming me with a $2 million civil 
monetary penalty on that point .5% that I missed”. And so I think undertaking this process, 
documenting that you undertook it in a way that OCR will understand, that is what OCR expects. 
There’s always this uncertainty, well what if I miss it, what if I don’t use the exact kind of encryption 
that OCR wishes I would use? That’s not what they’re looking for. They’re really looking for a process 
as is described in their guidance. You’ll certainly get a whole lot more credit if you go that next step 
and use encryption in accordance with the NIST standards, but above all what they’re looking at is a 
risk analysis conducted according to this matrix. 

 
BC: So well said, and I want to come back to, I gave you all a heads up I was going to ask this question 
again. Now that we’ve covered everything that we’ve covered, on second thought, do you feel that 
you could present evidence and documentation that showed, if you would respond to the poll, that 
actually met those nine essential elements of a risk analysis? The last time through on this one I think 
we had 48%, almost half of the organizations indicating very great comfort or yes. And I know we 
should probably have another choice on this question which is like in process, so apologies for that. 
But if you would go ahead and do so, we’ve got about half of the tally in, let me close it and take us 
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down the home stretch and then we’ll at that point in time take some questions. So we’ve got, sharing 
the results, we dropped a little bit from I think the 48%, and this one bumped up a bit, not sure if the 
don’t know changed. I appreciate that. Hide those results and let’s go on. There are a lot of questions 
about the screenshots I was showing and what resources are available, I’m going to come to those in a 
moment.  Let me talk about what everyone is struggling with, the risk analysis dilemma or conundrum. 
If I just think about my assets, and by the way, these are a sampling of different kinds of assets or 
media you might have, and I think about the threat agents out there, threat sources, and then the 
threat actions or threat events, and vulnerabilities, and the various and sundry controls. Let’s say the 
world was simple and I only had ten assets to worry about, ten threat agents, ten threat actions, ten 
vulnerabilities, and ten controls. The number of combinations of things to consider would be 10 to the 
fifth power, and that’s 100,000. But if you think about a more real world example, it’s millions of 
combinations of things, and that’s why this is so hard. And doing it on paper or doing it with 
spreadsheets, even the most brilliant macro-enabled Excel workbooks, which we designed back in 
2004 and 2005, just are not able to keep up. This is what organizations are challenged with, and to the 
matter of the screen grabs, that is a software solution that I’ll mention in a moment that we’ve 
developed and offer. But let me give you some other resources. One is that if you are interested in a 
review of your risk analysis, this is typically a $2500 engagement for us to come in and critically review 
vis a vis the standard, vis a vis the guidance, vis a vis 800-30. Anyone who has attended this webinar, 
we will do it on a complimentary basis.  If you wanted to have it performed under attorney-client 
privilege there would be some fees associated with that, and that’s something that I think Leon we 
spoke briefly about you’d be okay considering that. 

 
LR:  Yes, those are certainly areas where you and I could work together if that’s something that’s 
needed. 

 

BC: Very good. The next item is there were quite a number of questions about software. We built a 
suite of software, one of the module’s critical applications is IRM, information risk management 
analysis which basically automates and facilitates that entire workflow, and there is very unique 
software, we’ve not seen anything like it I’ll say humbly, it is exclusively endorsed by the American 
Hospital Association. And as I mentioned, it’s being used in the National Security Agency Centers for 
Academic Excellence. Organizations sometimes simply subscribe to the software, others engage us to 
take them through, at least on the first outing, the completion of a comprehensive, bonafide OCR 
quality risk analysis. If you’re in this marketplace you may find this guide to be of benefit. We call it a 
30 minute guide to hiring the best risk analysis company, and there are probably three dozen 
questions, diligence questions, that you should pose to organizations. I’ve mentioned a lot of 
documents over the course of our discussion today, these are hot links to various and sundry of them, 
including a sample, what we call a findings observations and recommendations report, which is one of 
the work products. From an educational point of view, of course we mentioned government 
compliments of U.S. taxpayers you can attend any of our upcoming live web events and there’s a link in 
the lower right here that you can click on. We do, if you’re on our email list, someone posed that 
question before, for those of you who want to roll your sleeves up and kick the tires and test the 
software and learn how to do this, this is a complimentary four consecutive week, one-hour each 
week, something we call an OCR quality risk analysis working lab.  Here’s the registration link, it’s in 
your materials. We work with a lot of associations including the Association of Healthcare Internal 
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Auditors, we’re doing a live and in-person boot camp event that’s pre-pended on their annual 
conference, if you’re in the Boston area or interested in that sort of thing, and we also do the boot 
camp event virtually, and that starts literally tomorrow.  And last but not least, if there are people 
attending today that are members of CHIME, the CIO’s in hospitals, or AEHIS, typically the information 
security officers or leaders in organizations, we have a couple of events coming up, we call them 
symposiums for CIOs and  respectively.  And then, I’m almost there, I want to mention quickly a 
white paper we publish when we can, and we did something in collaboration with Secure Works, a 
white paper on justifying cyber secure investments that was picked up by Healthcare Finance News, 
and there’s a full article about the paper itself that Beth Sanborn did in connection with some 
interviews with Mary and Cliff from Secure Works. And I am giving you the bottom line now, we’re 
going to take questions.  So looking over on at the images on the left-hand side, we all have lots of 
information, but we also have importantly patients that we’re tending to. This might be one of those 
interplanetary space mission comments again but you probably have heard the same things I’ve heard. 
In the fall of this year, Johnson & Johnson, the  unit announced that their glucose pumps could 
be hacked into. We had a crisis in August of last year when a hedge fund hired a security company and 
determined that defibrillators and pacemakers could be hacked into, and certain other devices. We’re 
working with the National Institute of Standards & Technology right now on risk analysis around 
wireless IV infusion pumps. This has become a patient safety issue. This is way beyond it’s important 
that we safeguard the information, but now we’ve got the attack surface connected to or implanted in 
our patients. So it’s all about savings your assets and ultimately doing no harm, not about somebody 
else’s checklist, control checklist. Controls are part of the risk equation but they are not the path to 
doing a bonafide comprehensive risk analysis. And with that, here’s some contact information. We’ll 
take some questions, I know we’re down to the wire for you Leon on timing. So I’m going to scan 
through and see if I can come up with something for you here. 

 
LR:  I’m having so much fun I’ll stay about five minutes more. 

 
BC: Oh man, you are so great. Honest to goodness. I read in an OCR email that a covered entity was 
fined in spite of the fact that the issue had been resolved. They still got fined because they didn’t do it 
back in 2013. Can OCR go back before you have proper risk analysis in place? That’s an interesting one 
Leon, I think we actually touched on this concept of timing.  Did that question translate clearly? 

 
LR: If I’m understanding the question, I’m assuming that the changes occurred between the time of 
what I’m inferring was a breach and then the actual resolution. One issue certainly is expeditiously 
resolving whatever gaps are identified as a result of a breach, whether they’re risk analysis, whether 
they’re medication, whether it’s training, whatever it is, that’s an issue. It’s also, once those kinds of 
issues are identified it is the case that OCR might look back to the time even before a breach was 
discovered, and count in its enforcement action issues that occurred prior to the breach, especially if 
it’s an egregious issue.  That is a risk that’s there that I think points to the importance of taking care of 
it today, and not waiting until there is a breach or some other issue. 

 

BC: Here’s a question, again it’s OCR so I’ll pose it to you. Will OCR ever provide detailed guidance on 
hybrid organizations? The regulation is unclear and not detailed enough. And I’m inferring that this is 
not just about risk analysis, that it’s broader. 
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LR: That’s a great question. I used to be the, as county attorney in Montgomery County I was actually 
the general counsel in essence of a hybrid entity. And that’s a challenging issue. I don’t know if OCR is 
going to do that. This is also an area where I think advocacy and the industry making its voice heard, I 
don’t think OCR would be opposed to doing that. I think the need needs to be communicated to them, 
that that’s an area where there’s a lot of uncertainty.  I will acknowledge, I actually struggled with 
these issues as county attorney. 

 

BC: This kind of came up before in terms of getting in touch with OCR and maybe it’s the same answer, 
but for something like this, and we’ve heard this question a number of times from hybrid entities. 
What’s the best way to the entrée into OCR?  Is it the 800 number, filling out a form on a website? 

 

LR: I think those are both good. I think frankly also going to places where OCR folks are speaking, 
which is fairly constant these days and happens all over. I think that’s worthwhile but for sort of day- 
to-day issues those should be the best way, I think. Contacting a field office if those ways are not 
working is good too. And if those aren’t working then that needs to be communicated to OCR because 
that’s a big thing that all of us have touted over the years. 

 

BC:  Every session in which I’ve participated where someone from OCR has been there we’ve 
responded in the exact same way as you did. I truly believe that every person I’ve met is trying to do 
their job just like all of us are, and when there are customer service issues I really think they want to 
hear about them.  And you know better than I do, because I’m on the outside. 

 

LR:  Yeah, I think that is absolutely true.  One thing to understand, we’re focusing on the 50 
enforcement actions. OCR back when I was director, and it’s probably more now, oversee 10,000 
privacy and security complaints a year. Not to mention the hundreds and hundreds of breath 
notifications. That means that the place where OCR does most of its work remains not actually in this 
enforcement area but remains in the constructive, corrective zone. That shows that that is a 
commitment that the agency retains even now. 

 

BC: Here’s a question that came up Leon, and I know we’re pressing on your additional generous five 
minutes, so I’ll pose this for the last one and thank you. Given your background in fraud, waste, and 
abuse, we see some of those corporate integrity agreements, tens of millions of dollars, in some cases 
exceeding $100 million. And the civil money penalty system under HIPAA indeed you can do the 
arithmetic, one can see tens of millions of dollars, you can calculate it based on the number of records 
and how long the violation occurred and whether it was willful neglect, etc. Do you think we’re going 
to see those kinds of penalties of that magnitude in the HIPAA enforcement world? 

 

LR: We could. I actually think that we’re going to see them mostly along the scale of what we’ve seen. 
In other words, I would doubt, even though I think it’s technically feasible to, you have a big 
organization so you start counting everything you can and it goes to litigation so now you’re talking 
about a hundred million dollars, two hundred million dollars of exposure. I think that’s all theoretically 
possible. One thing that I give OCR credit for in recent years is I think they’re conscious of against 
whom they are taking enforcement action.  In fact I think there was a very recent one, and I forget the 
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nature of the entity, but it was actually acknowledged that the fine could have been much worse but 
for the fact that it was a, if I recall, an organization that in some way provided service to indigent 
patients, not a big margin, or margin at all in that kind of work, and so they were restrained.  I mean I 
think they’re going to continue to be thoughtful, but even when they’re being thoughtful the exposure 
is pretty large. What I don’t think we’re going to see if these hundred million, two hundred million 
kinds of things that I think are technically possible under the  statute. I don’t think we’re going 
to see that. 

 
BC:  Leon, thank you very much – 

 
LR:  Thank you. 

 

BC:  For your generosity with your time, all the insight, really sincerely appreciate it.  We will continue, I 
know you’ve got lots of other business. 

 
LR:  It’s been a pleasure to be talking to everybody, thank you. 

 

BC:  Alright, thanks again Leon.  And for those of you who are still with us we’ll probably go to the top 
of the hour because there’s quite a number of questions that have queued up over here. I will commit 
to what I said earlier, we will come back to you with responses by way of email.  Great, great 
questions. One of them is the risk management tool applicable to health plan setting? And the answer 
is yes. It’s really agnostic, quite honestly that tool is agnostic of industry. It’s all about helping you 
understand what your exposures are on whatever sensitive information that you may have. For 
example, in working with large academic medical centers they’re subject to FERPA, they’re subject to 
Graham-Leach-Bliley if they have financial aid, they’re subject to payment card industry typically, 
subject to HIPAA. And it’s really a matter of whatever you deem to be your sensitive information, so 
the short answer is yes. Boy, there’s so many questions here. If you provide the risk analysis and the 
risk assessment plan to the OCR will it remain confidential and not be made available to public 
information? That is a great question, and it’s a very, very tricky one. A lot of our customers, it’s 50/50 
pretty much, have this work done under privilege, under attorney/client privilege, and the method to 
the madness I guess of doing it that way is to attempt, it’s not always successful, but to attempt to not 
have the results of that discoverable let’s say by plaintiff’s attorneys in a class action lawsuit.  We’re 
not attorneys, we’re not practicing law, it’s absolutely an item to discuss with your outside or inside 
counsel Pam, and we have seen the request made first of all to not submit the risk analysis, that 
doesn’t go very far, but secondarily to have it marked and not available under a FOIA, freedom of 
information act filing.  Let’s see.  Shawn says is Trump turning auditing into a profit center for the 
government? Well, we can’t blame Trump. This provision that Leon referred to as part of the HITECH 
act, which was signed into law by President Obama in February of 2009, and it explicitly, it called for 
two interesting things around the civil money penalties. One is that the monies could be retained in 
the OCR coffers for further enforcement. The second thing it provided, the statutory law HITECH act 
provided but it’s not turned into a regulation yet is that individuals who are harmed as a result of a 
HIPAA violation would share in those civil money penalties. Just at the last HIPAA summit when Devin 
McGraw was speaking and I’m pretty sure she showed a slide that said that that topic was back on the 
table and that there was some work underway, and if you’re not familiar what would happen is that 
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there would be a so-called notice of proposed rule-making that ultimately would be provided. Erin, 
thank you for all the kind words, if you’re still online when you leave the session you should be 
receiving a pop-up webpage that is there.  I’ll do a few more, we’ve got about six minutes left. Hey 
Jeffrey. For organizations who are involved in a highly delegated model will OCR release guidance and 
how much oversight may be needed of a business associate or is an attestation sufficient? I’m sorry I 
missed you Jeffrey, would have been a great question for Leon. And I know of your organization and 
the type of organization you represent, and there are a lot of delegated responsibilities or 
relationships. We take the position that as spelled out in the privacy rule and as spelled out in the 
security rule, covered entities have responsibilities around their business associates, and we come to 
the table with the point of view that it ought to be a strong, proactive, multi-faced business associate 
management program, including among other things, this may sound like master of the obvious, but 
some organizations don’t even know who all their BA’s are, so doing an inventory.  But then 
importantly risk rank ordering all those BA’s and put them into three categories, highest risk, medium 
risk, lowest risk, and at that point you should then decide on the quote-unquote treatment plan. In 
some cases you might call for annual attestation as you suggested. In other cases you may call for 
annual audit or a right to audit.  There is a different level of diligence that you may apply to each of 
those three categories. I can’t address the question about guidance, I’ve not heard a peep about that 
but I would err on the side of proactive management of your BA’s. I don’t have the latest data top of 
mind, Mary Chaput does a lot of analysis of this data, but there’s been a point in time when it goes 
back before the Anthem breach. By the way, the Anthem breach, 78 million records.  About half of 
those records were being maintained in a capacity where Anthem was serving as a third party 
administrator, therefore as a business associate, so the data is a little skewed. At any rate, at a certain 
point in time I could point to the 116 million records on the Health & Human Services portal, aka wall 
of shame, and say to you 54% of them are there because of business associates. It’s a huge risk 
management area and responsibility, I would encourage you to be all over that as much as you can and 
not wait on OCR guidance because if there’s a problem downstream in that chain of custody, no matter 
where it is it’s going to roll upstream. Richard, I know you posed this to Leon, let me see if I can take a 
crack at it. Leon, there have been a number of class action lawsuits that have grown out of data 
breaches, have covered entities been successful protecting risk analyses from discovery? I think we 
touched on that a little bit. Your covered entities typically try to conduct under ACP, we did talk about 
that. And our personal experience is 50/50. Chris posed a question, I thought according to meaningful 
use there was reference to doing risk assessment during the attestation period. Chris, that’s correct, 
but here’s the scoop. Think about the meaningful use regulations, I’m drawing a Venn diagram in mid- 
air.  Think about the meaningful use regulations as the circle on the left, and then draw another circle 
on the right which is the HIPAA security rule. Those regulations intersect at the risk analysis and risk 
management requirements in the security rule. Need to do both is called for under meaningful use, 
need to do both is called for under the HIPAA security rule. The problem is that organizations, the 
requirement to do this risk analysis/risk management work goes back to April of 2005 when the HIPAA 
security rule became effective and as we know a few organizations have done it. Along comes money, 
meaningful use attestation money, $33 billion, and now the attention has been grabbed and people 
said oh okay, I’ve got to do this risk analysis on and only on my EMR or EHR system.  And that has been 
a fallacy under which lots of organizations  .  This risk analysis needs to be done according to 
the security rule, unfortunately it doesn’t say annually, we believe needs to be done on a regular 
ongoing basis for all information assets and all lines of business in all locations and all facilities. 
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Hopefully that helped. Let’s see, Shur asked the question, I hope I’m saying your name correctly, great 
discussion, do you think OCR will come up with a standard framework like PCI at some point? Now I’m 
going to express some big bias here. I hope not. I think PCI has not had great results. Look at Target, 
look at Home Depot, look at Neiman Marcus, the retail landscape is littered with organizations that 
follow the checklist mentality and ended up with bad outcomes. At the end of the day folks this is all 
about not producing a piece of paper for OCR, but doing something that’s going to safeguard this 
information. The National Retail Foundation has forwarded a letter and a white paper to the Federal 
Trade Commission basically articulating that PCI is engaging in noncompetitive, unfair practices by 
virtue of this scheme they’ve set up that requires this assessment thing that sometimes is not worth 
the piece of paper it’s written on. Hope I’m not offending anybody. I personally feel that there are 
models like that in healthcare that are probably going to go the same way. This idea of having a 
certification or a checklist just leads people down this path of false expectations.  Okay.  Ladies and 
gentleman, you have been great, lots of you have hung in here over the course of the whole event. We 
will close this out, we will get to your questions, thank you for your time and attention and terrific 
questions. We sincerely appreciate it. Hope you have a great rest of the week and a great upcoming 
weekend.  Thanks again. 


