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Our story, like all the best stories, starts like this.  Once upon a time at a hospital in 
Pennsylvania there was a very smart, aggressive Leadership Team. This Leadership Team 
set their strategic objectives to become world class in patient care and the number one 
hospital in their part of the state. To achieve these objectives they planned to 
aggressively hire the best people and to acquire the best technology that they could 
afford. 
 
They also set in motion a plan to grow their organization through the acquisition of 
existing medical practices and other independent hospitals. They figured that if the 
industry was going to continue to consolidate, they would prefer to be the consolidators 
rather than the consolidatees.  
 
As I mentioned our Leadership Team was very smart, hard working and very aggressive 
and as a result they were very successful in executing their strategy. The organization’s 
reputation grew quickly as did its footprint.  
 
There were of course some who raised concerns. When new organizations were 
acquired the Chief Information Officer (CIO), for example, struggled to integrate them 
into the Hospital System’s technology environment.  Each acquisition increased the 
complexity his team needed to manage and the more they grew the harder it got to 
keep up. 
 
It wasn’t just the acquisitions that made his job challenging, the eager adoption of 
technology in the form of medical devices and IoT, caused an exponential increase in 
the number of devices on the organization’s networks. When our Leadership Team 
started their strategy there was an average of a couple medical devices per bed. Now 
our CIO had no idea how many medical devices existed on his network but he guessed it 
was at least six per bed and maybe as many as ten.  
 
While the number of devices on the network grew exponentially, the CIO’s budget grew 
as well but it did so linearly. The organization did not have good digital governance in 
place so the CIO’s team had little insight into other departments’ purchases and 
adoption of new networked technology.  
 
The Chief Information Security Officer (CISO) was also concerned. His budget was always 
only a small percentage of the overall IT budget and yet he was responsible for 
protecting the now sprawling technology enterprise. Although, he realized that even if 
he had the funding to get enough staff to keep up, the market for IT security 
professionals was getting tight and simply keeping his existing team together was 
becoming increasingly difficult. It was inevitable that some things just didn’t get done 
right away. He was sure they would get to them eventually although eventually kept 
getting farther and farther away. 
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Despite their challenges, the CIO the CISO and their teams soldiered on confident that 
they could do their part for their organization. Each day they showed up and did what 
they could to keep everything running. They talked about becoming more proactive in 
managing their technology program but right now reacting to everything that was going 
on took all their time. After all, they were no longer simply a hospital.  Now they were a 
hospital system and their next purchase of another small community hospital and the 
integration chores ahead took precedence over everything else. 

 

 
 
Meanwhile in a foreign land known more for technical acumen then international 
regard for moral action. A young man fired up his laptop. After going through several 
proxy servers to conceal his location and identity, he set to work. 
 
He was not one of those crude phishers masquerading as a Nigerian prince and hoping 
to cheat some naïve sole out of their meager savings. No, he was much more 
sophisticated then that. He found the press release he was looking for, spent some time 
harvesting email addresses from the web, began crafting his email and attaching the 
payload. 
 
Unlike others in his profession who cast a wide net, his strategy was to spend sufficient 
time to make the email look and sound as authentic as possible. He would then send it 
to just a few specific people. He believed that this approach reduced the likelihood of 
his work coming to the attention of his victim’s security personnel before he was 
successful in landing his catch. 
 
He had already made tens of thousands of dollars selling the results of previous phishing 
trips. This new target looked like an opportunity to make thousands more.  
 

 
 
Jeanine hadn’t been working in patient admissions long. She took her responsibilities 
very seriously and tried to be helpful to both the patients and other staff.  She was 
always very busy. 
 
Some of her coworkers worried about the recently announced purchase of their small 
community hospital by the larger Hospital System. Not her, she had heard from a friend, 
who worked for a medical practice purchased by the same Hospital System last year 
that they would probably offer more benefits and opportunities then she had now at 
the small Community Hospital. 
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Therefore, it was with a bit of excitement that she opened the email from the Hospital 
System’s CEO and clicked the link that was supposed to tell her more about her new 
employer. She was a bit surprised when it didn’t open correctly, but she didn’t have 
much time to think about it, as there was much work to do. 
 

 
 
Back in the foreign land the young man heard the sharp ping announcing the successful 
connection of the malware software he had placed in the attachment with his command 
and control server. The key logger was in place and now it was just a matter of waiting 
for his victim to provide him the information that would make his efforts payoff. 
 
He smiled to himself as he heard another ping. One is good he thought two is better. 
 

 
 

It had been several months since the purchase of the community hospital and the CIO 
and CISO were finally starting to get a grip on what needed to be done. In fact they had 
just got out of a very productive meeting when the General Counsel called and asked 
that they come to his office right away. 
 
When they got there they were immediately ushered into a conference room where 
they were introduced to Special Agent Smith of the FBI. Agent Smith began to brief 
them on how several thousand patient records from the Community Hospital were 
found for sale on the dark web. 
 
The FBI visit unleashed a series of events at the Hospital System. Many urgent meetings 
were held between the General Counsel, Chief Compliance Officer (CCO), Chief Privacy 
Officer (CPO), CISO, the PR team and others.  
 
The CISO immediately hired a forensic team to investigate how the records got to the 
dark web. After poking around at the Community Hospital they determined that at least 
two employees clicked on a very well crafted spear phishing email. The email contained 
malware that included a key logger that recorded everything on their computers and 
sent it back to the hacker. The hacker got login credentials to systems and access to 
patient records. He might have also gained access to assorted financial information. 
 



4 Once Upon A Time at a Hospital in Pennsylvania 

 

The General Counsel and CPO planned the required reporting to HHS’s Office for Civil 
Rights (OCR) and worked with the PR team to craft the required public announcement 
and prepare for the fallout. 
 

 
 

The hospital system’s call center was working overtime as the calls came in from the 
public following the news announcement of the breach. Sure they sent notices and 
offered free credit monitoring to all the effected patients. They also described in the 
notice that it only involved one of their hospitals, nevertheless it seemed like everyone 
who was ever treated in the Hospital System was calling in either afraid or angry about 
what had happened.  
 
It was not just patients calling into the call center who were asking questions. Two of 
the Hospital Systems Board Members just happened to have family members whose 
records were stolen in the breach. As a result they took a keen interest in the incident 
and had a lot of questions for our Leadership Team at the board meeting the week 
following the press release announcing the breach. 
 

 
 

To their credit the CIO and CISO were very forth coming to the Board about their 
challenges in the build up to the breach and the limits of due diligence conducted 
around information security during acquisitions.  
 
They explained the results of the forensic investigation and the CIO explained that he 
had diverted funds away from other projects to introduce new controls to limit the risk 
of similar attacks in the future. He added that these budget changes would however 
limit his ability to complete the now defunded projects. 
 
The General Counsel and CPO explained that there would likely be an investigation by 
OCR that would go beyond the specifics of the breach. In these types of situations OCR 
typically evaluates the overall privacy and security program’s compliance with HIPAA.  
They said that the investigation would likely be limited to the Community Hospital 
although the inquiry might expand to include the entire health system.  
 
The Board rightfully questioned how such a review might turn out. The lack of 
confidence by all the executives in response to the question caused further concern.  
The board decided that instead of waiting to find out what such a review might uncover 
the Leadership Team should get out in front of the matter. The General Counsel 
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suggested that they hire outside counsel who in turn would hire a third part to review 
the community hospital’s compliance with HIPAA and that of the Hospital System as 
well. 
 

 
 

The General Counsel hired a top outside law firm who recommended two potential 3rd 
party cyber risk management firms to do the assessment. The General Counsel selected 
the first, named Clearwater. This was a wise move as Clearwater was ranked 1st in KLAS 
for cyber security advisory services, and has the exclusive endorsement of the American 
Hospital Association. 
 
Clearwater began a 10-point Tactical HIPAA Compliance and Cyber Risk Management 
Assessment.i The hope was that anything they found could be addressed as quickly as 
possible to limit the impact of the OCR investigation. 
 
 

 
 

A few weeks later, Clearwater’s report was delivered to the Board.  The high level 
findings included: 

a. That a cyber risk management program existed at the Community 
Hospital and the Hospital System with well defined roles and 
responsibilities. 

b. Appropriate policies and procedures were in place for security; privacy 
and breach notification however, there were some challenges and delays 
in getting them introduced to new organizations when they were 
acquired. 

c. The Hospital System was doing a good job of training staff on the policies 
and procedures however there were delays in getting the training 
completed by new staff following acquisitions. 

d. An enterprise wide risk analysis of information assets used to create, 
store, transmit or receive ePHI as required under the HIPAA security rule 
had not been conducted by either the Community Hospital or the 
Hospital System. This is one of the first things typically requested by OCR. 
Therefore, of significant concern. 

e. The Hospital System did not have a comprehensive risk mitigation or risk 
response plan in place. 
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f. Both organizations regularly conducted the non-technical evaluation 
required under the security rule although they were confused that this 
evaluation amounted to risk analysis. 

g. Both organizations conducted regular technical testing that would likely 
meet OCR muster. 

h. There seemed to be some uncertainty around the management of risk 
associated with Business Associates that required additional evaluation. 

i. Neither organization had conducted Privacy and Breach Notification 
assessments within the previous two years. 

j. There was a lack of formality in remediation planning and execution at 
both organizations. 

 
Based on these findings, Clearwater recommended that the Hospital System: 

• Immediately perform a Risk Analysis and Risk Remediation Planning at 
the Community Hospital. It was likely that the Hospital System would 
receive a letter from OCR very soon asking for information including the 
most recent risk analysis and it would be optimal if they had something 
to provide in response. 

• Begin an enterprise wide risk analysis of the rest of the system again 
followed by risk remediation planning.  

• Use the results of the risk analysis as the basis of future security 
budgeting and planning.  

• Conduct Privacy and Breach Rule Gap assessments at both the 
Community Hospital and the Hospital System. 

• Begin an effort to identify its business associates and implement a 
business associate risk management program. 

• Improve the process of conforming policies, procedures and training 
across the organization. 

 
The Board had a few questions including why Risk Analysis was not previously 
completed if it was required for compliance. The Leadership Team had to explain that 
they mistakenly believed that the technical testing and gap assessment a contractor 
regularly performed for them was sufficient to meet the HIPAA requirements and that it 
was only after talking with Clearwater and reading the guidance from OCR itself that 
they recognized their error.  
 
The Board accepted the report and Clearwater was retained to begin first the risk 
analysis and response at the Community Hospital and then for the rest of the Hospital 
System.  
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The risk analysis for the Community Hospital was underway when the letter from OCR 
initiating their compliance review arrived.  In the letter OCR request that the Hospital 
System’s Privacy Officer provide evidence within 14 days of policies and procedures 
related to use of hospital systems, records of training of hospital staff, the most recent 
risk analysis and risk remediation plan and a description of any actions taken in response 
to the reported breach, 
 
The CPO in conjunction with the outside counsel hired by the Hospital System explained 
that a risk analysis was currently underway and asked for an extension of time to 
respond in order to provide the results. OCR granted the extension. 
 
Clearwater completed its work before the deadline and the requested information was 
submitted to OCR. Many months went by and nothing more was heard from OCR. The 
longer it went the less urgency the Hospital System staff felt about remediating the risks 
found during the risk analysis and about starting the enterprise wide risk analysis for the 
Hospital System.  
 
When the OCR letter arrived accepting the information provided the whole effort might 
have gone on the back burner except that same day the hospital system was served 
with a class action law suit for damages resulting from the breach. Needless to say this 
again got the Board’s attention.  
 
It was a bit uncomfortable for the Leadership Team when the discussion of the lawsuit 
led to questions about the progress on the HIPAA compliance program. Needless to say 
the plan was back on track shortly thereafter.  
 
Within a year all the items recommended by Clearwater were completed. The Hospital 
System further engaged Clearwater to implement a three year program to help them 
further mature their cyber risk management program, stay in compliance, report on 
cyber risk to the board and make risk based investment decisions.  
 
When these results were reported to the Board one of the Trustees commented that 
the breach cost the Hospital System a lot of money and depending on the outcome of 
the law suit might cost them a lot more, nevertheless he felt much better now about 
their cyber risk management program and HIPAA compliance. He was also very grateful 
that they could learn their lesson without it impacting the safety of their patients. 
 
The end.  
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Now you might be thinking that this was a interesting short story but so what it’s just a 
story.  None of this really happened. That is true, its just a made up story however this 
made up story is made up of events that I have seen play out over and over again at 
hospitals and large hospital systems across the US. 
 
Mergers and acquisitions of hospital and health systems have continued to trend 
upward over the last 15 years. There are risks whenever there are transactions like this 
that involve integration of two or more different organizations. Too often those risks are 
not well understood and historically, although this is changing, due diligence efforts did 
not do a good job of understanding cyber risk and HIPAA compliance. I say until recently 
because we are finding increasing demand in this area as buyers better understand the 
potential risk.ii 
 
I have also personally witnessed a number of cases where the cost savings of M&A 
activity included a reduction in overall IT staff and or the purchase of small practices 
that had no formal IT team but cumulatively add up to a much larger organization with 
no additional IT investment. This is a recipe for trouble. 
 
The growing number of medical devices is also troubling. Stephen Grimes, a past chair of 
HIMSS Medical Device Security Task Force and current chair of HIMSS Patient Safety 
Task Force, recently said the challenges are only growing in quantity and complexity. 
Consider these numbers: There are 10 to 15 million medical devices in U.S. hospitals 
today. The average is 10 to 15 devices per bed, so a 500-bed hospital could have 7,500 
devices – most of them networked. A 2,000-bed health system might have 1,500 
infusion pumps alone.“ iii 

A number of things make cyber security professionals particularly nervous about 
medical devices in addition to simply the increase in numbers. They are closer to and in 
some cases even imbedded in patients making the potential impact of a compromised 
device on a particular patient potentially a life or death event. They are often purchased 
and controlled by clinical engineering outside of the controls traditional IT has in place, 
and therefore often do not get the security scrutiny of other traditional IT investments. 
Although getting better, medical device manufacturers have a history of poor security in 
their devices. 
 
Until recently many people took solace in the fact that a medical device was never 
hacked in the wild. Now a number of things have happened that cause one to rethink 
that. A recent University of California survey found that respondents believe 100-1000 
patients have had adverse events as a result of compromised medical devices. Perhaps 
more scary is the fact that they also found that medical professionals didn’t recognize 
when a device was compromised.iv 
 
Insufficient funding is also a common issue in healthcare cyber risk management. A 
recent survey of 2,400 security professionals from 680 provider organizations by Black 
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Book Research found that more than 90% of healthcare organizations have experienced 
a data breach since Q3 2016, yet IT security spending at 88% of hospitals remains at 
2016 levels. The aim of the study was to identify the reasons why the healthcare 
industry is particularly vulnerable to cyber attacks. If this survey is accurate, insufficient 
funding seems to be a likely contributing factor.v 
 
I have personally worked with a number of customers who first became aware of a 
breach of their patient information when the FBI showed up. I know of at least one 
other case that was publically reported. There are literally millions of stolen medical 
records for sale on the dark web.  
 
The risks to an individual whose health records are stolen can be high. It’s not just about 
stealing the money out of their health savings account or using their identity to commit 
insurance fraud. Alterations to records made by imposters along the way can result in 
errors introduced into the individual’s health records impacting their later treatment. 
This possibility led the World Privacy Forum to write a significant paper titled Medical 
Identity Theft: The information Crime that Can Kill You. vi 
 
I’d like to switch gears a little bit and look at the specific issue that the Hospital System 
in the story had with their Risk Analysis. This too is a very common problem. In 88% of 
the cases where OCR obtained monetary settlements or civil money penalties against 
healthcare organizations for HIPAA violations involving ePHI, the organization had a 
violation for not having a proper risk assessment. 
 
A proper OCR quality risk assessment requires that an organization identify all of their 
information assets that create, transmit, store, or receive ePHI. Then they must identify 
all the potential threats to those assets, vulnerabilities those threats may exploit, any 
controls in place to prevent the threat from acting on the vulnerability, the remaining 
likelihood of the event occurring and the impact if that occurs. Risks above the 
organization’s threshold need to be treated by either accepting the risk, mitigating the 
risk, transferring the risk or avoiding the risk.  
 
Many people confuse this activity with technical testing, things like vulnerability 
scanning, penetration testing, web app testing, and wireless network penetration 
testing. Risk analysis is not the same. Many more confuse it with a gap analysis against 
the requirements of the security rule. Recently OCR issued guidance to address this 
confusion.vii 
 
Proper risk analysis is not a trivial endeavor. What allows us at Clearwater to perform it 
successfully, is our IRM|Analysis software that includes within it a database of threats, 
vulnerabilities and controls. Having this information automatically populated speeds up 
the process while ensuring completeness of the risk analysis. Of course another element 
that helps us is our trained and experienced professionals who understand the 
healthcare environment and cyber risk.  
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Similarly, business associate risk management is not a trivial exercise. Under HIPAA an 
organization is supposed to seek assurances from its business associates that they will 
comply with the HIPAA rules. If they have a problem the organization is either suppose 
to help them remedy it or find another business associate. When an organization is 
growing rapidly and adding additional levels of complexity, it can become difficult to 
even understand who all your business associates are let alone monitor the risks they 
pose. A formal approach is required if an organization is to meet these requirements. 
 
What really helped the Hospital System in our story was the engagement of their Board 
with the cyber risk management program. The engagement started under somewhat 
unfortunate circumstances nevertheless, they stayed engaged and the Hospital System 
was better for it.  
 
Unfortunately, this is not always the case. Security professionals have not done a good 
job of explaining risk in terms that are understandable to executive and board level 
decision makers. We simply need to do a better job of this so that healthcare leaders 
are able to make better more informed decisions.  
 

 
 

Epilogue 
 

Two years after the breach our Hospital System won the class action suite on appeal.  
At the board meeting following the successful defense of the case, the Board decided to 
commission a number of studies. The first study was to determine how much the breach 
ended up costing the hospital system. The second was to look at whether the breach 
had any impact on patient care and safety.  
 
The first study found that the organization spent just under $3M dollars to resolve the 
breach. It also found that this number was aligned with yet well below average based on 
data from a 2016 Ponemon study on the cost of a data breach.viii A lot of money but at 
least they were below average. 
 
The second study was more disturbing. The study found that patient mortality at the 
Health System increased in the two years following the data breach after falling for the 
five proceeding years and across the industry generally. This unfortunate fact aligns with 
a study done by researchers at Vanderbilt University who found a similar result when 
examining other healthcare providers who have suffered a reportable breach. These 
researchers estimate that 2,100 deaths a year may be attributable to data breaches. 
Unfortunately, they are not sure why and continue to speculate and study the data. ix 
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When the study results were delivered to the Board, the trustee who had previously 
made the comment about the breach not impacting patient safety was heartbroken.  
 

 
 
I apologize for our story having such a sad ending. It is my goal for you to leave here 
today with a deep feeling for what is at stake with cyber risk management. It is often 
easy for us to think of laws and regulations like HIPAA as simply a compliance exercise 
that costs money with no real benefit. While I will be the first to agree that many laws 
and regulations fall into that category the security, privacy and breach rules under 
HIPAA and the HITECH Act are not that type.  
 
Technology offers a lot of benefits to us in our society. It has revolutionized the way we 
care for the sick and repair the injured. With those benefits however also come new and 
dangerous risks. For most of us it is easier to see and understand the benefits. They are 
right there everyday promoted and highlighted. In contrast, the risks are just 
speculation hanging out in the possible but not yet real. Until of course there is an event 
and then they are very real indeed.  
 
I want to thank you again for spending the time with me today. I hope you found value 
in this story and that you will think differently about cyber risk. 
 
If you would like to know more about medical device security, risk analysis, HIPAA 
compliance, costs of a breach, or OCR enforcement actions check the last link below.x 
These are all topics that we at Clearwater are currently speaking on and our events list 
page provides the current topics and schedule. 

i https://clearwatercompliance.com/hipaa-solutions/consulting-services/10-point-
strategic-hipaa-compliance-assessment/  
ii https://revcycleintelligence.com/features/how-hospital-merger-and-acquisition-
activity-is-changing-healthcare  
iii https://www.healthcareitnews.com/news/cybersecurity-pro-networked-medical-
devices-pose-huge-risks-patient-safety 
iv https://www.healthcareitnews.com/news/security-risk-storm-here-medical-device-
threats-are-real-and-patient-safety-risk  
v https://www.hipaajournal.com/healthcare-it-security-budgets-frozen-despite-
increase-in-cyberattacks/ 
vi http://www.worldprivacyforum.org/wp-
content/uploads/2007/11/wpf_medicalidtheft2006.pdf 
vii http://www.hipaasecurenow.com/index.php/ocr-cyber-security-newsletter-risk-
analyses-vs-gap-analyses-what-is-the-difference/ 
viii http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03094USEN  
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ix https://www.hipaajournal.com/research-suggests-healthcare-data-breaches-cause-
2100-deaths-a-year/ 
x https://clearwatercompliance.com/hipaa-education/hipaa-compliance-and-cyber-risk-
management-webinars/ 
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