
 

 

Clearwater IRM | Analysis CyberIntelligence™ Insight Bulletin #1 

Clearwater delivers cyber risk management solutions to hundreds of healthcare delivery organizations and their 

partners. The enormous data set of cyber risk information stored in our IRM|Analysis™ database enables us to capture 

deep insights surrounding current cyber threats and identify trends that will help inform and prepare organizations to 

Manage Cyber Risk Right. 

Clearwater’s IRM|Analysis™ software facilitates and strengthens an organization’s cyber risk management program by 

providing an automated, scalable process for assessing, remediating and monitoring the security risks to the 

organization’s critical business systems and sensitive data while maintaining the evidence necessary for an audit or 

investigation. The Clearwater CyberIntelligence Institute, using its advanced analytics and data mining capabilities, has 

discovered significant patterns from our data base which has been populated by organizations over the last six years and 

contains millions of data risk records from hospitals, Integrated Delivery Networks (IDNs) and business associates.    

Most Common Security Weaknesses Found In Hospitals & Health Systems 

Hospital Executives might direct their immediate attention to these top vulnerabilities and, perhaps, take immediate 

action to reduce their organization’s risk profile. We analyzed high and critical risks facing hospitals and health systems 

found in our database and summarized them based on Clearwater’s comprehensive method of evaluating 

administrative, technical and physical vulnerabilities. Based on this analysis, we discovered the three most common 

critical and high security risks found during a HIPAA Risk Analysis using our software were: 

  

 User Authentication Deficiencies 

 Endpoint Leakage 

 Excessive User Permissions 

 These three vulnerabilities represent 36.8% of all critical risk scenarios. The top vulnerability identified was User 

Authentication Deficiencies.  



User Authentication Deficiencies are weaknesses in the process used to uniquely identify a user and verify that the level 

of access they have to organization’s resources is appropriate. Examples of these deficiencies would include: 

 Use of generic User IDs and/or passwords

 Posting user passwords on monitors or under keyboards

 Emailing user credentials "in the clear" (i.e. unencrypted) over external networks

The reason the User Authentication Deficiencies vulnerability is rated critical or high so frequently is due to one or more 

organizational assets lacking one or more of the relevant security controls that could reduce the likelihood this 

vulnerability could be exploited by malicious parties. Based on our analysis, certain media types are frequently 

associated with User Authentication Deficiencies and warrant attention by healthcare executives. These include servers 

and SaaS (Software-as-a-Service) solutions. It is important for Executives and Managers to know the primary security 

controls gaps related to this risk and the percentage of risks for which these controls were found to be missing or 

insufficient.  

These controls are typically highly effective in preventing User Authentication risks from materializing. It is interesting to 

note that over 90% of organizations reported having Password/Token Management Policy and Procedures but it 

appears the technical implementation of these procedures is lacking. A discrepancy between policy and technical 

implication can put organizations at significant risk for civil monetary penalties in the event of breach-related 

investigation. 

Password Strength Requirements 

Password Strength Requirements are a set of rules which define password constraints in an effort to ensure credentials 

are strong and secure. For example: a password is generally considered “strong” (i.e. immune to random guesses) if it 

contains at least 8 characters and a combination of upper and lower case alphabetic characters, numbers, and special 

characters (e.g. !, @, #, $, etc.).  

Single Sign-on 

Single Sign-on controls ensure that the same User ID and password used to access an organization’s network are also 

used to provide specific application access. Since virtually all network logins are unique and require strong passwords, 

the use of such logins for application access tends to reduce the probability that weak passwords are used or that 

application passwords are written down somewhere or forgotten. 

Locking Accounts After Too Many Failed Logins 

Locking Accounts After Too Many Failed Logins ensures that a malicious actor cannot try an endless number of times to 

guess a user’s password to gain unauthorized access to an application or system.  This can be especially problematic for 

SaaS applications that are accessible by anyone from anywhere. 
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Clearwater Enterprise Cyber Risk Management IRM|Analysis™ 

Intuitive software for completing a formal, NIST-based, OCR-quality security risk analysis and establishing a continual 

Risk Management Program of Framing, Assessing, Responding and Management Learn more 

Recommendations 

Hospitals and Health Systems are advised to look at their organization’s information systems and see if a proper risk 

analysis has been completed for User Authentication Deficiencies. Here are several valuable questions to ask:  

 Have the controls mentioned above been examined to see if they are properly implemented?

 Do the risk ratings associated with these controls seem accurate, given these common deficiencies?

 Have remediation plans been implemented for high risks involving User Authentication?

In our next Clearwater IRM | Analysis CyberIntelligence™ Insight Bulletin we will continue our analysis by exploring 

vulnerabilities related to the usage of laptops.   
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