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Some Webinar Logistics

1. Slide materials – Link In Chat Box. Should have also received in reminder email earlier 
today.

2. Please ask Questions in “Question Area” 
3. In case of technical issues, check “Chat Area”
4. All attendees are in “Listen Only Mode”
5. Please complete Exit Survey when you leave session 
6. Recorded version, final slides and attendance certificates will be sent within 48 hours
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About Today’s Presenters 
Iliana Peters, JD, CISSP 
Shareholder, Polsinelli PC, Former Acting Deputy  Director HHS Office for Civil Rights

• Recognized by the healthcare industry as a preeminent thinker and speaker on data privacy and security,  particularly with regard to 
HIPAA, the HITECH Act, the 21st Century Cures Act, the Genetic Information  Nondiscrimination Act (GINA), the Privacy Act, and 
emerging cyber threats to health data

• For over a decade, she both developed health information privacy and security policy, including on emerging  technologies and cyber threats, 
for the Department of Health and Human Services, and enforced HIPAA  regulations through spearheading multi-million dollar settlement 
agreements and civil money penalties pursuant  to HIPAA.

• Member: ABA, AHLA, ISC2, Hispanic National Bar Association

Jon Moore, MS, JD, HCISPP
Chief Risk Officer & SVP Prof. Services, Clearwater 

• 25+ Years Executive Leadership, Technology Consulting and Law
• 14+ Years Data Privacy & Security
• 10+ Years Healthcare
• Former PwC Federal Healthcare Leadership Team
• Former IT Operational Leader PwC Federal Practice
• BA Economics Haverford College, MS E-Commerce Carnegie Mellon University, JD Dickinson Law Penn State University
• Architect of Federal IT GRC Solution
• Expertise and Focus: Healthcare, Risk Management, Compliance
• Speaker and Published Author on Security, Privacy, IT Strategy and Impact of Emerging Technologies
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About Polsinelli

Polsinelli serves clients nationally across the full spectrum of their legal needs:
100+ services and 70+ industry areas | 800+ Attorneys | 20 Cities – Metropolitan offices in: ▪ Atlanta

▪ Boston
▪ Chicago
▪ Dallas
▪ Denver
▪ Houston
▪ Kansas City
▪ Los Angeles
▪ Nashville

▪ New York
▪ Phoenix
▪ St. Louis
▪ San Francisco
▪ Silicon Valley
▪ Washington, D.C.
▪ Wilmington

Legal Industry National Recognition

• Ranked #24 for Client Service Excellence  2018 BTI Client Service A-Team Report

• Ranked #10 for Best Client Relationships 2017 BTI Industry Power Rankings

• Named Among the top 20 best-known firms in the nation 2017 BTI Brand Elite
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2017, 2018, 2019 100% Acceptance Rate

SOLE SOURCE 
PROVIDER

SOFTWARE USED BY 
NSA/CAEs

INDUSTRY 
COLLABORATOR

2017

Clearwater Industry Recognition Highlights

2018

INDUSTRY RESOURCE 
PROVIDER
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DOJ

OCR Investigation Process

Complaint

Intake & 
Review

Resolution
• The violation did not occur after April 14, 2003
• Entity is not covered by the Privacy Rule
• Complaint was not filed within 180 days and an 

extension was not granted
• The incident described in the compliant does not 

violate the Privacy Rule

Possible Privacy or 
Security Role 

Violation

Possible Criminal 
Violation

Investigation

Accepted 
by DOJ

Resolution
• OCR finds no violation 
• OCR obtains voluntary compliance, corrective action, or 

other agreement
• OCR issues formal finding violation

DOJ declines case and 
refers back to OCR

HIPAA Privacy & Security Rule Compliant Process
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How OCR Closes Cases (1)
“Cases that OCR closes fall into five categories:

1. Resolved after intake & review (no investigation):  OCR closes these cases after 
determining that OCR lacks jurisdiction, or that the complaint, referral, breach report, news 
report, or other instigating event will not be investigated. For example, OCR will close cases 
where: the organization alleged to have violated the HIPAA Rules is not a covered entity or 
business associate and/or no protected health information (PHI) is involved; the behavior 
by the organization does not implicate the HIPAA Rules; the complainant refuses to provide 
consent for his/her information to be disclosed as part of the investigation; or OCR 
otherwise decides not to investigate the allegations.

2. Technical Assistance (no investigation):  OCR provides Technical Assistance to the covered 
entity, business associate, and complainant through early intervention by investigators 
located in Headquarters or a Regional Office.

3. No Violation* (investigated): OCR investigates and does not find any violations of the 
HIPAA Rules.

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/index.html

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/index.html
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How OCR Closes Cases (2)
4. Corrective Action Obtained* (investigated):

OCR investigates and provides technical assistance to or requires the covered entity 
or business associate to make changes regarding HIPAA-related privacy and security 
policies, procedures, training, or safeguards. In some cases, technical assistance is 
provided after investigation without requiring specific corrective action, for example, 
when the covered entity or business associate has already taken corrective action 
during the investigation or within the 60-day window prior to notifying OCR of the 
breach incident.

5. Corrective action closures include those cases in which OCR enters into a 
settlement agreement with a covered entity or business associate:
To promote systemic reform that benefits the greatest number of individuals, in such 
cases, OCR settles for a percentage of any applicable civil money penalties OCR could 
impose and requires entities to reinvest in their enterprises to correct the underlying 
root causes for the noncompliance through a corrective action plan, which includes 
monitoring.”
http://www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/agreements/index.html.

http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/index.html
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How OCR Closes Cases (3)
“Other: OCR may decide not to investigate a case further if:

A. It is referred to the Department of Justice for prosecution.
B. It involved a natural disaster.
C. It was pursued, prosecuted, and resolved by state authorities.
D. The covered entity or business associate has taken steps to comply with the 

HIPAA Rules and OCR determines enforcement resources are better/more effectively 
deployed in other cases.

*Due to the complexity of some cases, and the evidence needed to understand and/or 
prove indications of noncompliance, most investigations can take multiple years to 
investigate and resolve. In addition, multi-year monitoring of privacy and security 
practices may be required by OCR.”
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OCR Enforcement as of March 31, 2019
• “Since the compliance date of the Privacy Rule in April 2003, OCR has received 

over 204,065 HIPAA complaints and has initiated over 940 compliance reviews. We have 
resolved ninety-eight percent of these cases (199,967).

• OCR has investigated and resolved over 26,757 cases by requiring changes in privacy 
practices and corrective actions by, or providing technical assistance to, HIPAA covered 
entities and their business associates. 

• To date, OCR has settled or imposed a civil money penalty in 63 cases resulting in a total 
dollar amount of $99,581,582.00. 

• In another 11,729 cases, our investigations found no violation had occurred.
• Additionally, in 34,308 cases, OCR has intervened early and provided technical assistance 

to HIPAA covered entities, their business associates, and individuals exercising their rights 
under the Privacy Rule, without the need for an investigation.

• In the rest of our completed cases, (127,173) OCR determined that the complaint did not 
present an eligible case for enforcement.

• As of the date of this summary, OCR made 725 referrals to DOJ.”

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/enforcement-highlights/index.html

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/enforcement-highlights/index.html
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HIPAA Enforcement Case Highlights

6

In most cases, entities able to demonstrate satisfactory compliance through voluntary 
cooperation and corrective action 

In some cases though, nature or scope of indicated noncompliance warrants 
additional enforcement action

Resolution Agreements/Corrective Action Plans
59 settlement agreements that include detailed corrective action plans and monetary settlement amounts

4 civil money penalties
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Recent HHS Enforcement Actions
“OCR Concludes 2018 with All-Time Record Year for 

HIPAA Enforcement

In 2018, OCR settled 10 cases and secured one judgment, together totaling 
$28.7 million. 

This total surpassed the previous record of $23.5 million from 2016 by 22 
percent.  

In addition, OCR also achieved the single largest individual HIPAA settlement 
in history of $16 million with Anthem, Inc., representing a nearly three-fold 
increase over the previous record settlement of $5.5 million in 2016.”

12

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/2018enforcement/index.html

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/2018enforcement/index.html
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2018 HHS Enforcement Actions
Date Name Amount
Jan. 2018 Filefax, Inc (settlement) $100,000

Jan. 2018 Fresenius Medical Care North America 
(settlement) $3,500,000

June 2018 MD Anderson (judgment) $4,348,000

Aug. 2018 Boston Medical Center (settlement) $100,000

Sep. 2018 Brigham and Women’s Hospital (settlement) $384,000

Sep. 2018 Massachusetts General Hospital (settlement) $515,000

Sep. 2018 Advanced Care Hospitalists (settlement) $500,000

Oct. 2018 Allergy Associates of Hartford (settlement) $125,000

Oct. 2018 Anthem, Inc (settlement) $16,000,000

Nov. 2018 Pagosa Springs (settlement) $111,400

Dec. 2018 Cottage Health (settlement) $3,000,000

Total (settlements and judgment) $28,683,400
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HIPAA Recurring Compliance Issues

• Business Associate Agreements 
• Risk Analysis
• Failure to Manage Identified Risk, e.g. Encrypt
• Lack of Transmission Security
• Lack of Appropriate Auditing
• No Patching of Software
• Insider Threat
• Improper Disposal
• Insufficient Data Backup and Contingency Planning
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Filefax
ü“On February 10, 2015, OCR received an anonymous complaint alleging that an individual 

transported medical records obtained from Filefax to a shredding and recycling facility to 

sell on February 6 and 9, 2015. OCR opened an investigation, which confirmed that an 

individual had left medical records of approximately 2,150 patients at the shredding and 

recycling facility, and that these medical records contained patients’ protected health 

information (PHI).

üOCR’s investigation indicated that between January 28, 2015, and February 14, 2015, 

Filefax impermissibly disclosed the PHI of 2,150 individuals by leaving the PHI in an 

unlocked truck in the Filefax parking lot, or by granting permission to an unauthorized 

person to remove the PHI from Filefax, and leaving the PHI unsecured outside the Filefax

facility.

üFilefax is no longer in business. In 2016, a court in unrelated litigation appointed a 

receiver to liquidate its assets for distribution to creditors and others.  In addition to a 

$100,000 monetary settlement, the receiver has agreed, on behalf of Filefax, to properly 

store and dispose of remaining medical records found at Filefax’s facility in compliance 

with HIPAA.”

https://www.hhs.gov/about/news/2018/02/13/consequences-hipaa-violations-

dont-stop-when-business-closes.html

https://www.hhs.gov/about/news/2018/02/13/consequences-hipaa-violations-dont-stop-when-business-closes.html
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Fresenius
ü “January 21, 2013, FMCNA filed five separate breach reports for separate incidents occurring between 

February 23, 2012 and July 18, 2012 implicating the electronic protected health information (ePHI) of five 
separate FMCNA owned covered entities (FMCNA covered entities). 

üOCR’s investigation revealed FMCNA covered entities failed to conduct an accurate and thorough risk 
analysis of potential risks and vulnerabilities to the confidentiality, integrity, and availability of all of its 
ePHI.

ü FMC Ak-Chin failed to implement policies and procedures to address security incidents.
ü FMC Magnolia Grove failed to implement policies and procedures that govern the receipt and removal of 

hardware and electronic media that contain ePHI into and out of a facility; and the movement of these 
items within the facility.

ü FMC Duval and FMC Blue Island failed to implement policies and procedures to safeguard their facilities 
and equipment therein from unauthorized access, tampering, and theft, when it was reasonable and 
appropriate to do so under the circumstances.

ü FMC Magnolia Grove and FVC Augusta failed to implement a mechanism to encrypt and decrypt ePHI, 
when it was reasonable and appropriate to do so under the circumstances.

ü In addition to a $3.5 million monetary settlement, a corrective action plan requires the FMCNA covered 
entities to complete a risk analysis and risk management plan, revise policies and procedures on device 
and media controls as well as facility access controls, develop an encryption report, and educate its 
workforce on policies and procedures.”

https://www.hhs.gov/about/news/2018/02/01/five-breaches-add-millions-settlement-costs-entity-failed-heed-hipaa-s-risk-
analysis-and-risk.html

https://www.hhs.gov/about/news/2018/02/01/five-breaches-add-millions-settlement-costs-entity-failed-heed-hipaa-s-risk-analysis-and-risk.html
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Boston Filming Cases

ü“This is the second HIPAA case involving an ABC medical documentary television 
series, the previous being OCR’s April 16, 2016 settlement with New York-
Presbyterian Hospital in association with the filming of “NY Med.”

üTo resolve potential HIPAA violations, BMC has paid OCR $100,000, BWH has paid 
OCR $384,000, and MGH has paid OCR $515,000. Each entity will provide 
workforce training as part of a corrective action plan that will include OCR’s 
guidance on disclosures to film and media: http://www.hhs.gov/hipaa/for-
professionals/faq/2023/film-and-media/index.html. 

üThe respective Resolution Agreements and Corrective Action Plans may be found 
on the HHS website at: https://www.hhs.gov/hipaa/for-
professionals/compliance-enforcement/agreements/bostoncases/index.html.” 

https://www.hhs.gov/about/news/2018/09/20/unauthorized-disclosure-patients-protected-health-information-during-abc-filming.html

http://www.hhs.gov/hipaa/for-professionals/faq/2023/film-and-media/index.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/bostoncases/index.html
https://www.hhs.gov/about/news/2018/09/20/unauthorized-disclosure-patients-protected-health-information-during-abc-filming.html
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Anthem
ü“On March 13, 2015, Anthem filed a breach report with the HHS Office for Civil Rights 

detailing that, on January 29, 2015, they discovered cyber-attackers had gained access to 
their IT system via an undetected continuous and targeted cyberattack for the apparent 
purpose of extracting data, otherwise known as an advanced persistent threat attack.  
After filing their breach report, Anthem discovered cyber-attackers had infiltrated their 
system through spear phishing emails sent to an Anthem subsidiary after at least one 
employee responded to the malicious email and opened the door to further attacks. 
OCR’s investigation revealed that between December 2, 2014 and January 27, 2015, the 
cyber-attackers stole the ePHI of almost 79 million individuals, including names, social 
security numbers, medical identification numbers, addresses, dates of birth, email 
addresses, and employment information.

üIn addition to the impermissible disclosure of ePHI, OCR’s investigation revealed that 
Anthem failed to conduct an enterprise-wide risk analysis, had insufficient procedures to 
regularly review information system activity, failed to identify and respond to suspected 
or known security incidents, and failed to implement adequate minimum access controls 
to prevent the cyber-attackers from accessing sensitive ePHI, beginning as early as 
February 18, 2014.”

https://www.hhs.gov/about/news/2018/10/15/anthem-pays-ocr-16-million-record-hipaa-settlement-following-largest-

health-data-breach-history.html

https://www.hhs.gov/about/news/2018/10/15/anthem-pays-ocr-16-million-record-hipaa-settlement-following-largest-health-data-breach-history.html
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Pagosa Springs
ü“The settlement resolves a complaint alleging that a former PSMC employee continued 

to have remote access to PSMC’s web-based scheduling calendar, which contained 
patients’ electronic protected health information (ePHI), after separation of 
employment. OCR’s investigation revealed that PSMC impermissibly disclosed the ePHI of 
557 individuals to its former employee and to the web-based scheduling calendar vendor 
without a HIPAA required business associate agreement in place. 

üUnder the two-year corrective action plan, PSMC has agreed to update its security 
management and business associate agreement, policies and procedures, and train its 
workforce members regarding the same.

üCovered entities that do not have or follow procedures to terminate information access 
privileges upon employee separation risk a HIPAA enforcement action. Covered entities 
must also evaluate relationships with vendors to ensure that business associate 
agreements are in place with all business associates before disclosing protected health 
information.  The resolution agreement and corrective action plan may be found on the 
OCR website at http://www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/agreements/pagosasprings.” 

https://www.hhs.gov/about/news/2018/12/11/colorado-hospital-failed-to-terminate-former-employees-access-to-electronic-protected-health-information.html

http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/pagosasprings
https://www.hhs.gov/about/news/2018/12/11/colorado-hospital-failed-to-terminate-former-employees-access-to-electronic-protected-health-information.html
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State AG Case to Watch
üIndiana Attorney General leading a multi-state federal lawsuit against Medical 

Informatics Engineering Inc. and NoMoreClipboard LLC, which sustained a 
data breach which compromised the data of more than 3.9 million people.

ü“Hackers infiltrated a web application called WebChart, which is run by MIE, 
between May 7 and May 26, 2015. The hackers stole electronic Protected 
Health Information, including names, phone numbers, mailing addresses, 
Social Security numbers, and usernames and passwords, among other types 
of information.”

üAlleges violations of HIPAA Rules, along with state claims including Unfair and 
Deceptive Practice Laws, Notice of Data Breach statutes, and state Personal 
Information Protection Acts. 

ü“Hill's office says it is the first time state attorneys general have joined to 
pursue a HIPAA-related data breach case in federal court.” See 
http://www.insideindianabusiness.com/story/39579639/hill-files-multi-state-
data-breach-lawsuit. 

http://www.insideindianabusiness.com/story/39579639/hill-files-multi-state-data-breach-lawsuit
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Where You Are and What You Can Do

Prepare
Before an Incident or 

Breach

Recover
After Incident or Breach 

before Investigation

Respond
When OCR Initiates Investigation or 

Compliance Review

Comply
After Resolution Agreement 

and CAP
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Reasonable Diligence

Set privacy and security risk 
management & governance 

program in place
(45 CFR § 164.308(a)(1))

Develop & implement 
HIPAA privacy, security, and 
breach notification policies 

& procedures
(45 CFR §164.530 and 45 CFR §164.316)

Train all members of your 
workforce

(45 CFR §164.530(b) and 45 CFR 
§164.308(a)(5))

Complete a HIPAA security 
risk analysis

(45 CFR §164.308(a)(1)(ii)(A))

Complete a HIPAA security 
evaluation (e.g. “compliance 

assessment”)  
(45 CFR § 164.308(a)(8))

Complete technical testing 
of your environment 

(45 CFR § 164.308(a)(8))

Implement a strong, 
proactive Business Associate 

management program
(45 CFR §164.502(e) and 45 CFR 

§164.308(b)) 

Complete Privacy Rule and 
Breach Rule compliance 

assessments 
(45 CFR §164.530 and 45 CFR §164.400) 

Assess your current 
insurance coverage (e.g. 

cyber liability, D&O, P&C)
Document and act upon a 

remediation plan
(45 CFR §164.530(c) and 45 CFR §164.306 

(a)) 

S

P

1 2 3 4 5

6 7 8 9 10



© Clearwater Compliance LLC | All Rights Reserved

23

Questions?  

Please Complete the Webinar Evaluation After You Exit the Webinar. 
We Value Your Feedback!

Jon Moore
Jon.Moore@ClearwaterCompliance.com
Phone: 800-704-3394

Iliana L. Peters
ipeters@polsinelli.com
202-626-8327

mailto:jon.moore@ClearwaterCompliance.com
mailto:ipeters@polsinelli.com
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Lively breakfast discussion with marquis panel of Industry Leaders & OCR Officials
discussing lessons learned from dozens of Office for Civil Rights risk-analysis related cases.

June 6, 2019 |Washington, DC   
Join Us Onsite OR by Live Webcast

Leon Rodriguez
Former Director, OCR & 
Partner, Seyfarth Shaw

Nick Heesters
Health Info Privacy & 

Security Specialist, OCR

Greg Ehardt
VP & Chief Compliance 

& Privacy Officer, 
Christus Health

Kevin Hewgley
VP of Financial Service, 

Lockton Companies

Bob Chaput
Executive Chairman, 

Clearwater
(Moderator)

LEARN MORE & REGISTER

https://clearwatercompliance.com/upcoming-webinars/breakfast-breaches-dc/
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Legal Disclaimer

Although the information provided by Clearwater Compliance may be helpful in informing customers and others who 
have an interest in data privacy and security issues, it does not constitute legal advice.  This information may be based in 
part on current federal law and is subject to change based on changes in federal law or subsequent interpretative 
guidance.  Where this information is based on federal law, it must be modified to reflect state law where that state law is 
more stringent than the federal law or other state law exceptions apply. This information is intended to be a general 
information resource and should not be relied upon as a substitute for competent legal advice specific to your 
circumstances.  YOU SHOULD EVALUATE ALL INFORMATION, OPINIONS AND RECOMMENDATIONS PROVIDED BY 
CLEARWATER IN CONSULTATION WITH YOUR LEGAL OR OTHER ADVISOR, AS APPROPRIATE.

Copyright Notice

All materials contained within this document are protected by United States copyright law and may not be reproduced, 
distributed, transmitted, displayed, published, or broadcast without the prior, express written permission of Clearwater 
Compliance LLC.  You may not alter or remove any copyright or other notice from copies of this content.

*The existence of a link or organizational reference in any of the following materials should not be assumed as an endorsement by Clearwater Compliance 
LLC. 
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Polsinelli provides this material for informational purposes only. The material 
provided herein is general and is not intended to be legal advice. Nothing herein 
should be relied upon or used without consulting a lawyer to consider your 
specific circumstances, possible changes to applicable laws, rules and 
regulations and other legal issues. Receipt of this material does not establish an 
attorney-client relationship.

Polsinelli is very proud of the results we obtain for our clients, but you should 
know that past results do not guarantee future results; that every case is 
different and must be judged on its own merits; and that the choice of a lawyer 
is an important decision and should not be based solely upon advertisements. 

© 2017 Polsinelli PC.  In California, Polsinelli LLP.
Polsinelli is a registered mark of Polsinelli PC


